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Executive Summary 

One of the main objectives of the SUNRISE-6G is to deliver an Open-Source federation framework for inte-
grating and exposing in a unified manner Network and Compute Resources, promoting sustainable infra-
structure sharing and collaboration among MNOs, in line with the 6G “Network of Networks” vision. SUN-
RISE-6G harmonises and delivers open-source implementations of emerging federation standards in 
line with ongoing efforts driven by the GSMA Operator Platform Group (OPG), 3GPP CAPIF, and Linux Foun-
dation CAMARA initiatives, aiming to offer for the first time a federated pan-European 6G experimentation 
infrastructure that supports cross-testbed service deployment and enablement.  

This deliverable reports on the combined work conducted in Tasks 3.1 and 3.2, which aims to facilitate the 
portability and replicability of applications and services across testbeds through the development, integra-
tion, testing, and release of the SUNRISE-6G Operator Platform (SOP). It serves as a unified platform en-
abling the exposure of testbed resources and the dynamic establishment of federations across multiple 
testbeds. Its application-facing CAMARA APIs provide simplified access to 3GPP network capabilities, ab-
stracting the complexity of underlying Network Exposure Function (NEF) APIs and improving developer 
usability. 

SUNRISE-6G also leverages the ongoing work of the GSMA OPG, particularly regarding the East/West Bound 
Interface (EWBI) and the Application Artefacts Management & Onboarding Services, which enables the 
sharing and cross-domain deployment of application images and associated components among federated 
facilities. Furthermore, integrating 3GPP CAPIF interconnection into SOP enables multiple CAPIF Core Func-
tions (CCFs), operating within the same or different trust domains, to exchange information via service APIs. 
Overall, these developments collectively position the SOP as a unifying framework that streamlines re-
source exposure, facilitates application portability, and strengthens interoperability and collaboration 
across federated 6G testbeds. 

SUNRISE-6G delivers an OP implementation tailored to the SNS community by focusing on open-source 
southbound  typically leveraged by project testbeds.The outcomes and modules developed within the pro-
ject have directly contributed to the establishment of the Open Operator Platform (SDG OOP) [1] providing 
a foundation for its open-source framework and supporting ongoing standardisation efforts. The SOP has 
been implemented based on the SUNRISE-6G architecture design and component specification detailed in 
D2.2 [2] and its final version (D2.4). Specifically, this deliverable reports on: 

• The final design and consolidation of the architecture of the SOP, which was previously mentioned 
in D2.2 and in its final version (D2.4), within the broader context of the SUNRISE-6G architecture. 
This document provides additional details on the interactions between components and their rela-
tionships with the underlying testbeds within the federation. 

• The implementation of architectural components of the SOP, based on industry standards and APIs, 
enabling experimenters and third-party software providers to use testbed resources across diverse 
platforms. This deliverable also details the internal mechanisms of these components, along with a 
comprehensive list of APIs each of them offers. 

• How an SOP leverages transformation functions to achieve interoperability between different 
testbeds and technologies, as described in detail in Section 4. 

• The performed integration for the various components developed during the project, utilising 
testbed resources and vertical (North-South) interfaces, as well as the deployment of those compo-
nents on the participating testbeds. 
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1 Introduction 

The goal of the SUNRISE-6G project is to build a Europe-wide 6G federated telecommunications infrastruc-
ture. In this pan-European facility, operators, experimenters and application developers can conduct exper-
iments via a secure, unified interface to request network and compute resources and run distributed appli-
cations across several testbeds. 

This deliverable focuses on the development of the SUNRISE-6G Operator Platform (SOP) in accordance 
with the guidelines and requirements outlined in GSMA OPG.02 [3]. The SOP offers: 

• The unified exposure of network capabilities via northbound APIs, based on the API definitions pro-
vided by the CAMARA project. 

• A dynamic establishment of federated connections between different testbeds, enabling resource 
sharing and inter-testbed collaboration through EWBI APIs derived by the GSMA Operator Platform 
Group (OPG) specifications. 

This deliverable describes not only the unique architecture of the SOP designed for the project, but also its 
API implementation. These include: 

• The API Exposure Manager (AEM), which is based on CAPIF. This component facilitates the secure 
exposure of API services and provides monitoring and discoverability capabilities. 

• The Open Exposure Gateway (OEG), which leverages the CAMARA APIs for unified exposure of 
testbed resources.  

• The Federation Manager (FM), which is responsible for interfacing with other SOP instances across 
the federated testbeds.  

• The Service Resource Manager (SRM), which translates high-level service requirements into con-
crete resource allocations from both the cloud compute and network domains. It also maintains and 
monitors the allocated resources throughout the service's lifecycle. 

• Transformation Functions (TFs), which enable interoperability between an SOP instance and the 
underlying testbed infrastructure. 

1.1  Mapping SUNRISE-6G Outputs 
The purpose of this section is to map the SUNRISE-6G Grant Agreement (GA) commitments, both within the 
formal deliverable and task descriptions, against the project’s respective outputs and work performed. 

Table 1: Adherence to SUNRISE-6G GA Deliverable & Tasks Descriptions 

SUNRISE-
6G Task No. 

and Title 
SUNRISE-6G GA Task Description 

Respective 
Document 
Chapter(s) 

Justification 

Task 3.1:  
Secure, uni-
fied expo-
sure of 
testbed re-
sources via 
North-South 
APIs 

After requirement analysis by the dedicated task on 
Federation (T2.2) this task will implement the Open 
Federation Framework Camara Service APIs 
(EdgeCloud, RouteToClosestEdge, QualityOn-
Demand), aiming for a unified exposure of testbed 
resources. Moreover, a CAMARA-compliant Trans-
formation framework will be offered, which maps 
Service APIs to testbed-oriented internal APIs. This 
Framework will deliver a set of Transformation 
Functions map Service APIs to resource APIs offered 
by the respective testbed platforms for Compute 

Chapters 3.1, 
3.2, 3.4 

These chapters de-
scribe the components 
of the SOP that are di-
rectly involved in the 
North/South-Bound 
interface. 
 
Chapter 3.1 describes 
the API Exposure 
Manager. 
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continuum and Networking resources. To this end, 
the most representative or widely used platforms 
will be identified within T2.2. Moreover, the CAPIF 
open-source framework, contributed by FOGUS, will 
be integrated as part of the Exposure Gateway to 
ensure secure and trustworthy exposure of re-
sources especially when they belong to different 
trust domains (e.g., third party testbeds). In addi-
tion, the CAMARA framework will be expanded to 
include O-RAN related Service APIs, which is not 
supported today. Regarding O-RAN this task will 
also focus on defining Service APIs that expose O-
RAN related capabilities towards experimenters, 
implementing, along with task T4.5, the corre-
sponding internal API and transformation function. 

Chapter 3.2 deals with 
the Open Exposure 
Gateway.  
 
Chapter 3.4 describes 
the Service Resource 
Manager. 

Task 3.2: In-
ter-domain 
Federation 
and vertical 
deployment 
via East-
West APIs 

This task handles the design and implementation of 
the interfaces for communication between the Open 
Federation platforms across the different facilities. 
This task will adopt the open procedures and APIs 
already defined over the EWBI by the GSMA OPG. In 
particular, the focus of this task is to address the de-
ployment and management of vertical applications 
over the federated facilities, allowing the consump-
tion of distributed edge resources by the Applica-
tion Providers in a consistent and unified way, while 
abstracting the underlying complexity associated 
with heterogeneous environments. To this end, Ca-
mara Service APIs implemented within T3.1 will 
also be supported in cross-domain vertical applica-
tion deployment scenarios. This task also delivers 
services such as the Application Artefacts Manage-
ment Service and the Application Onboarding Man-
agement Service, among others, which will be sup-
ported to enable the sharing of application images 
and associated application component descriptors 
information among the federated facilities, thus fa-
cilitating service onboarding via a single-entry 
point. 

Chapters 3.2, 
3.3, 3.5 

These chapters de-
scribe the components 
of the SOP that are di-
rectly involved in the 
East/West-bound in-
terface. 
 
Chapter 3.2 deals with 
federation API expo-
sure. 
 
Chapter 3.3 describes 
the Federation Man-
ager component. 
 
Chapter 3.5 describes 
artefact management 
and how artefacts are 
shared across feder-
ated testbeds. 

Deliverable Description 

Deliverable D3.3: Final report on secure, unified exposure of testbed resources and Inter-domain Federation 
and vertical deployment  
Final report on secure, unified exposure of testbed resources via North-South APIs and Inter-domain Federa-
tion and vertical deployment via East-West APIs. 

1.2  Deliverable Overview 
The Executive Summary discusses the goal of this deliverable and its relation to the Work Package (WP) 3 
objectives. 

Chapter 1 introduces the deliverable with a brief reference to its chapters and describes its relation to the 
official description of Task 3.1. 
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Chapter 2 revisits the architecture of the SOP, which will be described in detail in the following chapters 
and focuses on East-West and North-South Bound interfaces. 

Chapter 3 describes the architectural components of API Exposure Manager, Capabilities Exposure 
Gateway, Federation Manager, Service Resource Manager and Artefact Manager, along with their supported 
APIs. Subsections may also include a reference to the baseline component being extended, where applicable.  

Chapter 4 discusses the TFs of the SOP, which are responsible for allocating and requesting resources from 
the testbeds. 

Chapter 5 presents the overall workflows, detailing the final integration of the SOP modules for both local 
and federated vertical application deployment scenarios.  

Finally, Chapter 6 concludes the deliverable with a summary of the presented material. 

1.3 Advancements with Respect to Deliverable 3.1 
The present deliverable constitutes the second iteration of the SOP implementation, detailing its overall 
design, final architecture, and constituent components. Specifically, the following modifications and 

additions are presented relative to the initial report in D3.1 [4].  

• Chapter 2:  
o The chapter’s introductory part has been improved. 
o The SOP architecture has been updated to present the latest updates during the last imple-

mentation phase. 
o Section 2.1: The introductory part of this section has been improved. 
o Section 2.2: The contents related to the implementation of the EWBI functionalities within 

the FM were moved to Section 3.3.2. 

• Chapter 3:  

o Section 3.1: New diagrams for the CAPIF interconnection feature have been added. 
o Section 3.3.2: 

▪ The contents related to the implementation of the EWBI functionalities within the 
FM were moved to this section from Section 2.2. 

▪ The two new features developed in the FM (i.e., the Dual Role Capability and the 
Simultaneous Federation Capability) have been added.  

▪ The workflows (Figure 11-Figure 15) have been updated for enhanced visuality and 
format. 

o Section 3.4:  updated the SRM architecture for better clarity and its baseline edge manage-
ment services.  Additionally, extend the SRM APIs with Network Exposure Function (NEF 
and O-RAN) and Artefact Management support. Finally, consolidated the deployment de-
tails, software versions, and API specifications for network exposure and edge cloud man-
agement. 

o Section 3.5.1: added relevant references as footnotes for the supported artefact solutions by 
the Artefact Manager. 

o Section 3.5.2: added the reference for Fast API as a footnote. 
• Chapter 4: 

o Section 4.1.5: The TF specifications for the aeROS API at the Edge were updated. 

o Section 4.3: The final O-RAN architecture, together with its relevant use cases and corre-
sponding workflows, has been detailed.  

• Chapter 5: A new chapter is introduced to present overall workflows for vertical Application de-
ployment. The associated procedure is detailed within both the Originating SOP domain (local sce-
nario) and the Partner SOP domain (federated scenario).  
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2 The SUNRISE-6G Operator Platform Architecture 

The architecture of the SOP, developed in the SUNRISE-6G project, is described in detail in both the initial 
and final deliverables reporting the “SURISE-6G Overall Architecture”, D2.2 and D2.4, respectively. As out-
lined in the aforementioned deliverables, the GSMA OP represents the most suitable and industry-friendly 
approach to federation, allowing not only alignment with commercial operators’ platforms but also provid-
ing standard APIs to application developers, SMEs and verticals that are expected to interact with the SUN-
RISE-6G facility. An outstanding contribution of the project is that its outcomes and developed modules 
have directly enabled the creation of a new ETSI Software Development Group (SDG), i.e., the ETSI SDG 
OOP1, providing the cornerstone for its open-source framework and actively fostering further standardisa-
tion activities. 

Following these foundational contributions, the SOP facilitates integration with multiple underlying net-
work technologies and cloud platforms via a set of TFs, which are introduced and developed through a Soft-
ware Development Kit (SDK). This section provides a brief illustration of the SOP, its internal components 
and their relationships. The subsequent sections provide a more detailed examination of each component 
of the SOP.  

To ensure interoperability and standards compliance, the SOP is designed to support APIs based on the 
guidelines of the GSMA OP, CAMARA, and CAPIF. Figure 1 depicts the final functional architecture of the 
SOP, where the core SOP modules are shown as light red boxes. These modules operate within the distinct 
domains of two different operators (denoted by the blue and yellow areas), which may span multiple phys-
ical devices, edge sites and geographical regions. In the following subsections, we describe in more detail 
the main substrates of our architecture, i.e., the North-South Bound APIs and the East-West Bound APIs. 

 

Figure 1: SUNRISE-6G Operator Platform Component Architecture. 

 
1 https://oop.etsi.org/  

https://oop.etsi.org/
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2.1 North-South Bound APIs for Secure and Unified Exposure of 
Testbed Resources 

The North-South Bound interfaces facilitate secure and unified access by the Application Provider (AP) to 

the testbed resources. As shown in Figure 1 the North-Bound interface (NBI) specifically manages the in-

teraction between the AP and the two key components: the AEM and the OEG. This process follows a clear 

separation of roles, where the OEG, acting as the API provider, first publishes its available CAMARA APIs to 

the AEM. The AEM, which is realised using CAPIF, manages this service registry, allowing an AP (acting as 

an API invoker) to discover these services and obtain the necessary security token for authorisation. Finally, 

the AP invokes the CAMARA APIs directly at the OEG. It should be noted that the functions offered by the 

OEG may vary across SOPs, so the API ultimately exposed is subject to configuration. Each request to OEG 

is then routed to the FM and/or the SRM, depending on the type of operation requested.  

The FM is responsible for handling all requests related to the federation and, as such, communicates directly 
with the FM instance(s) of the federated SOP(s). For local operations, the SRM is the crucial component that 
requests operations or resources from the underlying testbed through the South-bound interface (SBI) and 
maintains an internal registry of those resources. The SRM handles each request by invoking the appropri-
ate TF, as presented in detail in D5.1 [5] and its final report (D5.3). It sends the AP requests (forwarded by 
the OEG) to operator-specific APIs within the infrastructure layer, and, in turn, ensures that responses are 
forwarded back to the OEG. Additionally, the Artefact Manager exposes an API to handle artefact-related 
operations, as shown in Figure 1. 

The lowest level in Figure 1 is the infrastructure layer, which involves the network hardware and software 
provided by the telecommunications operator as a testbed. SUNRISE-6G testbeds focus on delivering three 
main capabilities:  

i) Edge Cloud platform resources  

ii) network exposure services such as those provided by the NEF and O-RAN.  

Finally, the Artefact Registry (AR) is also depicted as part of the operator domain, as each operator may 
maintain their own registry of virtualisation artefacts, including container images and packaged application 
assets. 

2.2 East-West Bound APIs for Inter-Domain Federation and Vertical 
Deployment 

The EWBI used to support the interaction between federated SOPs, is defined according to the EWBI APIs 
presented in [6]. These interfaces aim to create and maintain federation among operators, sharing the nec-
essary information to provide shared services (e.g., edge resource information on which edge deployment 
can rely). The architectural design of the federated environment, depicted in Figure 1, aims to enable com-
munication between SOPs across diverse facilities, ensuring interoperability, resource sharing and coordi-
nated service delivery.  

The EWBI implemented in the SOP is composed of five different API groups, namely: 

• Federation establishment, enabling the authentication and creation of the federation between SOPs, 
the update of an already established federation and its removal. 

• Subscription to availability zones, enabling the sharing of already pre-provisioned availability zones 
to any partner SOP. Notice that the Originating SOP (i.e., the SOP instance to which the AP sends the 
original request) can subscribe to multiple availability zones simultaneously. 

• Sharing of artefacts, enabling the transfer of the necessary artefact elements (including Helm charts 
or container specifications) to a Partner SOP (i.e., a SOP instance to which a request arrives through 
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federation EWBI).  Notice that the same artefact can be reused by multiple applications of the same 
AP.   

• Onboarding of application, enabling the upload of application-specific requirements (application 
metadata, QoS profile, etc.) to a partner SOP, as well as their removal. 

• Application lifecycle management, enabling the launching and termination of applications on spe-
cific availability zones on a partner SOP. 

The EWBI ensures seamless interoperability by leveraging standardised APIs and robust authentication, 
authorisation and communication mechanisms between SOPs. The capabilities provided by each of the APIs 
are as follows, keeping as a principal goal to allow APs with direct access to a given SOP to use the Edge 
Cloud resources of another SOP. It should be noted that the EWBI is not directly exposed to APs and is rather 
managed by the FM within each SOP. Therefore, Section 3.3 provides further details about these APIs. 
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3 SUNRISE-6G Operator Platform Implementation 

The OP is gaining momentum as an industry-driven initiative that fosters openness and collaboration 
among Mobile Network Operators (MNOs) in alignment with existing standards. The SUNRISE-6G open-
source implementation follows the GSMA standards while remaining interoperable on its SBI with 3GPP 
Capability Exposure Interfaces, including the 5G Core NEF.  

Additionally, its NBI follows the specifications of the Linux Foundation CAMARA Project [7], an open-source 
project that defines, develops, and tests APIs, facilitating seamless access to network capabilities. In the 
following sections, the implementation of the key SOP modules is reported, aligned with the functional roles 
specified by the GSMA OPG.04 [6], namely: 

(i) the Capability Exposure role,  
(ii) the Federation Management role,  
(iii) the Service Resource Management role. 

3.1 API Exposure Manager 

3.1.1 Overview 

The API Exposure Manager (AEM) component is deployed within the SOP, as depicted in Figure 1, and is 
responsible for the secure and trustworthy exposure and discovery of and authorisation over the SOP ca-
pabilities (CAMARA APIs) towards the APs.  

More specifically, this component enables the OEG to publish CAMARA API information (URL, protocol, port, 
etc.) to a common registry. Additionally, it enables the APs to search through this registry, discover which 
CAMARA APIs are of interest and finally request and acquire authorisation and authentication to use the 
APIs securely.  Operationally, AEM serves as an API management tool that advertises and authorises access 
to SOP capabilities in a common, unified, efficient and consistent way.  

In SUNRISE-6G, AEM is realised using the Common API Framework (CAPIF), as its scope and its functional-
ities are very close to those of the AEM component. CAPIF is standardised by 3GPP, and an open-source 
implementation of the 3GPP specifications is being led by OpenCAPIF SDG [8]. CAPIF specifies the functional 
model and reference interfaces of an API manager, which are generic enough to support not only 3GPP 
northbound APIs but also other service APIs, such as CAMARA, while ensuring secure and trustworthy com-
munication between API providers and API invokers (consumers). Within SUNRISE-6G, we utilise the Open-
CAPIF implementation and extend it by developing new features, such as the interconnection feature, which 
is presented later in this document. 

CAPIF architecture, which is depicted in Figure 2, defines three main entities: 

• API provider, which can expose APIs via API Exposing Function (AEF), publish APIs via API Publish-
ing Function (APF) and perform administration (e.g., monitoring, auditing) of the APIs via API Man-
agement Function (AMF), 

• API invoker, which is typically a third-party API that needs to consume APIs from an API provider, 
and 

• CAPIF Core Function (CCF), which is responsible for registering API invokers and providers, authen-
ticating API invokers and providers based on identity and/or other information, publishing and sup-
porting the discovery of service APIs, authorising an API invoker before accessing service APIs, and 
monitoring service API invocations. 
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Figure 2: CAPIF Architecture [9]. 

 

Figure 3: CAPIF Functions in SOP Architecture. 

In SUNRISE-6G, we adapt the CAPIF architecture to the SOP concept. The OEG component can act as an API 

provider that publishes and exposes CAMARA APIs, while the APs play the role of API invokers consuming 

the exposed services. More specifically, APs and the OEG can leverage CAPIF APIs, standardised in Figure 2 

and Figure 3 and presented later in the section 3.1.4, to expose, discover and grant access to the CAMARA 

APIs, as depicted in Figure 3: 

• APs are registered and onboarded to AEM using CCF Invoker Management APIs. 

• Similarly, OEG is registered and onboarded to AEM using CCF Provider Management APIs. 

• OEG exposes its CAMARA APIs information (resource URL, API name, API protocol, etc.) by using 
CCF Publish API.  

• APs search through an authorised API registry of the published APIs using CCF Discover API. 
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• When APs select which CAMARA APIs to use, the security context of the API call is decided between 
APs and AEM using the Obtain_Security_Method operation of CCF Security API. Three security meth-
ods are supported by OpenCAPIF between invokers and providers: TLS connection based on Pre-
Shared Key (PSK), TLS based on certificate based mutual authentication (Public Key Infrastructure 
- PKI) and TLS with OAuth token. All three methods are thoroughly described in [10]. 

• APs request and obtain authorisation (according to the security method selected on the previous 
step) to access the selected CAMARA APIs using the Obtain Authorisation operation of the CCF Se-
curity API. 

• APs request the selected APIs (step “a”). At the same time, OEG obtains the necessary security infor-
mation to verify the APs’ token (step “b”), using the Obtain_API_Invoker_Info operation of the CCF 
Security API. 

3.1.2  Baseline Platform 

The implementation of AEM is based on the open-source [11] OpenCAPIF implementation follows the de-
velopment architecture depicted in Figure 4. 

 

Figure 4: OpenCAPIF Implementation Architecture and Software. 

All standardised CAPIF APIs within OpenCAPIF CCF are implemented using Python 3.10, specifically the 
Flask [12] framework. Each CAPIF service is realised as a Docker container, and the whole CCF can be de-
ployed in Kubernetes. Test scenarios are implemented using the Robot Framework. Complementary to CCF, 
OpenCAPIF implementation also includes the following services:  

• Register service: An additional REST API server, implemented in Flask, is responsible for regis-
tering an invoker or provider with CCF before the onboarding phase. 

• Nginx [13]: Exposes CCF services with mutual TLS authentication. 
• Vault [14]: This service serves as the certificate authority, verifying user certificates. 
• MongoDB [15]: All data related to CCF users, APIs exposed, and other relevant information is 

stored in the database. 
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• Redis [16]: Manages the generation of CCF events and their notifications. 

All software technologies used in OpenCAPIF, and therefore in AEM, are presented in Table 1, along with 
their corresponding versions.  

Table 1: Software Components for the API Exposure Manager. 

Software Version 

Python 3.10 

Flask 3.0.3 

Nginx 1.27.1 

Vault  1.13.2 

MongoDB 6.0.2 

Redis 7.4.2 

Docker 28.5.1 

Kubernetes 1.29.1 

3.1.3 Implementation 

One of the objectives of SUNRISE-6G is the implementation of the CAPIF interconnection feature [17],  which 
is currently missing from the OpenCAPIF implementation. CAPIF interconnection enables multiple CCFs 
across the same or different trust domains to share information on service APIs. Within the scope of the 
project, CAPIF interconnection enables SOPs to expose their capabilities to all federated SOP instances, al-
lowing consumers to utilise the service APIs from foreign SOPs, thereby enhancing the federation options 
for resource management and control. 

The CAPIF interconnection feature is implemented on three of the basic CCF functions (discover APIs, pub-
lish APIs and obtain authorisation to access APIs) and enables their usage not only from invokers and pro-
viders but also from CCFs. Figure 5, Figure 6 and Figure 7 depict the basic steps of the CAPIF interconnection 
feature for each CCF function. 

 

Figure 5: Interconnection of CCFs for Publishing APIs. 
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Figure 6: Interconnection of CCFs for Discovering APIs. 

 

Figure 7: Interconnection of CCFs for Obtaining Authorisation for Service API Access. 

3.1.4  APIs 

The basic CAPIF functionalities that enable secure, trustworthy and interoperable communication between 
APs and OEG are:  

• registering and onboarding API invokers and providers,  

• publishing service APIs,  

• discover APIs, and  

• requesting and acquiring access to the API.  

The CAPIF APIs, realising these basic functionalities, are presented thoroughly in the following: Table 2, 
Table 3, Table 4, Table 5 and Table 6. 
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Table 2: CAPIF API Invoker Management API: API to enable the Onboarding/Offboarding of API Invokers into CCF. 

REST Method Resource URI Body/Parameter Description 

POST 
{apiRoot}/api-invoker-man-
agement/v1/onboardedIn-
vokers 

JSON with invoker 
information (e.g. 
public key, details of 
the device or the ap-
plication, etc.) 

Onboards a new API invoker by cre-
ating an API invoker profile 
(Onboard_API_Invoker) 

DELETE 

{apiRoot}/api-invoker-man-
agement/onboardedInvok-
ers/v1/{onboardingId} 

N/A 

Offboards an individual API invoker 
by deleting the associated API in-
voker profile identified by 
{onboardingId} (Offboard_API_In-
voker) 

PATCH 
JSON with only the 
invoker information 
to be modified 

Modifies the API invoker details of 
an individual API invoker identified 
by the {onboardingId} (Up-
date_API_Invoker_Details) 

PUT 

JSON with all the in-
voker information 
(including updated 
and not-updated 
fields)  

Updates the API invoker details of 
an individual API invoker identified 
by the {onboardingId} (Up-
date_API_Invoker_Details) 

  
Table 3: CAPIF API Provider Management API: API for Onboarding/Offboarding and Managing API Providers. 

REST Method Resource URI 
Body/Parameter Re-

quired 
Description 

POST 
{apiRoot}/api-provider-man-
agement/v1/registrations 

JSON with provider infor-
mation (e.g., public keys 
of AEF, APF, and AMF, 
provider domain infor-
mation, etc.) 

Onboards a new API provider 
domain by creating an API pro-
vider domain with API provider 
domain function profiles. (Reg-
ister_API_Provider) 

PUT 

{apiRoot}/api-provider-man-
agement/v1/registra-
tions/{registrationId} 

JSON with all the provider 
information (including 
updated and not-updated 
fields) 

Updates an individual API pro-
vider domain identified by 
{registrationId} (Up-
date_API_Provider) 

PATCH 

JSON with only the in-
voker information to be 
modified 

Modifies an individual API pro-
vider domain identified by 
{registrationId} (Up-
date_API_Provider) 

DELETE N/A 

Offboards an API provider do-
main by deleting the API pro-
vider domain and functions, 
identified by {registrationId}. 
(Deregister_API_Provider) 
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Table 4: CAPIF Publish Service API: API to publish API information from Providers. 

REST Method Resource URI 
Body/Parameter Re-

quired 
Description 

POST 
{apiRoot}/published-
apis/v1/{apfId}/service-apis 

JSON with service API infor-
mation (e.g. resource url, 
API name, API protocol etc.) 

Publish a new API (Pub-
lish_Service_API) 

GET N/A 
Retrieve all published 
service APIs (Get_Ser-
vice_API) 

GET 

{apiRoot}/published-
apis/v1/{apfId}/service-
apis/{serviceApiId} 

N/A 
Retrieve a published ser-
vice API (Get_Ser-
vice_API) 

PUT 

JSON with all the service API 
information (including up-
dated and not-updated 
fields) 

Update a published ser-
vice API (Update_Ser-
vice_API) 

PATCH 
JSON with only the service 
API information to be modi-
fied 

Modify a published ser-
vice API. (Update_Ser-
vice_API) 

DELETE N/A 
Unpublish a published 
service API. (Un-
publish_Service_API) 

  
Table 5: CAPIF Discover Service API: API to ask CCF the list of APIs published and available in CAPIF. 

REST Method Resource URI 
Body/Parameter 

Required 
Description 

GET 
{apiRoot}/service-apis/v1/all-
ServiceAPIs 
  

N/A 

Discover published service APIs 
and retrieve a collection of APIs ac-
cording to specific filter criteria 
(Discover_Service_API) 

  
Table 6: CAPIF Security API: API to enable Setting Security Profiles and Retrieve Security Token. 

REST Method Resource URI 
Body/Parameter Re-

quired 
Description 

GET 

{apiRoot}/capif-secu-
rity/v1/trustedInvok-
ers/{apiInvokerId} 
  
  

N/A 
Retrieve authentication infor-
mation of an API invoker (Ob-
tain_API_Invoker_Info) 

PUT 

JSON with the security 
context information 
(security method, API 
ID, AEF ID, etc) 

Create a security context for indi-
vidual API invoker (Obtain_Secu-
rity_Method) 

DELETE N/A 
Revoke the authorisation of the 
API invoker (Revoke_Authorisa-
tion) 

POST 

{apiRoot}/capif-secu-
rity/v1/trustedInvok-
ers/{apiInvokerId}/update 
  
  

JSON with all the secu-
rity context infor-
mation (including up-
dated and not-updated 
fields) 
 

Update the security context (e.g. 
re-negotiate the security meth-
ods). 
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POST 

{apiRoot}/capif-secu-
rity/v1/trustedInvok-
ers/{apiInvokerId}/delete 
  
  

N/A 
Revoke the authorisation of the 
API invoker for some APIs (Re-
voke_Authorisation) 

POST 

{apiRoot}/capif-secu-
rity/v1/securities/{secu-
rityId}/token 
  
  

Key-value pair data 
structure including to-
ken request parameters 
(client id, grant type, 
client secret, scope etc) 
encoded as x-www-ur-
lencoded format 

Obtain the OAuth 2.0 authorisa-
tion information (Obtain_Authori-
sation) 

3.2 Open Exposure Gateway 

3.2.1 Overview 

The OEG is a key component of the SUNRISE-6G facility, responsible for exposing compute and network 
capabilities and services to external stakeholders such as APs. Acting as the primary interface to the SOP's 
capabilities, the OEG provides access to edge resources and network services while ensuring compliance 
with policies, security requirements, and interoperability standards through the implementation of the CA-
MARA Edge Cloud Management and Network Exposure APIs. 

The primary role of the OEG is to simplify interactions with heterogeneous edge platforms and network 
exposure technologies, enabling APs to submit and instantiate applications or invoke network functions 
while remaining agnostic to the underlying technologies. It supports multi-operator scenarios, enabling col-
laboration across federated SOPs for the provisioning of edge and network services. 

In SUNRISE-6G, OEG is implemented as a new component with the following functionalities: 

• Edge Cloud Zone Discovery allows APs to retrieve information about available edge cloud zones, 

including their region, status, and provider. Filtering options enable discovery based on geographic 

constraints and operational conditions, such as active or inactive status. Figure 8 depicts the se-

quence of events and component interactions for retrieving the list of available edge cloud zones. 

• Application Registration: APs can submit their application metadata to the SOP through the OEG. 
This includes information such as application descriptors, resource requirements (CPU, memory, 
storage), and deployment formats (e.g., container images, Helm charts, or virtual machine images 
like QCOW2). The OEG validates submitted data and registers the application for subsequent oper-
ations. 

• Application Instantiation: APs can request the instantiation of applications, specifying the desired 
edge cloud zones. This process integrates with SRM to allocate resources, monitor progress, and 
report deployment status.  

• Network Resources Exposure: providing access to resources from network elements, including 
traffic influence, device location, and QoD. The API list is available in Table 10, Table 11 and Table 
12. 

• Federated Access: In a multi-operator environment, the OEG interacts with the FM to facilitate the 
federation of resources, allowing APs to deploy applications across different SOPs.  
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Figure 8: Edge Cloud Zones Retrieval Workflow. 

The OEG implements the CAMARA Edge Cloud Management, QoD, Traffic Influence and Device Location 
APIs, which are exposed as Northbound APIs. These standardised APIs provide a consistent interface for 
interacting with edge resources across all testbeds in the federation. The relation of OEG with other SOP 
elements can be summarised in the following points: 

• SRM: The OEG forwards validated application submission and instantiation requests to the SRM, 
which is responsible for resource allocation and lifecycle management on the SOP level. The SRM 
communicates with the OEG to provide status updates on application deployments and resource 
availability. For instance, when an application instantiation request is received, the OEG validates it 
and forwards it to the SRM, which performs the necessary resource checks and initiates the deploy-
ment process. 

• FM: In federated SOPs, the OEG interacts with the local FM to coordinate cross-operator deploy-
ments. That is, when an AP requests deployment in a zone managed by a Partner SOP, the OEG com-
municates with the local FM to facilitate resource discovery and application deployment in the Part-
ner SOP domain. The FM ensures trust and compliance across operators, while the OEG abstracts 
this complexity from the API. 

3.2.2 Implementation 

To support the key functionalities, CAMARA endpoints are implemented using a Python Flask-based solu-
tion along with a MongoDB to store application metadata and state in a containerised environment. Table 
7 provides a list of the principal technologies used in OEG. 

Table 7: OEG Technology Stack. 

Software Version 

Python 3.12 

Connexion [Flask] 3.1.0 

MongoDB 7.0 
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3.2.3 APIs 

The available API endpoints and methods are presented in Table 8, Table 9, Table 10, Table 11, and Table 
12. 

Table 8: CAMARA Application API list. 

REST Method Resource URI Body/Parameter  Description 

POST /apps 
Body of the application specifi-
cation in JSON format 

Registers a new application 
specification 

GET /apps/{appId} Application identifier 
Retrieves details of an applica-
tion specification by its identifier 

DELETE /apps/{appId} Application identifier 
Deletes an application specifica-
tion 

GET 
/apps/{appId}/in-
stances 

Application identifier 
Retrieves the status of an instan-
tiated application 

POST 
/apps/ appId}/in-
stances 

Application identifier 
Instantiates an application based 
on its specifications 

DELETE 
/apps/ {appId}/in-
stances/{appIn-
stanceId} 

Application identifier and in-
stance identifier 

Removes an application instance 

 

An example of the CAMARA application specification payload used by the /apps endpoint is illustrated in 
Figure 9. 

 

Figure 9: Example CAMARA application specification payload used for application registration (/apps). 
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Table 9: CAMARA Availability Zones API List. 

REST Method Resource URI Body/Parameter  Description 

GET /edge-cloud-zones N/A 
Retrieved the available edge 
cloud zones 

 

Table 10: QoD API List. 

REST Method Resource URI Body/Parameter  Description 

POST /sessions 
Requested QoS details in JSON 
format 

Create QoS Session to manage la-
tency/throughput priorities 

GET /sessions/{sessionId} Session identifier Get QoS session information 

DELETE /sessions/{sessionId} Session identifier Removes a QoS session 

POST 
/sessions/{ses-
sionId}/extend 

Session identifier and addi-
tional duration in JSON format 

Extend the overall session dura-
tion of an active QoS session 

POST /retrieve-sessions 
Device information in JSON for-
mat 

Querying for QoS session re-
source information details for a 
device 

 

Table 11: Device Location API List. 

REST Method Resource URI Body/Parameter  Description 

POST /retrieve 
Device information in JSON for-
mat 

Retrieve the area where a certain 
user device is localised. 

POST /subscriptions 
Area and device details in JSON 
format 

Create a geofencing subscription 
for a device 

GET /subscriptions N/A 
Retrieve a list of geofencing 
event subscription 

GET 
/subscriptions/{sub-
scriptionId} 

Subscription identifier  
Operation to retrieve a subscrip-
tion based on the provided ID 

DELETE 
/subscriptions/{sub-
scriptionId} 

Subscription identifier 
Delete a Geofencing event sub-
scription 

POST /verify 
Device information in JSON for-
mat 

Verify the location of a device 

 

Table 12: Traffic Influence API List. 

REST Method Resource URI Body/Parameter  Description 

GET /traffic-influences N/A 
Retries existing TrafficInfluence 
Resources 

GET 
/traffic-influ-
ences/{trafficInfluen-
ceID} 

Traffic Influence identifier 
Reads a specific TrafficInfluence 
resource 
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POST /traffic-influences 
Traffic Influence details in 
JSON format 

Creates a new TrafficInfluence 
resource 

POST 
/traffic-influence-de-
vices 

Traffic Influence details in 
JSON format 

Creates a new TrafficInfluence 
resource influencing the traffic 
toward local instances of the Ap-
plication for a specific user. 

DELETE 
/traffic-influ-
ences/{trafficInfluen-
ceID} 

Traffic Influence identifier 
Delete an existing TrafficInflu-
ence resource 

3.3  Federation Manager 

3.3.1 Overview  

The FM is a key component within the SOP’s structure and is responsible for establishing a federation rela-

tionship between two SOPs through the EWBI. Besides this function, it also ensures the synchronisation of 

information regarding shared resources. Moreover, it exposes edge cloud resources to federated SOPs. It 

enables the transfer and onboarding of application artefacts, including Helm charts and container images, 

as well as generating the necessary metadata required by SOPs. Additionally, it manages the lifecycle of 

deployed application instances on federated domains.  

3.3.2 Implementation 

Figure 10 illustrates the architecture of the FM, which is implemented as a new Python module designed to 
efficiently handle federation-related operations. The API Controller serves as the primary entry point, im-
plementing the GSMA OPG EWBI APIs, and processes incoming requests, directing them to the appropriate 
logic layer. 

 

Figure 10: FM Architecture. 

The Business Logic layer is responsible for executing core federation processes, enforcing policies, and man-
aging interactions with external components. Specifically, it communicates with a MongoDB database, 
which serves as the persistent storage layer for data related to federation. Additionally, it communicates 
with an OAuth2-compliant module, which is implemented using Keycloak. This interaction is primarily used 
to obtain the necessary authorisation token for performing secure API calls. Lastly, the Southbound Clients 
refer to the different adapters that are used to interact with the underlying management components (e.g., 
edge cloud platform managers, orchestrators, etc.). 
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Table 13 presents the different software dependencies that have been used in the FM development and 
associated entities, such as the database and the authentication server. Some dependencies are used di-
rectly by the FM (e.g., Python and Flask), while others support external functionalities such as authentica-
tion and authorisation (Keycloak) and data storage (MongoDB). The solution has been tested in a Kuber-
netes 1.29.1 environment, ensuring compatibility and deployment feasibility within containerised infra-
structures. 

Table 13: Software Dependencies for the FM. 

Software Version 

Flask 2.2.5 

MongoDB 7.0 

Keycloak 16.1.1 

Kubernetes 1.29.1 

The final implementation delivers the complete set of EWBI functionalities envisioned in the architecture 
presented in Figure 1. The key developments included in the FM are: 

• Zone information exposure, including the design and implementation of APIs for sharing availability 
zone metadata, such as location and configuration.  

• Service API federation, enabling seamless forwarding of service API requests from one SOP to an-
other, ensuring End-to-End (E2E) service delivery, and including support for SLA and QoS manage-
ment as defined in [3]. 

• Enhanced security mechanisms by implementing OAuth 2.0-based authentication and authorisation 
mechanisms tailored for federating environments, ensuring secure token exchange and resource 
access control across federated domains.  

• Support for vertical-specific use cases, tailoring the federation APIs to meet the requirements of 
vertical industries such as holographic teleportation and ensuring that the interfaces are extensible 
to accommodate future use cases and scenarios. 

Furthermore, since the initial report in D3.1, the FM implementation has been enhanced with two new fea-
tures to improve its flexibility and scalability: 

1. Dual Role Capability: It enables a single SOP to operate as both Originating SOP and Partner SOP. 
This simplifies the deployment architecture for testbeds by removing the need for two separate FM 
instances. 

2. Simultaneous Federation Capability: It enables a single FM instance, within an SOP, to establish 
and manage active federations with multiple Partner SOPs concurrently (e.g., SOP A federating with 
SOP B and SOP C at the same time).  

In what follows, the core functionalities of the FM module are illustrated. The different workflows that rep-
resent the supported operations are aligned with the GSMA OPG EWBI standards. Figure 11 outlines the 
process of establishing a federation between two operators, where the Originating FM manages the EWBI 
API and manages subscriptions to availability zones. More specifically, it sends a Zone Subscription Request 
to the Partner SOP’s FM, which registers the zone subscription. Once the process is complete, a Zone Sub-
scription Response is sent back to the Originating SOP, confirming the successful zone subscription.  
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Figure 11: Workflow for Establishing a Federation between Two OP Instances. 

Figure 12 presents the workflow for Exposing Availability Zone Information to the Application Provider. 
The AP requests information about available Edge Cloud Zones through the OEG of the Originating SOP 
using the CAMARA Edge Cloud API. This process involves two separate calls from the OEG, one to retrieve 
local availability zones from the SRM and another to retrieve federated zones from the Originating FM. Once 
both responses are received, the OEG processes the information and sends a consolidated Edge Cloud Zones 
Response back to the AP. The AP then selects the desired Edge Cloud Zone, which, in this case, includes a 
zone from a Partner SOP for application deployment.  
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Figure 12: Workflow for Exposing Availability Zone Information to the Application Provider. 

Figure 13 presents the artefact management and application onboarding processes on the Partner SOP. 

Given the lack of a dedicated API in CAMARA specifications for artefact management, the project proposes 

a joint approach to artefact management and application onboarding, fully relying on CAMARA and GSMA 

APIs for federated environments. The process is triggered in the Originating SOP once the AP communicates 

with the OEG through the CAMARA Edge Application Management API, requesting the onboarding of an 

application. The OEG then requests the FM to verify the existence of the federation agreements. If the agree-

ments exist, the OEG will call the GSMA Artefact Management API from the Originating FM, which will for-

ward the request to its counterpart in the Partner SOP. Upon receiving the request, the Partner FM forwards 

it to the Edge Cloud Platform through the Edge Cloud TF. The TF translates the API request into a format 

compatible with the Edge Cloud Platform, which then performs the artefact registration.  

A similar process occurs for the second API call. This time, the GSMA Application Onboarding Management 

API was initiated by the OEG and relayed through the Originating FM to the Partner SOP. The Partner FM 

then forwards the request to the Edge Cloud Platform via the Edge Cloud TF, which translates it accordingly. 
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After receiving the transformed request, the Edge Cloud Platform executes the application onboarding pro-

cess. This process, along with the required TFs, is described in detail in Section 4.  

 

Figure 13: Workflows for Artefact and Application Onboarding Management in the Partner SOP’s Zone. 

Figure 14 illustrates the workflow for instantiating an application in a specific availability zone of a Partner 
SOP. The process begins when the AP submits the Application Instantiation Request through the CAMARA 
Edge Application Management API, which the OEG of the Originating SOP receives. The OEG then forwards 
the request to the Originating FM, which verifies federation agreements and relays it to the Partner FM via 
GSMA Application Deployment Management API. Upon receiving the request, the Partner FM interacts with 
the Edge Cloud TF to adapt the API request into a format compatible with the Edge Cloud Platform. The 
Edge Cloud Platform then processes the request and instantiates the application. Once the instantiation is 



D3.3 “Final Report on Secure, Unified Exposure of Testbed Resources and Inter-Domain Federation and Vertical Deployment” 

©SUNRISE-6G  Page | 33  

complete, a successful response is sent back through the Edge Cloud TF, the Partner FM, and finally to the 
Originating SOP, where the OEG relays the Application Instance Status Response to the AP. 

 

Figure 14: Workflow for Instantiating an Application in the Partner SOP’s Zone. 

Lastly, Figure 15 illustrates the workflow for retrieving the status of an instantiated application by the AP. 
The process begins when it submits an Application Instance Status Request via the CAMARA Edge Applica-
tion Management API to the OEG of the Originating SOP. The OEG then forwards the request to the Origi-
nating FM, which relays it to the Partner FM through the GSMA Application Deployment Management API. 
Upon receiving the request, the Partner FM sends it to the Edge Cloud TF, which queries the Edge Cloud 
Platform to retrieve the application instance status. Once the Edge Cloud Platform returns the instance sta-
tus, the sent success response follows the reverse path, reaching the AP. 
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Figure 15: Workflow for Application Status Retrieval Deployed in a Partner SOP’s Zone. 

3.3.3 APIs  

The FM provides the support for the EWBI described in Section 2 of this document. This section provides 
more details of the capabilities supported, as well as the API methods implemented to support it.  

 Federation Management 

These methods create and manage a directed federation relationship with a Partner SOP. They can be de-
scribed as follows: 

• Create Federation (POST /partner). It establishes a one-way federation between an Originating and 
a Partner SOP.  

• Get Federation Meta Info (GET /{federationContextId}/partner). It fetches comprehensive infor-
mation about the existing federation with a partner SOP, including offered zones, Partner SOP’s net-
work codes, edge discovery details, and lifecycle management service configurations.  

• Update Federation (PATCH /{federationContextId}/partner). It updates the information associated 
with the already created federation with a Partner SOP. 

• Remove Federation (DELETE /{federationContextId}/partner). It terminates an active federation 
relationship with the Partner SOP and removes all the associated data.  

The associated API methods are presented in   
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Table 14 below, along with the expected return information. 
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Table 14: Federation Establishment’s API Methods. 

REST Method Resource URI Body/Parameter Description 

POST /partner 

OrigOPFederationIdOrigOPCountryCode 
OrigOPMobileNetworkCodes 
OrigOPFixedNetworkCodes 
InitialDate 
PartnerStatusLink 
partnerCallbackCredentials 

Create federation 

GET 
/{federationContex-
tId}/partner 

FederationContextId 
Get federation meta 
info 

PATCH 
/{federationContex-
tId}/partner 

FederationContextId 
ObjectType 
OperationType 
AddMobileNetworkIds 
RemoveMobileNetworkIds 
AddFixedNetworkIds 
RemoveFixedNetworkIds 
modificationDate 

Update federation 

DELETE 
/{federationContex-
tId}/partner 

federationContextId Remove federation 

 Availability Zone Exposure  

The methods under this API manage the resources of an exposed availability zone of a Partner SOP: 

• Zone Subscription (POST /{federationContextId}/zones): This communication informs a Partner 
SOP that the Originating SOP intends to utilise specific availability zones, requesting that the Partner 
allocate the necessary computational and network resources.  

• View Zone Information (GET /{federationContextId}/zones/{zoneId}): This endpoint obtains infor-
mation about the computational and network resources allocated by the Partner SOP for a specific 
availability zone.   

• Delete Zone (DELETE /{federationContextId}/zones/{zoneId}): This notifies the Partner SOP that 
the Originating SOP no longer wishes to have access to a particular availability zone. 

The associated API methods are included below in Table 15. 

Table 15: Availability zones' API Methods. 

REST Method Resource URI Body/Parameter Description 

POST 
/{federationContex-
tId}/zones 

FederationContextId 
AcceptedAvailabilityZones 
availZoneNotifLink 

Zone subscription 

GET 
/{federationContex-
tId}/zones/{zoneId} 

FederationContextId 
zoneId 

View zone information 

DELETE 
/{federationContex-
tId}/zones/{zoneId} 

FederationContextId 
zoneId 

Delete zone 
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 Artefact Management  

The Artefact Management facilitates the management of application resources across federated SOPs, 
providing comprehensive functionality for handling application related elements, including the upload, re-
moval, retrieval and update of application descriptors, charts and packages over the EWBI. The methods 
included in this API are listed in Table 16 below. 

Table 16: Artefact Management's API Methods. 

REST Method Resource URI Body/Parameter Description 

POST 
/{federationContex-
tId}/artefact 

FederationContextId 
artefactId 
appProviderId 
artefactName 
ArtefactVersionInfo 
ArtefactDescription 
ArtefactVirtType 
ArtefactFileName 
ArtefactFileFormat 
ArtefactDescriptorType 
RepoType 
ArtefactRepoLocation 
ArtefactFile 
componentSpec 

Application artefacts upload 

GET 
/{federationContex-
tId}/artefact/{artefac-
tId} 

FederationContextId 
artefactId View artefact information 

DELETE 
/{federationContex-
tId}/artefact/{artefac-
tId} 

FederationContextId 
artefactId 
 

Application artefacts delete 

 Application Onboarding  

This API aims to provide a set of methods that facilitate the onboarding of applications over the EWBI to-
wards a Partner SOP, covering the registration, retrieval, update and removal of applications. In particular, 
the following methods and functionalities are comprised in this API: 

• Onboard Application (POST /{federationContextId}/application/onboarding): This method sub-
mits application details to a Partner SOP, which must perform record-keeping, validate the required 
resources, and perform any other pre-deployment tasks that may be necessary.  

• View Application Information (GET /{federationContextId}/application/onboarding/app/{ap-
pId}): This endpoint fetches the details of a specific application from a Partner's SOP.  

• Update Application Information (PATCH /{federationContextId}/application/onboard-
ing/app/{appId}): This operation notifies the specific Partner SOP about changes in resource re-
quirements, QoS profiles, associated descriptors, or component updates for the application whose 
ID is provided in the REST call. 

• Remove Application (DELETE {federationContextId}/application/onboarding/app/{appId}): This 
method is used to remove an application from a specific availability zone within the Partner SOP.  

A summary of the methods of this API is provided in Table 17. 
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Table 17: Application Onboarding's API Methods. 

REST 
Method 

Resource URI Body/Parameter Description 

POST 
/{federationContextId}/applica-
tion/onboarding 

FederationContextId 
AppId 
AppProviderId 
AppDeploymentZones 
AppMetaData 
AppQoSProfile 
AppComponentSpecs 
appStatusCallbackLink 

Onboard application 

GET 
/{federationContextId}/applica-
tion/onboarding/app/{appId} 

FederationContextId 
appId 

View application infor-
mation 

PATH 
/{federationContextId}/applica-
tion/onboarding/app/{appId} 

FederationContextId 
appId 
AppUpdQoSProfile 
appComponentSpecs 

Update application infor-
mation 

DELETE 
/{federationContextId}/applica-
tion/onboarding/app/{appId} 

FederationContextId 
appId 

Remove application 

 Application Lifecycle Management API 

This category encompasses methods for managing the lifecycle of application instances on a Partner SOP 
via the EWBI, including operations to create, update, retrieve, and terminate instances. The methods in-
cluded, as well as the corresponding API ones, are as follows: 

• Instantiate Application (POST /{federationContextId}/application/lcm): This request deploys an 
application instance in a specific availability zone of a Partner SOP.  

• Application Instance Information (GET /{federationContextId}/application/lcm/app/{appId}/in-
stance/{appInstanceId}/zone/{zoneId}): This method retrieves detailed information about a spe-
cific application instance from the Partner SOP.  

• List Application Instances (GET /{federationContextId}/application/lcm/app/{appId}/ap-
pProvider/{appProviderId}): This endpoint provides information about all application instances 
executing on any availability zone at the Partner SOP.  

• Terminate Application Instance (DELETE /{federationContextId}/application/lcm/app/{ap-
pId}/instance/{appInstanceId}/zone/{zoneId}): This operation terminates and deletes an applica-
tion instance running in a specific availability zone from the Partner SOP. 

Table 18 provides a summary of the HTTP methods corresponding to each operation, along with the ex-
pected response values.  

Table 18: Application Lifecycle Management’s API Methods. 

REST 
Method 

Resource URI Body/Parameter Description 

POST 
/{federationContextId}/applica-
tion/lcm 

FederationContextId 
AppId 
AppVersion 
AppProviderId 

Instantiate application 
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ZoneInfo 
appInstCallbackLink 

GET 

/{federationContextId}/applica-
tion/lcm/app/{appId}/in-
stance/{appIn-
stanceId}/zone/{zoneId} 

FederationContextId 
AppId 
AppInstanceId 
zoneId 

Application instance infor-
mation 

GET 
/{federationContextId}/applica-
tion/lcm/app/{appId}/ap-
pProvider/{appProviderId} 

FederationContextId 
AppId 
appProviderId 

List application instances 

DELETE 

/{federationContextId}/applica-
tion/lcm/app/{appId}/in-
stance/{appIn-
stanceId}/zone/{zoneId} 

FederationContextId 
AppId 
AppInstanceId 
zoneId 

Terminate application in-
stance 

3.4 Service Resource Manager 

3.4.1 Overview 

This section provides a detailed overview of the Service Resource Manager (SRM). As shown in Figure 16, 
SRM comprises two basic components:  

1. The SRM Controller, including an “API Controller module”, a “Business logic module” and a “Re-
source Controller module”,  

2. A resource registry. 

 

Figure 16: Service Resource Manager Setup. 

3.4.2 Baseline Platform 

SRM Controller is based on an existing edge cloud adapter solution developed and maintained by Intracom 
Telecom, called π-Edge. This baseline platform offers registration, instantiation and management functions 
for edge cloud resources. The business logic module shown in Figure 16 contains an extensive library that 
enables the service to interface directly with widely used edge cloud platforms such as Kubernetes and 
perform application deployments and management. In the following chapters, it is described how this com-
ponent is extended to support Network Exposure functions and artefact management.  
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The baseline platform is implemented as a Web service written in Python, utilising the Flask framework for 
rapid and straightforward Web service development. As depicted in Figure 16, the service follows a modu-
lar approach to ensure a separation of concerns. This means that each of the three modules within the SRM 
Controller, encapsulates functionalities that fall under the same category. In contrast, the relationships be-
tween modules are based on input and output.  

Specifically, the API Controller module contains the methods that specify the API endpoints exposed by the 
service to other components of the SOP and serves as the access point to the SRM functionalities. The Busi-
ness Logic module contains the functions that process the request received by the API Controller, and its 
main functionalities are segmented into two main categories: 

• Resource Management: includes methods that manage the lifecycle of deployable resources in the 
SOP. These methods handle the following: 

o Registering a new resource in the resource database/registry 

o Removing resources from the database 

o Retrieving a list of registered resources 

o Retrieving details of specific resources 

• Infrastructure operations include methods that handle communication with the TFs that execute 
operations at the infrastructure level of the telecommunications operator. The supported opera-
tions are: 

o Edge Cloud Zone discovery: provides a list of available edge cloud instances and their capa-
bilitiesApplication onboarding: the application specification mentioned in the previous cat-
egory is submitted as a manifest to an edge cloud platform to create a registration of that 
application 

o Application instantiation:  a previously onboarded application is instantiated as a runtime 
service over a southbound edge cloud platform 

o Application instance information retrieves the details of the instantiated application 

o Application termination: terminates the instance of a running application 

o Application removal: removes the application from the list of available applications on the 
edge cloud platform’s registry 

Finally, the Resource Controller module contains all the functions necessary for accessing the Resource Reg-
istry. 

3.4.3 Implementation 

SUNRISE-6G extends the APIs supported by SRM, which were presented in the previous section. Specifically, 
the infrastructure operation category now includes: 

• NEF is supported by the telco operator. 

• O-RAN services of the telco operator. 

Additionally, a new category is introduced for Artefact Management that supports the following opera-
tions: 

• Check if an artefact exists: This operation checks if the artefact with the given identification exists 
in a given repository. 

• Copies an artefact from a source artefact registry to a destination artefact registry for federation 
purposes, both accessed and managed through the distributed Artefact Management function, ena-
bling artefact availability across administrative or operational domains 
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• A direct consequence of the supported infrastructure operations mentioned above is that the SRM 
controller handles the requests received by the OEG via the corresponding TFs, which ultimately 
enable communication with the infrastructure layer (see Figure 1). TFs, which are packaged as part 
of an Open SDK, are crucial additions to the SRM and are included in the component's source code 
as a Python package. 

Regarding deployment, both the SRM Controller and the database are deployed as containers on Kuber-
netes, while the images used are created using Docker. A list of the software and their versions used for 
both components are presented in Table 19. 

Table 19: Software Version Used for SRM. 

Software Version 

Flask 3.1.1 

MongoDB 8.0 

Kubernetes 1.32.1 

3.4.4 APIs 

This section summarises the APIs mentioned in the previous section.   

 Network Exposure Functions 

Table 20 lists the APIs on the SRM side that invoke network functions through the TFs. As a result, there is 
a one-to-one mapping between these APIs and the corresponding APIs exposed by the OEG. 

Table 20: Network Exposure API List. 

REST 
Method 

Resource URI Body/Parameter Description 
CAMARA API imple-

mented 

POST /sessions 
Requested QoS details 
in JSON format 

Create QoS Session to 
manage latency/through-
put priorities 

Quality on demand 
(QoD) 

GET /sessions/{sessionId} Session identifier 
Get QoS session infor-
mation 

QoD 

DELETE /sessions/{sessionId} Session identifier Removes a QoS session QoD 

POST 
/sessions/{ses-
sionId}/extend 

Session identifier and 
additional duration in 
JSON format 

Extend the overall session 
duration of an active QoS 
session 

QoD 

POST /retrieve-sessions 
Device information in 
JSON format 

Querying for QoS session 
resource information de-
tails for a device 

QoD 
 

POST /retrieve 
Device information in 
JSON format 

Retrieve the area where a 
certain user device is lo-
calised. 

Location 

POST /subscriptions 
Area and device de-
tails in JSON format 

Create a geofencing sub-
scription for a device 

Location 

GET /subscriptions N/A 
Retrieve a list of geofenc-
ing event subscriptions 

Location 
 

GET 
/subscriptions/{sub-
scriptionId} 

Subscription identifier  
Operation to retrieve a 
subscription based on the 
provided ID 

Location 
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DELETE 
/subscriptions/{sub-
scriptionId} 

Subscription identifier 
Delete a Geofencing event 
subscription 

Location 
 

POST /verify 
Device information in 
JSON format 

Verify the location of a de-
vice 

Location 
 

GET /traffic-influences N/A 
Retries existing TrafficIn-
fluence Resources 

Traffic Influence 

GET 
/traffic-influ-
ences/{trafficInfluen-
ceID} 

Traffic Influence iden-
tifier 

Reads a specific TrafficIn-
fluence resource 

Traffic Influence 
 

POST /traffic-influences 
Traffic Influence de-
tails in JSON format 

Creates a new TrafficInflu-
ence resource 

Traffic Influence 
 

POST 
/traffic-influence-de-
vices 

Traffic Influence de-
tails in JSON format 

Creates a new TrafficInflu-
ence resource influencing 
the traffic toward local in-
stances of the Application 
for a specific user. 

Traffic Influence 
 

DELETE 
/traffic-influ-
ences/{trafficInfluen-
ceID} 

Traffic Influence iden-
tifier 

Delete an existing Traf-
ficInfluence resource 

Traffic Influence 
 

 Edge Cloud Management 

Table 21, Table 22 and  Table 23 contain the list of APIs that the SRM exposes to support edge cloud man-
agement requests provided by the OEG. 

Table 21: Edge Cloud Zone Discovery API List. 

REST 
Method 

Resource URI Body/Parameter Description 

GET /edge/zones N/A 

Retrieves a list of all available 

Edge Cloud Zones and their capa-

bilities. 

GET /edge/zones/{zoneId} Zone Identifier 

Retrieves detailed capabilities 

and metadata for a specific Edge 

Cloud Zone. 

GET 
/edge/zones/{zoneId}/ca-

pabilities 
Zone Identifier 

Retrieves the list of supported ca-

pabilities and resource character-

istics for the selected Edge Cloud 

Zone. 

 

Table 22: Application Onboarding API List. 

REST 
Method 

Resource URI Body/Parameter Description 

POST /app/onboard 
Application metadata and 

artifacts 

Submits a new application for 

onboarding 
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GET 
/app/onboard/{ap-

pId} 
Application ID 

Retrieves the onboarding details of 

the application 

PUT 
/app/onboard/{ap-

pId} 
Updated metadata 

Updates details of an onboarded ap-

plication 

DELETE 
/app/onboard/{ap-

pId} 
Application ID Removes an onboarded application 

 

Table 23: Application Instantiation API List. 

REST 
Method 

Resource URI Body/Parameter Description 

POST /app 
Details of the application to in-
stantiate in JSON format 

Forwards the request with the details to 
the edge cloud TF for application deploy-
ment 

GET /app/{id} 
Identifier of the application in-
stance 

Retrieves details of the instantiated appli-
cation from the edge cloud TF 

DELETE /app/{id} 
Identifier of the application in-
stance 

Deletes the application instance from the 
edge cloud platform 

GET /app N/A 
Gets a list of all application deployments on 
the edge cloud platform 

3.5 Artefact Manager 

3.5.1 Overview 

The Artefact Manager is the component responsible for handling the artefacts in the SOP. In this context, an 
artefact is defined as a deployable unit encapsulating the resources required for application deployment 
and management. Artefacts may include Helm charts, which describe the structure and configuration of 
Kubernetes applications, and container images, which bundle application code and dependencies to ensure 
consistent runtime behaviour.  

The module builds upon Skopeo [18] leveraging its capabilities to interact with a wide range of artefact 
solutions. Skopeo supports API V2 container registries and storage backends, including Docker Hub1, Quay2, 
Google Artefact Registry3, and Amazon Elastic Container Registry4. It also supports Open Container Initia-
tive (OCI)-compliant registries, such as Harbor5 and JFrog Artifactory6. A dedicated REST API facilitates in-
tegration with other modules. 

The architecture is shown in Figure 17 which illustrates the module's two main layers: the API controller 
and the Skopeo client. The API controller implements and handles the APIs dedicated to artefact manage-
ment. The Skopeo client enables artefact transferring between repositories, even across different types of 
registries or storage backends. Additionally, it allows checking whether a given artefact exists in a specific 
repository. 

 
1 https://hub.docker.com/  
2 https://quay.io/  
3 https://docs.cloud.google.com/artifact-registry/docs  
4 https://aws.amazon.com/es/ecr/  
5 https://goharbor.io/  
6 https://jfrog.com/artifactory/  

https://hub.docker.com/
https://quay.io/
https://docs.cloud.google.com/artifact-registry/docs
https://aws.amazon.com/es/ecr/
https://goharbor.io/
https://jfrog.com/artifactory/?gcmz=EAIaIQobChMI-N_k7eGykQMVtrKDBx2CBxucEAAYASACEgKeXfD_BwE&utm_source=google&utm_medium=cpc_search&utm_campaign=SearchDSKBrandEMEA202505&utm_term=jfrog%20artifactory%20pricing&gads_network=g&utm_content=u-bin&gads_campaign_id=22542027070&gads_adgroup_id=184551998612&gads_extension_id=233003714635&gads_target_id=kwd-2422631830741&gads_matchtype=e&gad_source=1&gad_campaignid=22542027070&gbraid=0AAAAADqV85WM44mwEvOxrPsYuY3E2g9XP&gclid=EAIaIQobChMI-N_k7eGykQMVtrKDBx2CBxucEAAYASACEgKeXfD_BwE
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Figure 17:Artefact Manager Architecture. 

3.5.2 Implementation 

Table 24 lists the software components and their respective versions used in the implementation. Python 
and Fast API1 provide the backend framework, while Skopeo is used for container image management. In-
tegration with Keycloak is used to handle authentication and authorisation. 

Table 24: Software Dependencies for the Artefact Manager. 

Software Version 

Fast API 0.115.8 

Skopeo 1.4.1 

 

Figure 18 illustrates the workflow for copying an artefact between registries using the Artefact Manager. 
The process begins when a user or consumer requests the transfer of an artefact by specifying its name, 
source, and destination. The Artefact Manager, through its Artefact Management API, retrieves the artefact 
from the source registry and then uploads it to the target registry. Once the upload is completed, a confir-
mation is sent back to the user, indicating the success or failure of the operation. 

 
1 https://fastapi.tiangolo.com/  

https://fastapi.tiangolo.com/
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Figure 18: Workflow for Artefact Transfer Between Two Artefact Registries. 

3.5.3 APIs  

This API provides a set of methods to facilitate the management of artefacts using Skopeo, covering opera-
tions such as checking the existence of images and copying images between registries. In particular, the 
following methods and functionalities are included in this API: 

• Check Artefact Existence (POST /artefact-exists). This method checks whether a Helm Chart or con-
tainer image with a specific tag exists in a given repository. 

• Copy Artefact (POST /copy-artefact). This method copies a Helm Chart or container image from one 
container registry to another, allowing authentication credentials to be used if required. 

A summary of the methods of this API is provided in Table 25. 

Table 25: Artefact Manager API Methods. 

REST Method Resource URI Body/Parameter Description 

POST  /artefact-exists 

registry_url  
image_name 
 image_tag 
username 
password 

Checks if a Helm Chart or container image 
with the specified tag exists in a repository. 

POST  /copy-artefact 

src_registry 
src_image_name 
 src_image_tag 
 dst_registry 
dst_image_name 
 dst_image_tag 
src_username 
src_password 
dst_username 
dst_password 

Copies a Helm Chart or container image from 
one registry to another, supporting authenti-
cation if needed. 
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4 CAMARA Compliant Transformation Functions 

TFs are introduced by GSMA OPG standards as a set of functions that translate (customer-facing) CAMARA 
API calls into (operator-facing) technology-specific Southbound APIs (see Figure 19 for a schematic repre-
sentation of the concept). To facilitate integration with multiple underlying network technologies and cloud 
platforms, SUNRISE-6G offers a set of TFs that are implemented in WP3. Within WP5, SUNRISE-6G has pack-
aged these TFs in the form of an open-source SDK, containing pre-built modules for translating service API 
calls into operator-specific commands. In what follows, the Edge and Network-oriented TFs are detailed, 
along with an innovative O-RAN oriented service API.  

This section describes the TFs that the CAMARA-compliant transformation framework offers. It details the 
specifics of the API calls mapping (from operator-facing to customer-facing) and the respective transfor-
mation of their payloads (e.g., YAML, JSON, etc.) from one format to another. Such TFs map service APIs to 
resource APIs offered by the most representative and/or widely used platforms for compute continuum 
and networking resources identified within Task 2.2. The TFs are grouped in three categories, depending 
on their function:  

• The Edge Cloud TFs are responsible for transforming a CAMARA-defined payload to the operator’s 
edge cloud platform payload. 

• The NEF TFs are responsible for transforming a CAMARA-defined payload to an operator-specific 
payload to access network resources. 

• The O-RAN TFs are responsible for transforming the CAMARA-defined payload into a Radio Access 
Network services payload. 

It is expected that each operator defines its specific TF, adjusted to its internal APIs and serving as SBI, as 
depicted in Figure 19. Additionally, all TFs provide a common interface to the SRM. The operator-specific 
TFs must be specified in the deployment manifest before the SOP is installed on the testbed. 

 

Figure 19: Outline of TFs Mapping Testbed Southbound APIs towards CAMARA Service APIs. 
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4.1 Edge Cloud 

4.1.1 Overview 

The Edge Cloud TFs aim to map and translate the service APIs from the CAMARA APIs to specific resource 
APIs supported by various edge cloud solutions. Among these solutions, the ones supported by the project 
are i2EDGE, k8s, AerOS, and ETSI MEC Orchestrator (MEO) [19].  

i2EDGE, developed by i2CAT, is a resource orchestration solution implemented in Python, based on Kuber-
netes and Helm, that provides seamless application deployment across various availability zones. It sup-
ports intelligent placement and migration as needed, extending its capabilities as required.  

The EURE edge cloud platform utilises the ETSI MEC-compliant MEO to manage the lifecycle of edge cloud 
applications as MEC applications running as cloud-native functions (CNF) on top of Kubernetes or OpenShift 
virtualisation platforms.   

The NCSRD AeROS API for the edge also provides a solution built on a Meta-OS approach to intelligently 
manage and integrate a distributed set of network and computing resources into a seamless computing 
continuum. 

The following sections describe the development of the aforementioned TFs, along with the specifics of the 
API calls mapping (from operator-facing to customer-facing) and the respective transformation of their 
payloads. Within WP5, these TFs are deployed at multiple project testbeds that leverage compatible Edge 
platforms.  

4.1.2 Kubernetes Transformation Function 

The Kubernetes TF (k8s TF) is an Edge Cloud adapter solution developed by Intracom Telecom. It is a Py-
thon Web service utilising the Flask web framework, which exposes a REST API, providing cataloguing, reg-
istration, instantiation, and information functions for service specifications. These specifications are then 
submitted, through a transformation process, to Edge Cloud platform manifests for service instantiation. 
k8sTF supports the Kubernetes container platform using the corresponding native Python libraries; how-
ever, in certain cases, the standard REST framework of Python may be used.  

The platform support requesting edge resources from edge cloud platforms, such as volumes (storage) or 
compute resources, by specifying them in the request body, as shown in Figure 20. This figure provides a 
comparison between the CAMARA-defined payload for an application registration and the k8s TF-defined 
payload for the same operation.  

Additionally, Figure 21 illustrates the comparison between a CAMARA-defined payload requesting an ap-
plication instantiation and a k8sTF-defined service instantiation. Figure 22 illustrates the steps a CAMARA 
payload undergoes before being transformed into an edge cloud platform-specific format. The original CA-
MARA-defined payload is dispatched by the OEG and captured by the API controller module of k8sTF. In 
turn, it is provided as input to the edge cloud platform TF of k8sTF, which transforms the payload into the 
appropriate format for the edge cloud platform. Finally, the adapter library submits the payload to the edge 
cloud platform. 
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Figure 20: Comparison of CAMARA (left) and k8sTF Request Body (right) to add a Service Function Specification to the Catalogue 

 

Figure 21: CAMARA vs. k8sTF Request Body When Instantiating a Service Function from the Catalogue. 
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Figure 22: CAMARA- k8s TF Transformation Steps. 

A sample of the APIs that k8sTF offers is available in Table 26. The list is not exhaustive, and it is implied 
that all categories support all CRUD operations.  

Table 26: k8sTF REST API. 

REST 
Method 

Resource URI Body/Parameter Description 

POST /serviceFunction Service details in JSON format 
Registers a new service 
specification in the catalogue 

GET /serviceFunction/{id} 
Identifier of the registered ser-
vice 

Retrieves the details of the 
service function 

POST /deployedServiceFunction 
Service instance details in JSON 
format 

Instantiates a service based 
on the specification in the 
catalogue 

GET 
/deployedServiceFunc-
tion/{id} 

Service instance identifier 
Retrieves the status of the 
service instance by its iden-
tifier 

POST /paasService 
PaaS specification details in 
JSON format 

Registers a Platform-as-a-
Service specification in the 
catalogue 

POST /helm 
Helm chart details in JSON for-
mat 

Install a Helm chart on Ku-
bernetes 

DELETE /helm/{name} Helm installation name 
Uninstalls a Helm chart with 
the given name 

4.1.3 i2EDGE Transformation Function 

The CAMARA Edge Cloud LCM API for service onboarding enables onboarding applications to a dedicated 
edge cloud. Taking this call as a reference, a TF has been developed for i2EDGE, which is responsible for 
translating and generating all the missing fields that i2EDGE could require for onboarding the new applica-
tion and that are not provided by the original CAMARA call.  

Figure 23 provides the overall information in the transformation process in the form of a sequence diagram. 
As shown, the POST /apps call from the CAMARA API triggers a process that transforms the syntax and 
feeds it to the i2EDGE orchestrator.  
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Figure 23: Workflow for the Edge Cloud TF for Application Onboarding in i2EDGE. 

In particular, the application manifest is used to obtain the artefact ID required by the orchestrator. Later, 
the same process is followed to generate an application identifier. These data are then used to trigger the 
POST /application/onboarding call from i2EDGE, which effectively onboards the application. The compari-
son of the syntax used by each API is shown in Figure 24. Note that some fields in i2EDGE are optional, such 
as appQoSProfile, and can be left empty since the CAMARA API does not provide information for them. 

 

Figure 24: Comparative for the CAMARA (left) and i2EDGE (right) Application Onboarding Syntax. 

The CAMARA Edge Cloud API for application instantiation follows a similar approach to the one presented 
before. In this case, the POST /apps/{app_id}/instance call from CAMARA is used. The translation logic for 
the i2EDGE solution is presented in Figure 25, where the call is finally transformed to the POST /app/deploy 
call in i2EDGE. 
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Figure 25: Workflow for the Edge Cloud TF for Application Deployment in i2EDGE. 

The comparative syntax between the CAMARA API for application deployment and the one dedicated to the 
i2EDGE orchestrator is depicted in Figure 26. 

 

Figure 26: Comparative for the CAMARA (left) and i2EDGE (right) Application Deployment Syntax. 

In practice, i2EDGE first creates a flavour, as shown in Figure 27 by using the edgeCloudZoneId from CA-
MARA and verifying that the resources indicated in the onboarding process are available at deployment 
time. This operation is performed in i2EDGE using the POST /zone/{zoneID}/flavour REST call. 

Afterwards, the application deployment process is initiated in i2EDGE by providing the app identifier, pro-
vider version, and zone, as provided during the CAMARA call. Note that using a dedicated namespace for 
the application deployment is optional in i2EDGE. 
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Figure 27: POST /zone/{zoneId}/flavour Call Syntax in i2EDGE Orchestrator. 

4.1.4 MEC Orchestrator 

MEC Orchestrator (MEO) is the orchestration and lifecycle management tool used by EURE to handle edge 
application deployments. It is fully compliant with the ETSI Multi-access Edge Computing (MEC)1 specifica-
tions. MEO is responsible for orchestrating MEC applications (MEapps) that are defined using the Applica-
tion Descriptor (AppD), a standard defined by the ETSI MEC group. The AppD includes not only the software 
image and resource requirements but also several key fields that define the application's operational be-
haviour. These include appTrafficRule and appDNSRule, which specify the application’s traffic redirection 
requirements; appServiceRequired, which lists the MEC services necessary to run the MEapp; and ap-
pLatency, which defines the application’s latency requirements.  

MEO communicates with the MEC Platform (MEP) to provide critical services to MEapps, including service 
registration and discovery, Radio Network Information Service (RNIS), DNS redirection, and traffic redirec-
tion. Since edge deployment at the EURE edge node adopts a fully cloud-native approach using container-
ised deployments, the underlying virtualised edge platforms include Kubernetes, OpenShift, and K3S. To 
support this architecture, the AppD has been extended with cloud-native deployment capabilities.  

Specifically, it includes the osContainerDescr field, which holds application-specific configuration details 
such as networking parameters, access credentials, and other relevant container settings. 

The list of supported MEapp LCM API is listed in Table 27.  

 
1 https://www.etsi.org/technologies/multi-access-edge-computing  

https://www.etsi.org/technologies/multi-access-edge-computing
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Table 27: MEO MEapp LCM REST API. 

REST Method Resource URI Body/Parameter Description 

GET /instantiate/app packageID Instantiation status 

POST /instantiate/app packageID Instantiate an application 

GET /list/app - List of instantiated applications 

POST /terminate/app packageID Stop an application instance 

POST /onboard/app AppD (YAML format) Onboard an application  

GET /onboard/app - Retrieve all onboarded applications.  

GET /offboard/app packageID Offboard an application  

Figure 28  illustrates an example of onboarding an application as an MEapp on EURE MEO. In this process, 
the Application Server initiates a request to the CAMARA “POST /apps” endpoint to onboard an application. 
This request includes detailed information about the application, as illustrated in Figure 29a. These fields 
are defined according to CAMARA specifications and are used by the TF to generate the AppD required by 
the MEO. Upon receiving the onboarding request, the TF performs several actions. It first generates a unique 
Package ID to track the application and manage its lifecycle.  

 

Figure 28: MEO TF – Application Onboarding. 

Next, it constructs the AppD, as depicted in Figure 29b by extracting and formatting the necessary fields 
from the incoming request. The TF then stores the Package ID, the generated AppD, and the initial status, 
set to nonactive, in the database. Once stored, the TF sends an onboarding request to the MEO using the 
“POST /onboard/app” endpoint. The MEO responds with a status indicating whether the operation was 
successful. If the onboarding is successful, the TF updates the status associated with the Package ID to 
ONBOARDED. If the operation fails, the status is updated to ERROR. The TF then sends a response back to 
the Application Server, including the final status. If the onboarding was successful, the response also in-
cludes the appID, which will be required for future lifecycle operations such as instantiation, deletion, and 
offboarding.  

The MEO CAMARA TF serves as an intermediary that translates CAMARA’s NBI operations into correspond-
ing MEO API calls, thereby providing compatibility between the ETSI MEC and GSMA OP standards. It is 
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designed to support all CAMARA edge operations, including onboarding application images and instantiat-
ing applications in the edge cloud as MEapps. 

 

 

(a) (b) 
Figure 29: Comparison of CAMARA (a) and MEO Body (b) to Onboard and Application at the Edge Cloud. 

Figure 30 describes the instantiation of a previously onboarded application at the edge cloud using CAMARA 
and a TF. The Application Server initiates the process by sending a request to the CAMARA “POST /apps/ap-
pinstances” endpoint, specifying the application's appId to be instantiated. Upon receiving this request, the 
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TF retrieves the corresponding package ID from the database. It then checks the application’s current status. 
If the status is ONBOARDED, the TF generates an instantiation request to the MEO using the “POST /instan-
tiate/app endpoint”, including the retrieved packaged. If the application is not in the ONBOARDED state, an 
error is returned to the Application Server.  

After sending the request, the TF waits for the response from the MEO. If the MEO returns a status of OK, 
indicating successful instantiation, the TF updates the database and sets the application’s status to INSTAN-
TIATED. If the instantiation fails, the status remains as ONBOARDED. Finally, the TF sends a response back 
to the Application Server with the resulting status, which will be either OK or Error, depending on the out-
come of the instantiation process. 

 

Figure 30: MEO TF – Application Instantiation. 

4.1.5 AeROS API for the Edge 

The implementation of the edge enabler for aerOS provides a transformation layer that bridges the 
conceptual and operational differences between CAMARA and aerOS. Although both systems target the 
deployment and management of applications at the edge, their internal resource models and lifecycle 
semantics differ significantly. CAMARA defines its API in terms of onboarding, deployment, zones, and 
resource inquiries, whereas aerOS structures its architecture around NGSI-LD entities, infrastructure 
domains, and TOSCA-driven orchestration. The adapter therefore performs a series of transformations that 
reinterpret identifiers, reshape payloads, translate workflow semantics, and maintain the state necessary 
for CAMARA’s lifecycle model to remain consistent even when backed by aerOS unified service model. 

The underlying aerOS APIs are organised into two main categories, designed for seamless and standardised 
interaction: 

1. Orchestration and Lifecycle Management APIs: This category comprises RESTful endpoints re-
sponsible for service orchestration and lifecycle control. Deployment requests are formatted as 
TOSCA (Topology and Orchestration Specification for Cloud Applications) descriptors that define 
the application or service to be instantiated, potentially composed of multiple components, along 
with its networking requirements and infrastructure constraints. Complementary REST methods 
enable full lifecycle management, including service de-allocation, status retrieval, state transitions, 
and migration operations. The API supports querying the status of deployed components, following 
a predefined state model (e.g., Running, Finished, Failed). All services deployed via aerOS are con-
tainerised and executed over the underlying Kubernetes-based infrastructure. 
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2. Discovery and Query APIs: The second category includes interfaces used to discover and query 
registered entities such as Infrastructure Elements (IEs), zones, services, and service components. 
These interfaces are implemented in accordance with the ETSI NGSI-LD standard, ensuring interop-
erability and semantic consistency. Responses are produced as JSON-LD objects, providing either 
complete entity descriptions or filtered subsets based on specified attributes. The NGSI-LD model 
also supports advanced capabilities, including attribute filtering, linked queries, and cross-entity 
relationships, thereby offering consistent visibility into the state and attributes of continuum enti-
ties. 

Together, these two API categories provide the foundation for unified orchestration, resource abstraction, 
and real-time monitoring across federated aerOS domains. They enable external enablers and management 
platforms to seamlessly interact with aerOS for dynamic service provisioning, continuum awareness, and 
context-driven orchestration. Table 28 presents a list of the most relevant API endpoints that are utilised 
within the SUNRISE-6G project. 

Table 28: aerOS REST API. 

REST 
Method 

Resource URI Body/Parameter Description 

POST /hlo_fe/services/{service_id} 
Path: service_id 
Body: TOSCA 

Orchestrates a new service based 
on the topology defined in a TOSCA 
file. 

DELETE /hlo_fe/services/{service_id} Path: service_id Stop a service instance. 

PUT /hlo_fe/services/{service_id} Path: service_id 
(Re)Deploy an already boarded 
(via POST) service 

GET /hlo_fe/services/{service_id}  Path: service_id 
Get the status of all service compo-
nents 

DELETE 
/hlo_fe/services/{ser-
vice_id}/purge 

Path: service_id 
Purge all service data from the con-
tinuum registry 

All Endpoints Below Follow the NGSI-LD Standard 

GET /entities?type=Domain 
 Path: type of entity (Do-
main) 

Get all domains part of aerOS con-
tinuum. 

GET 
/entities?type=Infrastruc-
tureElement 

Path: type of entity (In-
frastructureElement) 

Get all integrated processing units 
(Infrastructure Elements) 

GET /entities?type=Service 
Path: type of entity (Ser-
vice) 

Get all services  

GET 
/entities?type=ServiceCom-
ponent 

Path: type of entity (Ser-
viceComponent) 

Get all service components 

aerOS edge enabler provides a CAMARA-compliant transformation logic, which already appears in the 
resource-discovery layer. CAMARA’s /edge-cloud-zones endpoint, which surfaces the edge zones available to 
application providers, is backed by aerOS’s /entites_type=Domain API endpoint. In aerOS, a domain 
encapsulates either a cloud or an edge execution domain and is represented using NGSI-LD. The adapter 
retrieves domain descriptions, interprets their metadata, and maps them into CAMARA’s EdgeCloudZone 
objects by normalising attributes such as zone name, provider, status, and region. 

The more significant transformation effort occurs within CAMARA’s application lifecycle. In CAMARA, 
onboarding and deployment are distinct steps: /apps endpoints register the application definition, while 
/appinstances endpoints manage the actual execution. aerOS, by contrast, does not distinguish between 
onboarding and instantiation; both are implicitly combined during the creation of a service exposed at the 
/hlo_fe/services/{service_id} endpoint. To reconcile this mismatch, the CAMARA adapter implements 
internal storage for onboarded manifests, assigning each a CAMARA-compliant AppId. No call is made to 
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aerOS during onboarding. When a deployment request arrives the adapter retrieves the manifest, from local 
store, gets also CAMARA deployment information, concerning selected zone for deployment, and generates 
a TOSCA descriptor which carries all information required for an aerOS based deployment. Accordingly, this 
TOSCA descriptor is submitted for allocation over aerOS-operated continuum via the 
/hlo_fe/services/{service_id} API endpoint. Additionally, the adapter generates a CAMARA AppDeploymentId 
(or AppInstanceId) that maps the aerOS service identifier to CAMARA’s lifecycle model. In this way, 
CAMARA’s two-phase workflow is maintained even though aerOS provides only a single orchestration entry 
point. 

The operational flow underlying onboarding and instantiation can be illustrated through the sequence 
diagram represented in Figure 31. 

 

Figure 31:  The operational flow for onboarding and instantiation of an application through CAMARA and aerOS.  

This representation makes visible the role of the adapter at every stage of the process, preserving CAMARA's 
abstractions while converting and relaying the underlying operations to aerOS. Through this systematic 
translation of data structures, workflow steps, and orchestration artefacts, the adapter ensures that 
CAMARA’s API semantics remain fully intact, while seamlessly binding them to the NGSI-LD-based and 
TOSCA-driven execution model that aerOS provides. The result is a consistent and operationally accurate 



D3.3 “Final Report on Secure, Unified Exposure of Testbed Resources and Inter-Domain Federation and Vertical Deployment” 

©SUNRISE-6G  Page | 58  

bridge between two distinct frameworks, supporting application providers while conforming to aerOS 
orchestration mechanisms. 

4.2 Network Exposure 

4.2.1 Overview 

Within a core network, various functions are designed to configure, detect, and report specific events to 
authorised external applications. Key parameters, such as the UE's mobility management context (including 
position, reachability, roaming status, and connectivity loss), as well as QoS metrics, can be exposed through 
monitoring features, including the Event Monitoring API and QoS APIs.  

Consequently, mapping the information flows to SBIs or APIs requires a thorough analysis of the relevant 
network specifications, whether for event detection or for managing service quality parameters. To facili-
tate this mapping and ensure efficient interaction with external applications, the CAMARA Network APIs 
provide a standardised interface for exposing network resources and capabilities. These APIs enable seam-
less integration between edge and cloud environments, facilitating the management of network connectiv-
ity, device location, QoS, and other critical network functions.  

In this context, the targeted NEF APIs for this project include Location Reporting and QoS, with the imple-
mentation built on top of the Open5GS and OAI 5G cores. The NEF TFs developed within the project maps 
these APIs to the CAMARA Device Location and QoD API, respectively. 

4.2.2 Open5GS NEF 

The implementation of NEF into Open5GS, and more specifically the Monitoring event API, is based on a 
structured process involving several components. First, after subscribing to the API endpoint, the system 
enters a feedback loop that continuously fetches updates. This loop retrieves data from a custom MongoDB, 
which serves as an intermediary for processing and storing information. The data within the MongoDB is 
sourced directly from the UDM MongoDB of Open5GS. Additionally, AMF logs are integrated into the data 
collection process, ensuring that relevant events from Open5GS are captured. 

 Location Reporting API 

In principle, the event is detected based on the event reporting information parameters (i.e., LOCATION_RE-
PORTING) received in the Monitoring request. These parameters include details like one-time reporting, 
the maximum number of reports, and the maximum reporting duration. The location reporting options are 
the following: 

• One-time Reporting: The event reporting provides either the current location or the last known lo-
cation of the UE. If the immediate reporting flag is set, the Access and Mobility Management Function 
(AMF) reports the previous known location immediately. If the immediate reporting flag is not set, 
AMF reports the UE's current location. If AMF does not have the current location at the requested 
granularity, it retrieves the information via the NG-RAN Location reporting procedure.  

• Continuous Location Reporting: For continuous reporting, the serving node sends notifications 
every time a location change is detected, with the granularity depending on the accepted accuracy 
of location. In the context of the project, the granularity is per cell level. The location request preci-
sion is lower or equal to cell level; thus, the Network Application (i.e., Application Function (AF)) is 
notified for location updates triggered when a specific UE changes cell.  

Figure 32 presents the overall information. The NFs involved in the process are AF, NEF, Unified Data Man-
agement (UDM), and AMF. 
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Figure 32: Information Flow for the Location Reporting Event. 

A summary of the APIs related to the Location_Reporting is presented in Table 29. 

Table 29: Event Monitoring API. 

REST method Resource URI Body Parameter Description 

POST /{scsAsID}/subscriptions  JSON 
Creates a new subscription to receive 
notifications with a callback 

GET 
/{scsAsID}/subscrip-
tions/{subscriptionId}  

 JSON Receives subscription data 

PUT 
/{scsAsID}/subscrip-
tions/{subscriptionId}  

 JSON Updates subscription data 

DELETE 
/{scsAsID}/subscrip-
tions/{subscriptionId}  

JSON Deletes subscription 

Considering the above, the Monitoring Event API is being implemented by integrating NEF into Open5GS, 
supporting two main functionalities: the location reporting event, with request precision at the cell level, 
and also the last known location of the UE and the 'loss of connectivity' event, where the network detects 
when the UE is no longer reachable for signalling or user-plane communication. Examples of the JSON files 
for both events are provided in Figure 33 and Figure 34, respectively. 
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Figure 33: Location Reporting API in NEF with Open5GS. 

 
Figure 34: Loss of Connectivity in NEF with Open5GS. 

The Device Location API in CAMARA is a suite of three APIs designed for vertical integration, offering the 
ability to verify a device's location (location verification), retrieve a device's location (location retrieval), 
and subscribe to events' notifications where a device enters or exits a specified location (geofencing sub-
scriptions). Figure 35 and Figure 36 describe the mapping of CAMARA APIs (left side) with the NEF Event 
Monitoring API (right side).  Based on this mapping, the Device Location API has been implemented within 
the framework of the SUNRISE-6G project, utilising a streamlined TF that supports key API calls as defined 
by the CAMARA and is exposed through the OEG. 
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Figure 35: Device location verification API mapping with NEF Event Monitoring API. 

 

Figure 36: Location Retrieval API Mapping with NEF Event Monitoring API. 

The flow summary that reflects the implementation of the API is as follows: 

1. A client sends an HTTP POST request to the endpoint /location-retrieval/v0.5/retrieve with: 

o Request Body 

o Header: x-correlator (mandatory for request correlation) 

2. The CAMARA API: 

o Validates the presence of the x-correlator header 

o Validates the phoneNumber parameter 

o Passes the validated data to the TF 

3. The TF maps CAMARA data types to 3GPP MonitoringEvent API data types required for NEF com-
munication: 

o phoneNumber to msisdn 

o Uses the LAST_KNOWN_LOCATION feature to query NEF 

4. The NEF responds with location data (or failure response). 

5. The TF maps 3GPP response data back into CAMARA-compatible data types and returns it to the 
requesting client. 

Figure 37 illustrates the aforementioned steps and the whole process, including the transformation function 
that handles NEF and CAMARA APIs. 
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Figure 37: CAMARA- NEF Location Reporting API Transformation Steps. 

 Quality-on-Demand API 

Another essential CAMARA API available to developers is the QoD API. QoD is particularly relevant in this 
context because modern applications, especially those supporting real-time services such as gaming and 
video streaming, require predictable network performance. 

The QoD API simplifies access to Telco-managed stable latency and throughput for developers and users 
without requiring any understanding of the underlying telco 5G/6G system. It allows application developers 
to request reduced jitter or consistent throughput for specific data flows between user devices and backend 
services. Developers can select from a predefined set of QoS profiles tailored to various latency and through-
put needs. The API supports creating, querying, and deleting QoS session resources. 

These capacities are exposed by the NEF of telco operators’ network cores, particularly the CAMARA QoD 
API, which maps to the NEF AsSessionWithQoS API, as shown in Figure 38. The QoS profiles are predefined 
by the telco providers, defining parameters such as bandwidth or the type of media to be transmitted with 
the specific QoS. Various telecommunications operators have developed implementations of CAMARA QoD 
API releases and can be found alongside the latest releases in the official repository [20]. 
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Figure 38: Mapping of CAMARA QoD API to NEF AsSessionWithQoS API. 

For implementing the QOD features with i2CAT’s Open5GS NEFs, a streamlined TF is deployed. This TF 
supports the key API calls as per the CAMARA definition and relies on Deutsche Telekom's implementation 
of the API (QualityOnDemand_Pl1), including the creation, status request and deletion of QoD sessions. This 
implementation supports a soon-to-be open-sourced implementation of the Open5GS NEF, which features 
the AsSesssionWithQoSAPI. A toy example of a new QoD session call done via the QoD API TF is shown in 
Figure 39.  
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Figure 39: Example of QoD Session Call for the Open5GS Implementation by i2CAT. 

The available API calls for the CAMARA QoD in combination with the i2CAT Open5GS NEF AsSession-
WithQoS implementation are shown in Table 30. 

Table 30: API calls for CAMARA QoD for i2CAT's Open5GS NEF. 

REST 
Method 

Resource URI Body/Parameter Description 

GET  
/sessions/{ses-
sionId}  

The session Identifier  
Retrieves the session details by its 
identifier  

POST  /sessions  
Details of the session in JSON for-
mat  

Creates a new QoD session  

DELETE  
/sessions/{ses-
sionId}  

Identifier of the session  
Deregisters a session from the data-
base by its identifier  

4.2.3 OpenAirInterface NEF 

The NEF employed by EURECOM is based on a microservice architecture, where each 3GPP NEF North-
bound Service is implemented as a distinct microservice. The currently supported northbound services are:   

• 3GPP Traffic Influence [21]. 

• 3GPP As Session with QoS [22]. 

• 3GPP Monitoring Event [23]. 

The EUR 3GPP NEF APIs are exposed through CAMARA TFs to the upper layers. More specifically, the sup-
ported 3GPP Northbound service is mapped to the following CAMARA APIs: 

• CAMARA Traffic Influence API  
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• CAMARA QoD API 

• CAMARA Device Location 

 CAMARA Traffic Influence API 

The 3GPP Traffic Influence service enables AF to influence how User Plane (UP) traffic is routed in the 5G 
UP, allowing for on-the-fly traffic offloading or latency and throughput optimisation use cases.  This traffic 
influence policy can be applied to a single UE, to a group of them, or to all the UEs. In OAI, only the single UE 
case is supported.   

When the AF creates a new traffic influence subscription, the NEF contacts the Binding Support Function 
(BSF) to retrieve the details of the PCF that is currently serving the target UE. If the BSF support is not 
available, we assume that only one PCF is deployed in the network. The PCF information will then be re-
trieved either via the Network Registry Function (NRF) or from the NEF configuration file.  

Once the availability of the PCF is verified, the Traffic Influence request is translated and mapped to a 3GPP 
Policy Authorisation Request towards the PCF.  The PCF receiving the Policy Authorisation Request evalu-
ates whether the request affects an existing policy. If it does, a notification to the SMF will trigger an update 
to the UE policy information, which will eventually lead to a modification of the current PDU Session.    

To create a Traffic Influence subscription, the AF shall use the following data structure in Figure 40. In the 
example, the “applicationFunction-0cdde5” AF requests that the network offload both the uplink and down-
link traffic of the UE with IP address 10.60.0.01 towards the host with IP address 10.100.201.101 through 
the N6 interface, which serves the DNAI called “edge”. 

 
Figure 40: Traffic influence Request. 

The above Traffic Influence request in Figure 40 is mapped to a Policy Authorisation request, as shown 
below in Figure 41, according to the 3GPP TS 29514 [23], which is then sent to the PCF. 
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Figure 41: Mapping Traffic Influence on a Policy Authorisation Request. 

In the EUR testbed (Figure 42), we demonstrate how to exploit traffic influence to reduce packet Round-
Trip Time (RTT) (Figure 43) by offloading traffic via the nearest UPF to the application, located at the mid-
point of the UP path, rather than reaching the more distant PDU Session Anchor UPF. 

 

Figure 42: Traffic Offloading via Nearest UPF. 

 

Figure 43: Traffic Influence with OAI NEF. 

Given the example of the CAMARA Traffic Influence API in Figure 44, we propose the following mapping to 
the NEF Traffic Influence API, as shown in Table 31 and Table 32. 
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Figure 44: CAMARA Traffic Influence Body. 

Table 31: CAMARA Traffic Influence - NEF Traffic Influence Mapping. 

CAMARA PARAMETER NEF PARAMETER NOTE 

AppId AfAppId - 

region trafficRoutes->dnai 
We assume that the DNAI name 
corresponds to the deployment 
region name 

notificationUri notificationDestination   - 

destinationTrafficFilters trafficFilters 
We use only a UL traffic filter to 
match both UL/DL 

Device > ipv4Address   ipv4Addr ueIpv4Addr  

Device > ipv6Address   ipv6Addr ueIpv6Addr  

Device > phoneNumber - 
The phone number as an identi-
fier is not supported in OAI. 

Device > networkAccessIdenti-
fier 

- 
Network Access Identifier is not 
supported in OAI. 

 
Table 32: Mapping of CAMARA Traffic Influence Endpoints to OAI NEF Endpoints. 

Operation Method CAMARA API OAI NEF 

Manage Traffic In-
fluence Policies  

POST  
/traffic-influence/v1/subscrip-
tions  

/3gpp-traffic-influence/v1/{afId}/sub-
scriptions  

DELETE  
/traffic-influence/v1/subscrip-
tions/{subscriptionId}  

/3gpp-traffic-influence/v1/{afId}/sub-
scriptions/{subscriptionId}  

PUT  
/traffic-influence/v1/subscrip-
tions/{subscriptionId}  

/3gpp-traffic-influence/v1/{afId}/sub-
scriptions/{subscriptionId}  
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 CAMARA QoD API 

The AsSessionWithQoS service enables an AF to enforce specific QoS requirements on the traffic between 
the UE, a group of UEs, or all UEs and an application. Regarding the Traffic Influence service, our current 
implementation only supports the single UE scenario. 

When the AF requests a new session with QoS, the NEF attempts to reach the BSF to retrieve the details of 
the PCF that is currently serving the target UE. If the BSF support is unavailable, we assume that only one 
PCF is deployed in the network. The PCF information will then be retrieved either via the Network Registry 
Function (NRF) or from the NEF configuration file.  

The AF specifies QoS requirements through a QoS reference, which maps to a specific QoS flow configura-
tion. During a new session request, the NEF activates a new QoS flow for UE data sessions based on this 
reference. Operators manage the mapping between QoS references and QoS flow characteristics in the NEF 
configuration. Our implementation maps each QoS reference to a guaranteed bit rate (if applicable) and a 
specific 5QI for the QoS flow. An example of QoS references is provided in Table 33.  

Table 33: Mapping of CAMARA Traffic Influence Endpoints to OAI NEF Endpoints. 

Qos Reference Minimum Bit Rate UL (Mbps) Minimum Bit Rate DL (Mbps) 5QI 

QOS1 10 15 2 

QOS2 15 20 2 

QOS3 15 60 4 

QOS4 20 100 4 

QOS5 50 120 4 

Once the configuration of the new QoS flow is determined, the NEF generates the corresponding PCF Policy 
Authorisation request and transmits it to the target PCF. The target PCF utilises the information received to 
update the SMF and AMF on the changes in the UE policy. Subsequently, both the AMF and the SMF will 
dispatch the necessary control messages to the RAN and the UP to establish the new QoS Flow and instruct 
the UE to use this QoS Flow for a specific class of traffic.  

The following structure in Figure 45 shall be utilised to enforce the QOS4 configuration for the UE 10.60.0.1. 
This will establish the new QoS Flow and enforce the QoS requirements on all UL and DL traffic between 
that UE and the host 10.100.201.101. 

 
Figure 45: Subscription Request with QoS Specified. 
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The request presented Figure 46 is mapped to the following 3GPP PCF Policy Authorisation Request. 

 
Figure 46: Policy Authorisation Request. 

This functionality has been validated by using two UEs connected to the same cell. Both have the same signal 
quality. As shown in Figure 47, when no QoS is enforced, both share the available radio resources fairly. 
Once a QoS session with QOS5 is requested for UE1, a GBR QoS Flow is established, enforcing a minimum 
DL data rate for UE1 to 120 Mbps and forcing the radio to allocate more resources to UE1, as shown in 
Figure 47. 

 

Figure 47: Data Rate when QoD is Specified. 
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Given the example of the CAMARA QoD API, we propose the following mapping to the NEF AsSession-
WithQoS API, as illustrated in Table 34 and Table 35. 

 
Figure 48: CAMARA QoD API Body. 

Table 34: CAMARA QoD - NEF AsSessionWithQoS Mapping. 

CAMARA PARAMETER NEF PARAMETER NOTE 

applicationServer  flowDescriptor  
Permit ip out from <applicationServer> 
to  <UE IP>  

applicationServerPorts  flowDescriptor  
Permit ip out from <applicationServer> < ap-
plicationServerPorts   
> to  <UE IP>  

sink  notificationDestination   - 

qosProfile  QosReference   - 

Device > ipv4Address   - ueIpv4Addr  

Device > ipv6Address   - ueIpv6Addr  

 

Table 35: Mapping of CAMARA QoD Endpoints to OAI NEF Endpoints. 

Operation Method CAMARA API OAI NEF 

Manage Quality 
on Demand Ses-
sions  
 

POST 
/quality-on-demand/v1/ses-
sions 

/3gpp-as-session-with-
qos/v1/{afId}/subscriptions 

DELETE 
/quality-on-demand/v1/ses-
sions/{sessionId} 

/3gpp-as-session-with-
qos/v1/{afId}/subscriptions/{sub-
scriptionId} 

PUT 
/quality-on-demand/v1/ses-
sion/{sessionId} 

/3gpp-as-session-with-
qos/v1/{afId}/subscriptions/{sub-
scriptionId} 
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 CAMARA Device Location and Device Status APIs  

The 3GPP Monitoring exposes core network events, such as UE location changes, connectivity status, and 
registration status, to third-party applications via asynchronous callbacks.  

The Monitoring Event APIs provide UE information asynchronously via various callbacks, whereas CAMARA 
TF provides Device Location and Device Status information synchronously. Consequently, a subscription to 
AMF and SMF events must be established before querying device information via CAMARA. 

To address this requirement, the CAMARA TF for Device Location and Device Status automatically creates 
a subscription upon deployment, collects the callbacks, stores them in a database, and presents the latest 
information upon request. 

Thanks to the diversity of events supported by the 3GPP Monitoring Event, we can accommodate different 
CAMARA APIs. For instance, the CAMARA Device Status and Device Location APIs utilise the 3GPP Monitor-
ing Event callbacks to provide CAMARA users with basic information about their location and the status of 
their UEs with respect to the 5G Network.  

The Device Status API exploits the following 3GPP events: 

• UE_REACHABILITY 

• LOSS_OF_CONNECTIVITY 

The Device Location API uses the following 3GPP events: 

• LOSS_OF_CONNECTIVITY 

• LOCATION_REPORTING 

The Device Location and Device Status APIs require processing in the CAMARA layer as they do not directly 
map into the NEF callbacks or requests. For example, since OAI and the Core Network LOCATION_REPORT-
ING only provide information on the UE's connected cell, and geographical coordinates are not yet sup-
ported, the TF needs to associate each Cell ID with a geographical area.  

4.3 O-RAN Exposure 

4.3.1 Overview  

In recent years, there has been a continuous increase in discussion about the use of open interfaces in the 
RAN domain. The O-RAN alliance [24] was formed in 2018, with the participation of operators, vendors, 
and research and academic institutions, with the charter to “reshape the RAN industry towards more intel-
ligent, open, virtualised, and fully interoperable mobile networks.” O-RAN has provided a network architec-
ture compatible with 3GPP and has therefore issued several specifications [25] through its currently 11 
Working Groups, which cover different aspects of the O-RAN architecture. 

In the context of the exposed CAMARA APIs, one of the project's ambitions for SUNRISE-6G is to propose a 
new API for exposing the capabilities of O-RAN data and services. This exposure should apply to real-world, 
standards-compliant O-RAN deployments. Two main O-RAN documents are of particular interest regarding 
this topic: 

• [26] discusses several architectural options for sharing non-RT RIC data and analytics with the core. 
The motivation for this use case is to integrate Non-RT RIC Data Management and Exposure (DME) 
services, which are implemented by the R1 interface and the rApps, with the 5G Core Network Func-
tions (NFs). Two main options are considered: 

i. non-RT RIC or rApps taking the role of a Network Data Analytics Function (NWDAF), 
which can be directly interfaced by 5G Core NFs (e.g., the NEF in the case of CAMARA).  

ii. The non-RT RIC or rApps assume the role of a RAN NF, interfacing with the NWDAF of 
the 5G Core. 
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• [27] considers O-RAN scenarios that require a decoupled Service Management and Orchestra-
tion (SMO), defining the exposure of SMO Services (SMOS) and Functions (SMOF), such as the 
Non-RT RIC DME and Service Management and Exposure (SME) services. Again, this is expected 
to be implemented through the R1 interface and the rApps, as illustrated in Figure 49. 

 

Figure 49: Non-RT RIS SMOS Exposure [27]. 

In SUNRISE-6G, we propose an approach aligned with the introduced architectural options, targeting Open 
Gateway TFs as the main DME and SME service consumers. Regarding DME, the objective is to provide avail-
able Key Performance Metrics (KPMs) and processed telemetry, including aggregated metrics, congestion 
levels, location, and QoE. In the case of SME, the focus is on exposing controllable RAN management policies, 
such as those defined by A1 policy types. Examples include policies related to energy efficiency, traffic steer-
ing, and resource management.  

To this end, the identified challenges are mainly related to the mismatch between CAMARA and O-RAN 
identifiers and topology knowledge. In the proposed approach, the O-RAN TF manages this complexity by 
integrating data from various domains, including the core and the RAN. Figure 50 illustrates the high-level 
architecture of the proposed solution, which includes a specific function or rApp fulfilling the role of an O-
RAN NEF.   
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Figure 50: High-level Architecture of the Exposure of O-RAN Services to CAMARA APIs . 

The TF takes two main roles. First, it provides the necessary hooks to implement built-in CAMARA APIs, 
such as QoD, Location Retrieval, and Connectivity Insights, among others. In such a case, the Northbound 
API follows the specification as presented in previous sections of this Chapter. Second, it supports novel 
APIs that leverage O-RAN architecture capabilities, such as the exposure of KPMs, analytics, and radio re-
source management policies. To this end, we consider two main types of Southbound APIs. One is devoted 
to event monitoring or subscription-based services, mainly related to DME capabilities. And a second one 
focused on policy-driven services that leverage SME functions.  

Table 36 and Table 37 draft the definition of these APIs, which could be categorised as part of the Service 
Management API family due to the transversal nature of the capacities the API can offer.  

Table 36: O-RAN Event Monitoring API. 

REST method Resource URI 
Body Parame-

ter 
Description 

POST /{scsAsID}/subscriptions  JSON 
Creates new subscription to 
receive notifications with 
callback 

GET /{scsAsID}/subscriptions/{subscriptionId}  JSON Receives subscription data 

PUT /{scsAsID}/subscriptions/{subscriptionId}  JSON Updates subscription data 
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DELETE /{scsAsID}/subscriptions/{subscriptionId}  JSON Deletes subscription 

 

Table 37: O-RAN Policy API. 

REST 
Method 

Resource URI Body/Parameter Description 

GET  
/scsAsID}/oran-poli-
cies/{policyId}  

The policy Identi-
fier  

Retrieves the policy details by its 
identifier  

POST  /{scsAsID}/oran-policies 
Details of the pol-
icy in JSON format  

Creates a new policy  

DELETE  
/{scsAsID}/oran-policies/{ 
policyId }  

Identifier of the 
policy 

Deregisters a policy from the data-
base by its identifier 

In the case of the subscription service, the format of the subscription leverages the NEF API for Analytics 
Exposure, particularly the Network Performance type [28]. Consequently, the subscription model expects 
the fields illustrated in Figure 51. The useCaseCxt field allows the definition of any information required by 
O-RAN to provide this analytic type, such as cell IDs, UE IDs, metric names, etc. This model facilitates exten-
sibility of the approach to new analytics while keeping the format compliant with 3GPP specifications.  

 

Figure 51: Subscription data model for O-RAN analytics exposure. 

In the case of O-RAN policies, the current 3GPP NEF specification does not provide a generic type that can 
be leveraged to manage A1 policies and rApps. In general, 3GPP exposes control features on an individual 
basis, creating a specific model for each required functionality (e.g., traffic influence, AsSessionWithQoS, 
etc.). While we could adopt this approach for O-RAN policies, it would complicate the definition of new pol-
icies and use cases, as it would require modifying both the SDK and the O-RAN NEF.  

For this reason, we chose a more generic approach by defining a new data model that covers any O-RAN 
policy, following the policy scope and statements defined by O-RAN for A1 policies, as illustrated in Figure 
52. This approach allows the framework to be easily extended to support any O-RAN policy, as listed in 
Table 38. The next subsection will demonstrate the integration of CAMARA QoD functionality with the QoS 
target O-RAN policy.  
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Figure 52: Policy data model for O-RAN policy exposure. 

Table 38: O-RAN-Specified A1 Policies [29]. 

Policy Type Description Scope 

QoS target 
Provides preferential QoS for specific users, slices, and 
flows, affecting RAN resource allocation. 

UE, Slice, QoS flow 

QoE target 
Provides preferential QoE for specific users, slices, and 
flows. Focused on video streaming.  

UE, Slice, QoS flow 

Traffic steering pref-
erences 

Provides preferences regarding traffic steering for UEs 
or slices.  

UE, Slice 

QoS optimisation 
with resource di-
rective 

Combines QoS target and traffic steering preferences.  UE, Slice, QoS flow 

QoE optimisation 
with resource di-
rective 

Combines QoE target and traffic steering preferences.  UE, Slice, QoS flow 

UE level target 
Specifies QoS preferences for UEs (Throughput, delay, 
loss rate, reliability) 

UE 

Slice SLA target 
Specifies Slice SLA (e.g., max throughput, number of 
UEs, PDU Sessions, priority…) 

Slice 

Load balancing 
Specifies load-balancing policies between a congested 
cell and candidate cells  

Cell 

Energy saving 
Specifies target energy savings (percentage, consump-
tion) 

Tracking area, cells 

4.3.2 Experimental implementation 

The CAMARA QoD API provides a simplified interface for developer and verticals to request for specific QoS 
profiles for specific traffic flows without requiring any understanding of the underlying telco 5G/6G system. 
The API supports creating, querying, and deleting QoS session resources. Since this API targets individual 
flows and QoS profiles, it matches the objectives of the O-RAN QoS target A1 policy. As in the network case, 
the role of the Transformation Functions and the O-RAN NEF is to translate the CAMARA request to an A1 
policy request. 

We developed this use case using i2CAT’s O-RAN NEF and Non-RT RIC as the foundation. Figure 53 shows 
the implemented workflow for policy management, highlighting the required transformations. Note that 
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the O-RAN NEF also performs its own transformations, aiming to simplify its northbound interface (which 
can be generic across O-RAN implementations) while supporting specific O-RAN RIC implementations, 
which may differ in how subscriptions and policies are requested. Note that the envisioned workflow for 
analytics subscriptions is very similar: CAMARA requests are transformed into valid subscription types of-
fered by the Non-RT RIC through its rApps, and, conversely, rApp analytics jobs are converted into valid 
CAMARA responses. 

 

Figure 53: O-RAN Policy exposure workflow – CAMARA QoD. 

Figure 54 illustrates the three main data transformations performed during the workflow (request): 

a) CAMARA to O-RAN NEF Policy: Two main mappings are required. First, the UE’s IP address must 
be translated into an RAN ID, as expected by O-RAN. In the current implementation, this mapping is 
stored in a JSON file populated by the operator; however, in future SDK releases, it could be gener-
ated dynamically by using the 3GPP NEF to retrieve UE information from the 5G Core. Second, the 
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QoSProfile must be mapped to a flow identifier (5QI) and a QoS priority. Note that the implemented 
O-RAN NEF facilitates the creation of transformations between the northbound and southbound 
interfaces through an API. Thus, a value such as “qos-e” can be mapped to any other label—e.g., 
“gold”, “low_latency”, or any simplification agreed upon between the SDK and the NEF. The same 
applies to the policy scope, where, for instance, the MCC-MNC tuple may be mapped to “Operator A” 
and gNB parameters to “GNB_xyz.” 

b) O-RAN NEF policy to R1 info type job: In the next step, the O-RAN NEF creates a job through the 
R1 interface to the policy-producing rApp. The O-RAN NEF acts as a policy consumer, receiving no-
tifications from the rApp and forwarding them to the SDK application if a notification URI has been 
provided. According to the transformation defined within the O-RAN NEF, the “qos_prio” value is 
translated into a valid O-RAN priority (a numeric value). 

c) R1 info type job to QoS Target A1 policy:  Finally, the rApp converts the R1 job definition into a 
valid A1 policy, which is then sent to the Near-RT RIC, where the corresponding xApp enforces the 
policy according to its defined parameters. The A1 policy includes a policy scope and a policy objec-
tive (or statement), both of which are populated according to the parameters defined in the R1 job.  

 

Figure 54: Mapping of CAMARA QoD API to O-RAN A1 policy. 

Responses are also adapted to the CAMARA expected bodies, as exemplified by Figure 55 (requested and 
available status, after session creation and session confirmation).  

(a) CAMARA to O-RAN NEF policy (b) O-RAN NEF policy to R1 info type job (c) R1 info type job to QoS Target A1 policy
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Figure 55: SDK responses to CAMARA QoD request. 
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5 SUNRISE-6G Operator Platform Integration 

This section details the integration of the SOP components and presents the E2E workflows for vertical 
application deployment. It illustrates the complete sequence of operations, detailing the interactions be-
tween the different SOP modules for both local and federated deployment scenarios. 

5.1 Local Vertical Application Deployment Workflows 
This section describes the E2E workflow for an AP to deploy an application within the local SOP domain. 
Figure 56 presents the high-level component architecture for this local deployment scenario. AP initiates 
the flow and follows a strictly vertical path within the SOP (Operator A) domain. The request is processed 
by the OEG, which passes it to the SRM. The SRM then utilises the Open SDK (specifically the Edge Cloud TF) 
to interact with the underlying edge cloud platform and consequently the targeted edge site. 

 

Figure 56: High-level architecture for local vertical application deployment. 

Figure 57 details the step-by-step sequence for this local application instantiation. The workflow begins 
when the AP interacts with the AEM, first discovering available APIs (steps 1.a and 1.b) and then obtaining 
the necessary security token for authorisation (steps 2.a and 2.b). The authorised AP then sends the appli-
cation instantiation request, specifying a local SOP Zone to the OEG using the CAMARA Edge Application 
Management API (step 3.a). The OEG, recognising the local request, forwards it to the SRM (step: 3.b). Af-
terwards, the SRM processes this request and invokes the appropriate edge cloud TF within the Open SDK 
(step: 3.c).  



D3.3 “Final Report on Secure, Unified Exposure of Testbed Resources and Inter-Domain Federation and Vertical Deployment” 

©SUNRISE-6G  Page | 80  

 

Figure 57:  Sequence diagram for local vertical application instantiation. 

The Edge Cloud TF translates the CAMARA-compliant request API into the targeted platform-specific API, 
sending it to the edge cloud platform (step 3.d), which in turn provisions the application on the desired edge 
site. Upon successful deployment, the edge cloud platform returns an ACK to the edge cloud TF (step 4.c). 
This acknowledgment, containing the new Application instance identifier, is passed back up the chain: first 
to the SRM (step: 4.d), then to the OEG (step: 4.e), and finally to the AP, completing the workflow. 

5.2 Federated Vertical Edge Application Deployment Workflows 
This section describes the E2E workflow for an AP to deploy an application within a Partner SOP domain. 
Figure 58 presents the high-level component architecture for this federated deployment scenario. The flow 
is initiated by the AP and follows an East-West path between the Originating SOP (Operator A) and Partner 
SOP (Operator B). The request is processed by the OEG of the originating domain, which passes it to the 
local FM. The FM instance of the Originating SOP then communicates via the EWBI with the Partner FM, 
which utilises the Open SDK (specifically the edge cloud TF) to interact with the underlying edge cloud plat-
form and consequently the targeted edge site. 
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Figure 58: High-level architecture for federated vertical application deployment. 

Figure 59 presents the detailed sequence for this federated application instantiation. Similar to the local 
application deployment, the workflow begins by the interaction between the AP and the AEM (steps: 1.a - 
2.b) to discover published APIs and obtain the necessary access token. The authorised AP then sends the 
application instantiation request, specifying a Partner SOP Zone, to the OEG using the CAMARA Edge Appli-
cation Management API (step: 3.a). Recognising the federated nature of the request, the OEG forwards it to 
the local FM using the GSMA Application Deployment Management API (step 3.b). The FM (Operator A) then 
propagates the request across the EWBI to the FM of Operator B (step: 3.c). Upon receiving the request and 
registering it (step 4.a), the Partner FM triggers the local edge cloud TF within the Open SDK (step: 5.a). 
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Figure 59: Sequence diagram for federated vertical application instantiation. 
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6 Conclusions 

This Deliverable 3.3 titled “Final report on secure, unified exposure of test-bed resources and inter-domain 
federation and vertical deployment” is the final vision due for month M24 of the project. It formally reports 
on the results of work on two tasks of WP3, namely Task 3.1 “Secure, unified exposure of test-bed resources 
via North-South APIs” and Task 3.2 “Inter-domain Federation and vertical deployment via East-West APIs”, 
and on the final status of the development, integration, and deployment of the SOP. 

The major contributions and results to date, as reported in this deliverable, are the custom implementation 
aspects of the OP proposed by GSMA and employed to support the vision of SUNRISE-6G for a pan-European 
test-bed federation. In particular, SUNRISE-6G’s work, including the design and development of the SOP, its 
modules, and APIs, has directly contributed to the SDG OOP by providing foundational components, refer-
ence use cases, and open-source implementations. 

The preliminary structure of the platform has been analysed. The first version of the architecture has been 
outlined, providing a logical perspective on the various components involved, including their relationships 
and interfaces, as well as the links to external entities, such as the target infrastructure and external stake-
holders’ systems. The implementation performed so far covers the North/South-Bound Interface for test-
bed access and interoperability (contributed by Task 3.1), and the East/West-Bound Interface for federa-
tion establishment and management (contributed by Task 3.2). 

The subsequent sections provide a more detailed description of the implementation of each platform com-
ponent. Each of these has been described in sufficient detail to facilitate an understanding of their purpose, 
role in the SUNRISE-6G systems, and interoperability with other interlinked ones. Subsections further de-
scribe each element, its baseline structure, where applicable, the development efforts that have already 
been undertaken within the respective tasks and lists of the exposed APIs. Each software component is 
subsequently complemented by a table that lists the technologies used throughout the platform, along with 
their corresponding versions. 

In conclusion, whereas the first revision of this deliverable (D3.1) offered a preliminary overview of the 
development and integration plans and their alignment with the objectives of WP3 and the broader SUN-
RISE-6G goals, this final version presents the fully completed system, detailing its comprehensive function-
alities and the technical validation of the full Open Federation and Experimentation Framework realised 
within WP3. 

 

  

https://smart-networks.europa.eu/
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