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Executive Summary

This deliverable contributes to the final version of the SUNRISE-6G Architecture, completing and refining
the framework first introduced in D2.4. This includes detailing the overall facility design, the functional
architecture of its main components, and their logical interconnection. SUNRISE-6G delivers a sustainable
and evolvable Experimentation facility for 6G, federating 6G experimentation platforms and enablers from
across Europe under a common test, validation, and vertical application deployment infrastructure. Our
approach is inspired by the “Network of Networks” 6G vision, which promotes the integration of all private
and public infrastructures under a massively scalable internet-like architecture. The SUNRISE-6G facility
will showcase many unique features, such as a comprehensive, standards-compliant solution to federation
and exposure of resources and Artificial Intelligence (AlI) models, a Natural Language Processing (NLP)
driven Experimentation Plane, and multiple 6G breakthrough technologies exposed to the Smart Networks
and Services (SNS) community as a “6G Library”.

The SUNRISE-6G project Federation approach is based on the GSMA Operator Platform (OP) standards
defined by the GSMA Operator Platform Group (OPG). The OP serves as a framework for standardised access
to Edge Cloud and network capabilities, enabling operators and federated partners to expose these
resources to application providers while ensuring interoperability between operators, vendors, and service
providers. This deliverable outlines the relevant standards from GSMA and CAMARA initiatives, while
contrasting the SUNRISE-6G approach with previous 5G-PPP projects where Federation was widely
researched. The functional architecture of the SUNRISE-6G federation solution is also defined, with a focus
on innovative aspects of the federation, such as federating Al across testbeds, which addresses current gaps
in 3GPP standards.

The SUNRISE-6G facility serves multiple distinct communities, thereby reflecting a future multi-stakeholder
6G ecosystem comprising infrastructure providers, device and software vendors that are part of the
Network value chain, vertical application providers, and end users. This deliverable contributes to the
design of the experimentation plane, with a Tenant web portal serving as an entry point for all
aforementioned communities. These are represented by testbed owners, providers of breakthrough Radio
Access Network (RAN) components (e.g., Reconfigurable Intelligent Surfaces (RIS), Joint Communication
and Sensing (JCAS), and emulation frameworks (e.g., O-RAN DT solution), Use-Case application owners, and
experimenters.

The SUNRISE-6G experimentation plane serves as the main entry point to the facility, providing access to a
comprehensive repository of 6G enablers, including 6G technologies, software frameworks, and Machine
Learning Operations (MLOps) tools, which are made accessible to external experimenters. This library
comprises breakthrough advancements in RAN devices, cognitive orchestration capabilities, and test
frameworks that support various needs, from cybersecurity validation to energy efficiency assessment.
Furthermore, the library will also include a diverse array of newly developed components, such as an O-
RAN-enabled Digital Twin, RIS, Multi-Radio Dual Connectivity (MR-DC), and Al-driven decision engines
whose functional architecture is designed in this deliverable. This deliverable also presents an innovative
experimental approach adopted by the experimentation plane, known as Intent-Driven Lifecycle
Management (IDLM).

The final version of the Overall Architecture deliverable contributes to the final version of the Federation
Architecture, which includes the final Operator Platform and Al Plane federation designs. Moreover, it
reports the final functional architectures of the 6G Library components and their interfaces. The
Experimentation Plane design has also been completed with a streamlined Single Sign-On (SSO) system that
simplifies access and management across all actors. Collectively, these updates deliver a coherent, end-to-
end (E2E) architecture ready to support SUNRISE-6G experimentation and federation at scale.

©OSUNRISE-6G Page | 9
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1. Introduction

This deliverable aims to provide the architecture design of the SUNRISE-6G Experimentation facility, as well
as the logical interconnection among its key components. The SUNRISE-6G architecture aspires to create a
“Network of Networks” federation of 6G test infrastructures in a pan-European facility that will support 3
types of federations:

a) Federated Testing as a Service (TaaS) workflows and tools, for a unified catalogue of 6G enablers
publicly accessible by experimenters

b) East-West (E/W) federation of testbeds, facilitating Cross-domain vertical application onboarding
via CAMARA APIs

c) Federation of Al models, datasets, and experimentation workflows (termed as Al Plane Federation)

This deliverable presents the overall design of the project's reference architecture, along with the functional
architecture of its main components, including the federation solution. The relevant standards and previous
research initiatives are also presented, along with their respective gaps that are filled by SUNRISE-6G
innovations. It should be noted that this deliverable will serve as an input to the Work Packages (WPs) 3
and 4, which will detail the low-level implementation and validation of the respective components, as well
as WP5, which addresses testbed deployment and integration

1.1. Mapping SUNRISE-6G Outputs

The purpose of this section is to map SUNRISE-6G Grant Agreement (GA) commitments, both within the
formal Deliverable and Task description, against the project’s respective outputs and work performed.

Table 1: Adherence to SUNRISE-6G GA Deliverable & Tasks Descriptions

SUNRISE-6G Respective

Task No. and SUNRISE-6G GA Task Description Document Justification
Title Chapter(s)

This task will leverage the functional

requirements analysed in T2.2, T2.3 to derive the

detailed architecture specification

of the SUNRISE-6G Facility with all its logical

components and Frameworks. The task also Chapter 2 provides the
focuses on producing the logical interconnection overall architecture
between the various Facility components as well design.
as cross-domain interfaces towards the 6G
testbeds. In particular, logical components that Chapter 3 provides the
span the Experimentation Plane and its design of the

Task 2.4 constituent components (e.g., Portal, IDLM, Data Chapters 2-5 Federation Solution.

Architecture Collector, EOSC-IF), 6G Library, Open Federation

Design Framework, and E2EAI will be included in Chapter 4 provides the
accordance to the Requirements analysis design of the 6G
performed in T2.2 and T2.3. For the resource Library components.
domain (i.e, testbeds) the federation and
integration APIs of constituent computational Chapter 5 provides the
and networking platforms towards a unified Experimentation
compute continuum will be defined. Finally, the plane design.

detailed modular architectural design of all the
logical components, including internal APIs, and
reference points that link them in a coherent
end-to-end architecture.

Deliverable Description

©OSUNRISE-6G Page | 10
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Deliverable D2.4: Final SUNRISE-6G Overall Architecture
Description of the SUNRISE-6G overall architecture design-Final

1.2. Deliverable Overview and Report Structure

This deliverable follows the following structure:

Section 1.3 presents the overall project architecture design and a list of interfaces driven by a set of user
requirements. Moreover, the SUNRISE-6G architecture is compared with relevant projects, and its
compliance with standards is also outlined.

Section 3 covers the design of the SUNRISE-6G OP, along with its main components and interfaces, which
are aligned with GSMA OPG and CAMARA initiative specifications. Moreover, it introduces the unique
SUNRISE-6G Al federation solution.

Section 4 covers the 6G library, which is a collection of breakthrough components and 6G candidate
technologies implemented within SUNRISE-6G. This section introduces the functional architecture of these
components along with their interfaces.

Section 5 outlines the design of the SUNRISE-6G experimentation plane, which comprises the
Experimentation Portal, the Adaptation Framework, and the innovative IDLM experimentation approach.

1.3. Changes compared to D2.2

This deliverable contributes to the final version of the SUNRISE-6G Architecture, which was initially defined
in D2.4. This includes updates on the Overall Logical Architecture and interfaces, the SUNRISE-6G
Federation architecture (including the OP and Al Plane federation solutions), and the functional
architecture of the 6G Library components. More specifically:

e In Section 2, the General Architecture Figure was updated to better reflect the deployment
architecture of the Federation Platform. Moreover, in the list of Standards, CAPIF was added
(Section 2.3.2), as it provides a common and extensible framework for the exposure of the SOP
Northbound APIs.

e In Section 3, updates on the Federation Architecture were performed:

o In Section 3.1, we present the final SUNRISE-6G OP architecture, detailing its components
and interfaces. We specify the new features of the Federation Manager (FM) and describe
the complete CAPIF-based workflow for secure and unified API exposure.

o Major updates were performed in Section 3.2, with the contribution of the final Model
Registry & Artefact Storage functional architectures.

e In Section 4, the final functional architectures of 6G Library components, being developed in WP4,
are fully defined. Compared to D2.2:

o Section 4.1 updates on testbed interfacing aspects of the O-RAN NDT (ONDT).

o Section 4.2 updates on Multi-RAT dual-connectivity interfaces for improving coordination
and data exchange between the terrestrial and non-terrestrial segments.

o Section 4.3 introduces a new E2 proxy component to collect UE positions using Ultra Wide
Band (UWB) technology

o Section 4.5 was expanded, incorporating additional details on the 5GTN components
involved in the Near-Field RIS enabler.

e Section 5 updates the final Experimentation Plane design, and the new SSO component that
simplifies the management of all Actors through a centralised interface.

©OSUNRISE-6G Page | 11
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2. SUNRISE-6G Reference Architecture

The SUNRISE-6G architecture is inspired by the “Network of Networks” concept of 6G Networks, which aims
to integrate all private and public infrastructures under a massively scalable internet-like architecture. This
section provides an overview of the SUNRISE-6G logical architecture and all relevant standards from the
GSMA OPG, CAMARA initiative, and 3GPP that serve as a baseline for key SUNRISE-6G components (e.g.,
federation) and paradigms (e.g., Al federation). Moreover, this section contrasts the SUNRISE-6G approach
with the previous 5G-PPP and SNS Phase-1 European Commission (EC) funded projects.

2.1. General Architecture Overview

This section provides a high-level overview of the SUNRISE-6G General Architecture, outlining the key
design principles and structural components of the federated experimentation facility. It introduces the
main architectural planes, their roles, and how they collectively enable scalable, decentralised 6G
experimentation. The subsections that follow detail the user requirements driving the design and the logical
architecture that implements them.

2.1.1. User Requirements

The SUNRISE-6G requirement elicitation methodology, outlined in D2.2, captured the project stakeholders'
requirements identified in D2.1. Project stakeholders were classified into the following groups based on
their profiles and their participation in the relevant project tasks:

Focus Group 1: Infrastructure domain Stakeholders: TBO, TFC, TO, TFPI, NCP,
Focus Group 2: Application domain Stakeholders: ABO, AU,

Focus Group 3: Technology and equipment providers: TP, EVS,

Focus Group 4: Experimenters and Researchers: R.

Their needs were discussed in guided discussions within WP2 meetings and recorded in Table 2.

Table 2: User Requirements regarding the General Architecture

Involved

UR Description Focus
Group

The SUNRISE-6G facility should support E/W federation, following the 6G non-vision
UR1 g : - FG1
and avoiding centralised resource managers or a Cross-Domain orchestrator.
UR2 Ensure the facility's evolvability and sustainability, adhering to standardised
solutions for federation and planning for future expansion. FG1
Support multiple southbound platforms (5G cores and edge platforms) under a
UR3 . FG1
common federation framework.
UR4 Ensure application portability to multiple testbeds. FG2
UR5 Support multiple (Edge / Cloud) availability zones for service deployment. FG2
UR6 Offer a solution for system-wide experiment data collection and visualisation FG2, FG3,
through a Portal. FG4
UR7 Compile a 6G library of enablers to be exposed for community testing. FG3, FG4
URS Trigger experimentation workflows are supported by SUNRISE-6G testbeds FG3 FG4
through the Portal, utilising the TaaS concept. ’
Automate the storage of experimentation data collected through telemetry APIs in
UR9 . - . FG4
a centralised Repository service.

©OSUNRISE-6G Page | 12
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Support Al federation so that testbeds can share datasets and jointly develop Al

models. FG4

UR10

2.1.2. Logical Architecture and Interfaces

The SUNRISE-6G experimentation facility architecture, shown in Figure 1, aims to deliver a truly scalable
federation solution for EU testbeds. The SUNRISE-6G facility seeks to provide access to heterogeneous
computing resources, 6G candidate technologies, devices, 6G datasets, and Al models made available by 14
European testbeds, as outlined in Table 2. This is achieved without a centralised Orchestrator or Resource
Manager, as has been attempted in previous research initiatives, but fully leveraging decentralised
paradigms and emerging federation standards. Telecom OPs have been working on Global standardised
APIs for their operations (e.g., via the CAMARA and GSMA Open Gateway initiatives) that will allow for a
uniform and consistent exposure of their capabilities to vertical application providers, Business-to-
Business (B2B) customers, and future Mobile Network Operator (MNO) federations. Although their scope
is much narrower than the 6G “Network of Networks” vision, they will serve as an excellent baseline for
developing the SUNRISE-6G federation solution, which is based on an E/W interconnection of testbed
infrastructures and their exposure to vertical application providers and experimenters (see Table 3 for a
full list of interfaces).

Tenants
2
[ Tester of 6G library components l [ Al Experimenter l [ Vertical application owner l

Experimentation Adaptation N | Alaas . Al experiment | | )

B TaaS [ Chatbot ] { Framework Test Data repository : Model Registry tracker 75 CA M ARA
— i - . CAMARA NBI

GSMA OPG E/W interface Test triggering and intent Data interface (i_data) Alaa$ interface (AIML-S, AIML-R)
interfaces (i_Taas$, i_intent)

Federation M Federation M Federation | Federation W Federation Wl Federation || Federation § Federation
Platform Platform Platform Platform Platform Platform Platform Platform [

|

|

|

|

|

| 1‘ |

} 12CAT NCSRD OuLU VTT FhG ISI KUL EUR }i } SIEMENS THALES EBOS

{ Testbed Testbed Testbed Testbed Testbed Testbed Testbed Testbed }‘ } Testbed Testbed Testbed
I i i

| Testoed Testbed Testbed Testbed Testbed Testbed Testbed Testbed H Testbed Testbed Testbed il Testbed Testbed Testbed
 Resources Resources Resources | Resources Resources [l Resources | Resources | Resources H Resources | Resources | Resources [l Resources Resources Resources
I If |

| 1‘ |

‘ SLICES-RI Testbeds Other 6G Testbeds

SNS Stream C Phase 1 Testbeds

Figure 1: SUNRISE-6G Overall Architecture

To also facilitate research and experimentation at scale, being accessible by third-party experimenters,
SUNRISE-6G adopts common tools as well as converged data collection and experimentation APIs. These
are reflected as part of a coherent Experimentation Plane, offering multiple “as-a-service” functions to
experimenters, accessible via a Tenant Web Portal. In short, the SUNRISE-6G facility architecture, shown in
Figure 1, consists of the following:

o Tenant Portal and Experimentation plane: SUNRISE-6G serves many distinct communities (see
D2.1), thus reflecting a future multi-stakeholder 6G ecosystem. A Tenant web portal serves as an
entry point for all these stakeholders, who are represented by testbed owners, providers of
breakthrough RAN components (e.g., RIS) and emulation frameworks (e.g., O-RAN DT solution),
Use-Case application owners, and experimenters. Moreover, SUNRISE-6G delivers a sustainable
approach to TaaS over the federated facility, aiming to expose the 6G Library of components to
experimenters across Europe. SUNRISE-6G delivers a ground-breaking direction for TaaS via the
IDLM paradigm, which allows experimenters to define and even steer experiments in real-time
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using a modern approach of declarative intent (instead of imperative configuration files) expressed
in natural language via a Chatbot interface.

e Testbed Federation plane: SUNRISE-6G adopts the distinction between the Federation platform
and the Resource domain, in line with the GSMA Open Gateway initiative. The SUNRISE-6G testbeds
are interconnected via an overarching “Federation Plane” that spans the entire path between
testbeds with GSMA E/W interfaces, as detailed in Section 3. Moreover, as shown in Figure 1, each
Federation Platform deployment can be leveraged to interconnect more than one testbed in the
SUNRISE-6G federation, offering the flexibility to federate testbeds that lack E2E capabilities, such
as those missing an Edge or Cloud deployment and offering only Network resources.

o Testbed infrastructures with a library of user-facing 6G enablers: All federated testbeds expose
6G enablers that will be accessible to experimenters outside the project. These range from
breakthrough RAN devices towards the enablement of the future RAN (e.g., CF-dMIMO RUs), NTN
frameworks for the seamless integration of Satellite domains as part of the future 6G system,
Compute Continuum platforms supporting Cognitive resource orchestration, as well as multiple test
frameworks supporting cybersecurity validation, energy measurement and forecasting and
measurement-based experimentation. Additionally, new complementary enablers are implemented
and incorporated into the 6G Library, extending the testbeds’ existing capabilities into new
directions that are currently missing from existing SNS Phase-1 projects. All these enablers are
externally accessible to experimenters via the SUNRISE-6G system portal, where they can trigger
remote TaaS sessions.

Table 3: SUNRISE-6G Architecture Global Interfaces

Interface ID  Interface Description Involved components
i data Data Interface: data coming from experiments at the .
= testbeds Adaptation Framework
. Experiment triggering interface; trigger experiment
i_TAAS execution and LCM Adaptation Framework
i_intent Experiment intent interface towards testbeds IDLM module
AIML-S An interface allowing model serving from the Registry to Al as a Service (AlaaS)
the AIMLE infrastructure at the testbed module
AIML-R An interface allowing model retrieval from the Registry AlaaS module
Interface allowing vertical application onboarding and
CAMARA-NBI exposure of testbed Core and Edge APIs op
GSMA-E/WBI | East/West federation interface OP

2.2. Mapping with the SoTA of Relevant Research Initiatives

Federation and vertical service onboarding in 5G networks were aspects widely researched by various
projects in the 5G-PPP programme. The best acquired practices were documented in the vertical
onboarding white paper [1] produced by the three flagship 5GPPP ICT-17 projects, i.e., 5G-VINNI, 5G-EVE,
and 5GENESIS. However, ICT-17 platforms did not provide a way for vertical service providers to exploit
the capabilities of the 5G mobile network natively at the time due to the lack of a NEF. In addition to the
Federation, the 5G-PPP programme introduced the Taa$ paradigm, enabling third-party experimenters to
conduct remote experiments via predefined experimentation manifests and tenant portals. The 6G SNS
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Phase-1 program built upon and further extended these paradigms, introducing the 6G library concept (6G-
SANDBOX), East/West federation (6G-XR), and new approaches to experimentation, such as 6G-BRICKS
intent-driven and xApps-based experimentation.

In the following sections, key EU projects that influenced the design of SUNRISE-6G are presented and
compared.

2.2.1. 5GENESIS

One of the objectives of the 5GENESIS project [2] was to achieve interoperability among the platforms
through the use of E/W-bound APIs, developed under the umbrella of the Open5GENESIS Suite. This
interoperability allowed the deployment of distributed experiments, meaning that one could execute
experiments that involve several interconnected platforms. In these distributed experiments, the
components, services, and end-users involved could be physically located on two different platforms or
locations. The interconnection of the platforms took place through GEANT using a lightweight VPN
connection on a best-effort basis. For the realisation of the distributed experiments, two instances of the
Open5GENESIS coordination layer have been configured on the premises of the Malaga and Athens
platforms.

Figure 2 shows the interconnection of the different components in both platforms in order for the inter-
platform connection to be realised. On each platform, the core elements required for executing a distributed
experiment (5GENESIS Portal, Dispatcher, and ELCM) were deployed and interconnected, forming the
standard configuration for deploying a single coordination layer. On top of these, additional interconnection
details were configured for each of the components so that they can communicate bi-directionally with their
corresponding peer in the other platform.

Mélaga platform Athens platform

Frontend + Backend Frontend

Backend

Figure 2: 5GENESIS Federation

Comparison with SUNRISE-6G: A drawback of 5GENESIS and all ICT-17 platforms is the lack of a cloud-
native approach and the fact that they cannot consider 5G Cores with Network Exposure Function (NEF)
capabilities. SUNRISE-6G innovates, addressing federation without a centralised Orchestrator or Resource
Manager and fully embracing emerging federation standards (i.e., GSMA OPG E/W federation) and CAMARA
initiative interfaces.

2.2.2. 5G-VINNI

5G-VINNI developed an E2E 5G facility that comprises multiple interworking 5G RAN and core
infrastructures and zero-touch E2E service orchestration. It aimed to facilitate the rapid onboarding of
verticals by exposing network slice life-cycle management functions through an open API [3]. The 5G-VINNI
facility consisted of Main Facility sites, which offered services to customers under well-defined Service
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Level Agreements, and an Experimental/Research Facility, providing internal environments for early
technical experimentation and testing of prototype components and systems. These were deployed across
several facility sites in different administrative domains spanning seven European countries.

5G-VINNI focused on cross-domain slide federation, thus requiring not only data plane connectivity
between the involved sites but also interworking between their orchestration systems. Moreover, the 5G-
VINNI project introduced TaaS as part of its efforts to accelerate the adoption of 5G in Europe. TaaS offers
an end-to-end testing facility, enabling users to validate the performance of 5G technologies and services. It
utilises advanced features such as network slicing, zero-touch orchestration, and automated testing to
ensure the reliability of 5G solutions. This service, as shown in Figure 3, is designed to support various
vertical industries by providing a user-friendly and accessible framework for testing and validating 5G use
cases.

Slice Service Type (SST) Service Topology

eMBB
(SsT=1)

Service attributes Service monitoring and testing
Network
Perfo.r:\ance Funct.lsnallty optimization —
. est Executor Engine
attributes attributes ottvibutes _

Driver gNB NEM A Driver NGCore NEM J Driver NFVI Vendor Jf Driver VNFx Vendor Driver Traffic
9 A C 3 Generator Vendor G
Driver NGCore NEM J Driver NFVI Vendor Jj Driver VNFx Vendor Driver Traffic

Figure 3: 5G-VINNI Service Blueprint (SB) Structure to be used During Tests

g E Generic API gNB  iGeneric APl NGCorel Generic API NFVI | Generic APl VNFx e 5:_. APIt;I'rrafﬁc

Comparison with SUNRISE-6G: SUNRISE-6G introduces the IDLM paradigm as an evolution to TaaS,
leveraging Large Language Models (LLMs) to steer experiments with natural language or experimentation
intent. This allows testbeds to retain their existing experimentation manifests (i.e., they do not need to
converge on the same Blueprint) as a blueprint generator can auto-generate testbed-specific blueprints
based on experimentation intent.

2.2.3. 6G-SANDBOX

6G-SANDBOX project [4] brings a complete and modular facility for the European experimentation
ecosystem (in line with and under the directions of SNS JU), which is expected to provide support for the
next decade for technology and research validation processes needed in the pathway towards 6G.
Considering the obstacles that are related to the poor capability of the underlay infrastructure to
automatically support pure automation and multi-tenancy in a secure way, a more industrialised
(automated-repeatable) way for 6G experimentation services is proposed in the 6G-SANDBOX project, with
benefits for both the experimenters and experimentation platform providers.

In this context, 6G-SANDBOX provides the means for generating testbeds in the form of Trial Networks
(TNs). A TN is a fully configurable, manageable, and controllable network that combines virtual, physical,
and emulated resources to enable experiments for validating 6G technologies and measuring 6G Key
Performance Indicators (KPIs). Instances of TNs might be offered to target specific network domains and
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technologies. In contrast, within the 6G-SANDBOX project, end-to-end TNs are provided by the four
experimentation platforms (network and compute infrastructures) of the project. The default
experimentation manager offered is the 6G-SANDBOX Experimentation Lifecycle Manager (ELCM).

At the core of test automation in the context of 6G-SANDBOX is OpenTAP, which serves as the engine for
sequencing steps and actions. By itself, OpenTAP is just a sequencer, so there is a need for a framework
around it to support functionalities such as the realisation of test cases, the management of settings and
parameters, the execution of test cases, and the management of connections to distributed infrastructure
and tooling. To act as this framework, PathWave Test Automation Cloud (KS8500) has been chosen, which
is a full cloud-native platform for creating, managing, and running OpenTAP test plans and campaigns, as
well as all the configurations and settings surrounding OpenTAP plugins.

Comparison with SUNRISE-6G: SUNRISE-6G federates TaaS solutions coming from the participating
testbeds, instead of creating new TaaS frameworks; 6G-SANDBOX participates in the SUNRISE-6G
federation through the NCSRD and FhG testbed and its TaaS solution is integrated with the SUNRISE-6G
adaptation framework and the innovative IDLM solution.

2.2.4. 6G-XR

The 6G-XR project establishes a multi-site research infrastructure to validate diverse 6G use cases and
develop key enablers for networking, computing, and radio access technologies. These enablers support XR
services through Edge Federation, enable experimentation management via the trial controller, and provide
energy measurement frameworks. Additionally, 6G-XR will open its research infrastructure to companies
participating in the three open calls hosted by the project, allowing them to validate their experiments using
the developed infrastructure.

6G-XR is implementing and demonstrating Edge Federation between two Edge locations in Spain, one in
Madrid and one in Barcelona, as depicted in Figure 4.

The project follows the GSMA OPG proposal for the East/Westbound Interface (E/WBI). In 6G-XR, this
federation is unilateral, allowing the vertical to access the infrastructure through exposure functions
provided by the CAMARA APIs hosted at the Madrid Edge. Through federation, the CAMARA API will be
aware of the resources shared by the Barcelona Edge, enabling the vertical application to deploy services at
the Edge closest to the user.

The project will demonstrate Edge Federation through use cases such as holographic conferencing. When a
new user joins a call, the Holo orchestrator will determine the optimal Edge location using exposure
functions. If needed, it will proactively deploy applications closer to the user to enhance performance and
quality of experience.

Comparison with SUNRISE-6G: 6G-XR implements and tests GSMA OPG standards on a single platform
(i2CAT). On the other hand, SUNRISE-6G adopts GSMA standards for federation and application portability
among all testbeds while supporting multiple southbound Edge platforms and 5G Cores.
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Figure 4: Edge Federation Architecture followed in 6G-XR

2.2.5. 6G-BRICKS

6G-BRICKS provides a trusted, agile, and evolvable 6G Experimentation Facility (see Figure 5), which
federates two experimentation platforms in Belgium and France from previous 5G-PPP initiatives. The Core
Site serves as the facility's entry point, offering experimentation services. The Facility will be accessible by
third-party consortia in the framework of Open Calls, vertical application owners, and experimenters from
the vertical and component industry.

The 6G-BRICKS architecture adopts the Intent-Driven Autonomous Networks (IDAN) paradigm, which is
based on a three-layer design that incorporates intelligence in the Business, Service, and Infrastructure
domains. This is achieved via the concept of intent, which defines and communicates knowledge about
requirements, goals and constraints to a system in a way that allows automated processes to reason about
it and derive suitable decisions and actions. Intents are supplied by experimenters via the Experimentation
Plane and are automatically translated into service objectives. Moreover, automated intent activation and
conflict resolution mechanisms are explored for the first time in the context of 6G networks.

Moreover, 6G-BRICKS was the first experimentation platform to enable experimenters to submit O-RAN-
compliant xApps based on an xApps Descriptor (xD) template. Thus, experimenters can focus on developing
RIS control algorithms, as the testbed provides an abstraction of any underlying RIS hardware that complies
with O-RAN specifications.

Comparison with SUNRISE-6G: SUNRISE-6G adopts the 6G-BRICKS x-Apps experimentation approach,
which is supported by 6G Library components, enabling on-device experimentation down to the Radio Unit
(RU) level (e.g., changing parameters of the RIS and CF-dMIMO components). SUNRISE-6G goes well beyond
the scope of 6G-BRICKS, which does not address federation or IDLM.
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Figure 5: 6G-BRICKS Overall Architecture

2.2.6. SLICES-RI

SLICES-RI is conceived as a long-term European instrument that provides an open, sustainable and
programmable environment for experimentation on distributed digital systems. Its primary goal is to
enable reproducible and large-scale studies that integrate communication, computation and data
management across heterogeneous technological domains. SLICES is the first project to enter the European
Strategic Forum for Research Infrastructures (ESFRI) Roadmap under the Digital Infrastructures (DI)
domain in 2021, highlighting the importance of the availability of such a scientific instrument for the
validation of new emerging technologies in the field. The SLICES roadmap aligns with European strategies
in advanced digital infrastructures, Al-enabled systems, and sustainable technologies. The scientific vision
of SLICES-RI is based on two fundamental principles. The first is programmability and openness, which
reflects the need to experiment across all layers of the computing-networking stack (from physical
reconfiguration to service-level orchestration) within a framework that guarantees transparency and
accessibility. The second principle is reproducibility and Findable, Accessible, Interoperable, and Reusable
(FAIR) data.

In this context, SLICES identifies the domains that define the future of experimentation on digital systems:

the transition from 5G to Al-native 6G networks;

the convergence of cloud, edge and IoT resources into a single computing continuum;

the integration of artificial intelligence and generative models into network and system control;
the emergence of distributed cyber-physical systems;

the design of sustainable, energy-efficient digital infrastructures;

and the emergence of quantum-based communication and computing technologies.
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The mission of SLICES-RI is to provide a single instrument that enables European and international
researchers to explore new solutions to key research challenges in these domains under real-world
conditions. As SLICES is defined as a large-scale scientific instrument, its deployment and implementation
take place in different phases and have a foreseen operation timeline until 2042.

Currently, SLICES-RI is transitioning from the pre-operations phase to an early operations phase, where
gradually more resources and testbeds are added to the overall SLICES offering, and access policies are
defined and enforced.
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Figure 6: Experiment lifecycle within SLICES-RI

Comparison with SUNRISE-6G:

Several partners of SLICES-RI participate in SUNRISE-6G, bringing methodologies and tools used for the
platform's experimental plane federation. The SLICES-RI Metadata Registry System (MRS) and Data
Management Infrastructure (DMI) have been deployed on SUNRISE-6G, allowing the collection and
metadata annotation of experimental artefacts produced over SUNRISE-6G testbeds. At the same time,
SUNRISE-6G goes beyond the scope of SLICES-RI in terms of:

a. addressing vertical application deployment through GSMA OPG standards,
b. addressing Al plane federation, which is missing from SLICES-RI,
c. introducing an Adaptation Framework and a simplified testbed onboarding workflow.

2.3. Compliance with Relevant Standards

SUNRISE-6G aims to deliver solutions that are supported by relevant standards, thereby promoting their
industry adoption. SUNRISE-6G is aligned with the vision of a global edge cloud, where the East/West
federation of testbeds is being materialised through the GSMA OP, an emerging standard dedicated to the
federation of multiple operators’ edge computing infrastructures. Furthermore, SUNRISE-6G is following
the CAMARA project hosted by the Linux Foundation, which is standardising application-facing APIs that
will be exposed to service developers. The aforementioned standards and initiatives, as well as others from
ETSI, 3GPP, and O-RAN related to SUNRISE-6G activities, are briefly presented in this section.
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2.3.1. CAMARA Initiative

The open-source CAMARA initiative! was established to streamline the integration of telco network
capabilities into easily deployable applications through standardised APIs. The APIs provide access to key
network services across various operators and countries, abstracting the inherent complexities of telco
networks into a well-defined set of functions. Functionally, CAMARA exposes a series of NB-APIs towards
the customers, allowing their applications to interact with the telco services. SUNRISE-6G considers
CAMARA Service APIs, enabling applications to invoke specific telco capabilities. It should be noted that the
original scope of CAMARA was focused on the Service APIs, but the tight collaboration with GSMA Open
Gateway extended the scope to Service Management APIs.

CAMARA defines sub-projects, each representing a specific feature of the telco network's capacity and the
corresponding APIs that enable the consumption of the service. In SUNRISE-6G, a subset of these projects
will be considered and made available, including the Edge Cloud and Quality on Demand (QoD) sub-projects.
For the SUNRISE-6G project, the necessary transformation functions (TFs) that translate from the generic
service APIs, as standardised by CAMARA, to the specific calls towards the operator infrastructure will be
used. For example, in the case of the QoD TF, the available implementation by Deutsche Telekom will be
used. Similarly, other implementations of TFs will be used to enable other CAMARA APIs across the
SUNRISE-6G ecosystem, depending on the underlying telco network. To find the proper match, the project
will implement a Service Resource Manager that determines the necessary TF for a specific network
infrastructure.

2.3.2. GSMA OPG

SUNRISE-6G architecture aims to leverage and extend APIs from the CAMARA Initiative and adopt the GSMA
OPG federation specifications [5] to provide unified cross-domain APIs towards use cases and to support
cross-testbed service deployment, respectively.

The project defines the concept of testbeds federation via open-source implementations of the GSMA
East/West-bound interface specifications [6], allowing each platform to interconnect with other partner
facilities. To this end, the architecture builds on the GSMA OPG standards (depicted in Figure 7), and
specifically on the E/WBI and the Application Artefacts Management & Onboarding Services to avoid silos
and complex closed solutions. In this respect, from the architecture, we can identify several extensions and
considerations adopted in the project:

(i) Firstly, SUNRISE-6G takes as a reference the OP structure and complies with the external
interfaces (NBI and E/WBI) to ensure full compatibility with the standard and integration with
any solution;

(ii) SUNRISE-6G extends the internal structure to include the necessary elements to handle the
complexities of the network (through the SBI-NR interface), edge cloud (through the SBI-CR)
and artefacts manager (introduced in the project for the efficient management of artefacts
across federated testbeds);

(iii) Moreover, the internal structure of the Capabilities Exposure role is further specified,
considering both an API manager and an Open Capabilities Exposure Gateway for secure
authentication and exposure of a collection of the supported APIs;

(iv) Since the Federation Broker role is defined as optional by GSMA, SUNRISE-6G follows a direct
approach for federation, omitting this element and establishing a direct one-to-one federation
between OPs through the E/WBI;

(v) To facilitate integration with multiple underlying network technologies and cloud platforms, in
SUNRISE-6G, a set of TFs has been introduced, packaged as an SDK containing pre-built modules
for translating service API calls into operator-specific commands.

1 https://camaraproject.org
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The NBI towards the application provider defines the format for application management, enabling
onboarding, deployment, and monitoring of applications in both originating and federated OP edge clouds.
To this end, the CAMARA APIs are exposed for external entities to interact with the testbeds, regardless of
their federation role. These APIs empower application providers to seamlessly onboard (submit) their
applications (metadata, such as resource requirements and deployment artefacts) to the originating OP and
subsequently deploy (instantiate) them in a desired set of edge cloud zones. These edge cloud zones may
be managed either by the originating OP or by the partner OP while being in active federation.
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Figure 7: GSMA Reference Architecture and Interfaces [5]

Nonetheless, the APIs from the NBI are maintained consistently with the E/WBI capabilities. In the case of
a federation scenario, the capabilities exposure role is responsible for translating the request for the FM
into the format and syntax required by the E/WBI. In particular, this translation is performed for the
application onboarding (and artefact management) and application instance deployment calls. To this end,
the GSMA Artefact Management API, the GSMA Application Onboarding Management API, and the GSMA
Application Deployment Management API are leveraged and correctly translated and structured by the
Capabilities Exposure element into the proper syntax as specified by the GSMA E/WBI. This translation is
depicted in Figure 8.

CAMARA
ilities | 1) |2 ion |2 ion 3
Capabilities = Federation = Federation ) SDK
Exposure o | Manager | Manager
Criginating OP Pariner OP

Figure 8: Translation from NBI APIs to E/WBI APIs Compliant with GSMA Specifications

It is important to highlight that CAMARA does not provide an API for artefact management, while GSMA
defines it for federated cases. Consequently, SUNRISE-6G proposes an approach to upload the
corresponding artefact in the partner OP that is fully compliant with both CAMARA and GSMA specifications,
without the need to define a new non-standard API. When the CAMARA API for application submission is
called in the originating OP, this information is received by the Capabilities Exposure, and the application is
locally onboarded. Then, during the deployment phase, if the Application Provider specifies an availability
zone in a partner OP, translational engineering towards EWBI compliance is triggered.
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Specifically, the Capabilities Exposure builds and sends all the required requests towards the FM (step 1).
These include:

o the GSMA Artefact Management API;
o the GSMA Application Onboarding API;
e the GSMA Application Deployment Management API.

Consequently, the FM at the originating OP forwards these calls towards the partner OP’s FM (step 2). When
the FM at the partner OP receives these calls, they are delegated to their respective management entities.
To better accommodate this in a multi-technology environment, an Open SDK is made available within the
OP to register the artifact, onboard the application, and deploy it accordingly (step 3).

In this way, artefact management is fully abstracted and implicitly managed by the OP’s internal
components. This design eliminates unnecessary complexities for Application Providers, allowing them to
focus solely on their application logic and operational goals.

2.3.3. CAPIF

Within the GSMA’s OP and Capabilities Exposure framework, MNOs aim to expose network capabilities to
third-party developers in a secure, standardized, and interoperable way. The CAMARA project, as described
above, defines a family of service APIs that provide developers with access to network functions such as
quality-on-demand, device location, and edge discovery, through a harmonized interface. To provide
consistent API availability across heterogeneous operator domains, SUNRISE-6G Operator Platform (SOP)
leverages the 3GPP Common API Framework (CAPIF) as its reference architecture, enabling standardized,
secure, and cross-domain API exposure.

CAPIF, as defined in 3GPP #23.222 and #29.222, provides a common and extensible framework for the
exposure of APIs from the 3GPP service environment. It describes procedures for API publication,
discovery, onboarding, authentication, authorisation, logging, charging, and auditing, ensuring that all
exposed APIs, whether originating from 3GPP Network Functions or other service domains, are accessed
securely and uniformly. CAPIF enables the exposure of APIs to trusted and external application invokers
through standardised reference points (e.g., CAPIF-1, CAPIF-6, CAPIF-6e) and supports both centralised and
federated deployment models across operators and service providers. This allows multiple CAPIF providers
to interconnect, ensuring that APIs exposed in one domain can be discovered and consumed across trusted
operator ecosystems.

When used as the exposure platform for CAMARA APIs, CAPIF enables operators to publish, manage, and
monitor API usage in a way that aligns with GSMA’s interoperability objectives. Through CAPIF’s Core
Function (CCF), API Publishing Function (APF), and API Exposing Function (AEF), CAMARA-defined APIs
can be onboarded, discovered, and invoked by authorised developers via consistent and secure workflows.
CAPIF’s native support for authentication and authorisation [0Auth tokens, TLS with Pre-Shared Key -PSK-
and TLS with Public Key Infrastructure (PKI)], combined with usage monitoring and logging, ensures that
exposed network capabilities meet GSMA’s governance and compliance requirements. In this way, CAPIF
acts as the standardised middleware between operator network functions and CAMARA’s developer-facing
APIs, realising a unified, secure, and scalable framework for global network capability exposure.

To accelerate the practical adoption of this framework, ETSI formed a Software Development Group (SDG),
named after “OpenCAPIF”, which is in charge of an open-source implementation of the 3GPP CAPIF
specifications (3GPP #23.222, #29.222, #33.122), enabling developers and operators to deploy, test, and
integrate CAPIF functionalities in real environments. It offers modular components representing the CCF,
APF, and AEF, along with APIs for onboarding, discovery, and invocation. This open-source implementation
is leveraged in SUNRISE-6G to realise a OpenCAPIF instance inside the SUNRISE-6G OP deployment.

2.3.4. ETSI MEC Federation

To better standardise edge federation efforts and align with GSMA OP's work, ETSI MEC has broadened its
scope to include both intra-MEC and inter-MEC operations. The initial work in this respect, regarding Inter-
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MEC systems and MEC-Cloud systems coordination in ETSI GR MEC 035 V3.1.1, discussed initial
implementation variants where two MEC systems could federate in the business layer through the
interconnection of their respective FMs, including capabilities such as MEC platform discovery and
capability exposure.

However, no further steps were taken until the ETSI GS MEC 040 V3.2.1 specification appeared for
federation enablement APIs. This specification acknowledges the work performed by GSMA in terms of the
federation to engage with standardisation and open-source communities. In this regard, ETSI MEC provides
a mapping under its reference architecture for the E/WBI, NBI and SBI interfaces of the GSMA OP
architecture for MEC federation (see Figure 9) [7] In this regard, it can be seen how the E/WBI from
CAMARA is equivalent to the Mff interface in ETSI MEC and provides the same functionalities envisioned in
the project, namely application onboarding and application instance deployment.

SUNRISE-6G includes ETSI MEC as a supported platform, implementing support for MEC app onboarding
via CAMARA EdgeCloud APIs for the first time.
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Figure 9: Mapping between the E/WBI, NBI and SBI Interfaces of the GSMA OP Architecture
2.3.5. AI/ML Enablement Service defined in 3GPP SA6

The 3GPP TS 23.482 specification was developed by the SA6 working group in 3GPP in the context of
Release 19. It defines the functional architecture and information flows for the Al/Machine Learning (ML)
Enablement (AIMLE) Service (see Figure 10) within 5G networks, which aligns well with the SUNRISE-6G
Al federation efforts. The AIMLE service provides a standardised method for AI/ML model management,
federated learning, and intelligent network automation across 3GPP domains.
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Figure 10: Al/ML Enablement Architecture defined by 3GPP SA6 (TS 23.482)

SUNRISE-6G is aligned with the following components from the 3GPP AIMLE functional architecture:
2.3.5.1. Al/ML Enablement (AIMLE) Server

e A middleware that acts as the central AI/ML service provider within a data network. It can be
deployed on an edge or in a central environment.

e [t exposes service APIs to AIMLE clients (over the AIML-UU interface) and service APIs to VAL
servers (over the AIML-S interface).

o Facilitates ML model management, AI/ML task coordination, and FL orchestration.

e Connects to the ML Repository for storing and retrieving Al/ML models.

2.3.5.2. ML Repository

e Stores Al/ML models and FL participant information.
e Supports model retrieval, updates, and performance monitoring.

SUNRISE-6G adopts the ML Repository as a centralised component and assumes that the AIMLE
infrastructure (including the AIMLE Server) is deployed at the testbed side to undertake model training,
finetuning. Moreover, SUNRISE-6G implements the AIML-R and AIML-S interfaces. SUNRISE-6G testbeds,
referred to as “Supernodes,” can share their models and computational resources (e.g., GPUs), making them
accessible to experiments triggered by external experimenters.

2.3.6. O-RAN APIs for Digital Twinning

The 0-RAN alliance was formed in 2018, with the participation of operators, vendors, and research and
academic institutions, with the charter to “reshape the RAN industry towards more intelligent, open,
virtualised, and fully interoperable mobile networks.” O-RAN has provided a network architecture
compatible with 3GPP and has therefore issued several specifications [8] through its currently 11 Working
Groups (WGs), which cover different aspects of the O-RAN architecture.

Two main 0-RAN documents from WG1 are of particular interest for SUNRISE-6G:

¢ Reference [9] discusses several architectural options for sharing non-RT RIC data and analytics with
the core. The motivation for this use case is to integrate Non-RT RIC Data Management and Exposure
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(DME) services, which are implemented by the R1 interface and the rApps, with the 5G Core
Network Functions (NFs). Two main options are considered:
i.  non-RT RIC or rApps taking the role of a Network Data Analytics Function (NWDAF),
which can be directly interfaced by 5G Core NFs (e.g., the NEF in the case of CAMARA).
ii.  The non-RT RIC or rApps assume the role of a RAN NF, interfacing with the NWDAF of
the 5G Core.

o Reference [10] considers O-RAN scenarios that require a decoupled Service Management and
Orchestration (SMO), defining the exposure of SMO Services (SMOS) and Functions (SMOF), such as
the Non-RT RIC DME and Service Management and Exposure (SME) services. O-RAN specifications
are quite extensive regarding the protocols for the connection of the Near-RT RICs to the gNBs (E2),
the interfaces between Near-RT and Non-RT RIC (A1), as well as the feedback loop that contains
FCAP information (01). O-RAN goes one step ahead with the management of the infrastructure (02-
ims) and the deployment of software components (02-dms), which, depending on the testbed, may
be performed in other ways too (e.g., ETSI SOL standards or raw Kubernetes constructs).

In the context of SUNRISE-6G, an ONDT was developed to enable experimentation with the O-RAN alliance
interfaces. The purpose of ONDT is to provide a new 6G experimentation platform where experiments shall
be able to access an 0-RAN-enabled testbed with RAN emulators communicating over O-RAN E2 protocol
with a set of Near-Real Time RAN Intelligent Controllers (Near-RT RICs) and Non-Real Time Intelligent
Controllers (Non-RT RICs). In the O-RAN architecture, Near-RT and Non-RT RIC platforms run as conduits
for experimenters to be able to submit their applications (called xApps and rApps, respectively) to monitor
and control the RAN network behaviour.
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3. SUNRISE-6G Federation Solution

Even though efforts towards Federated Ecosystems and sustainable reusability are still in their infancy,
telecom operators have been working on Global standardised APIs for their OPs (e.g., via the CAMARA and
GSMA OP initiatives) that will allow uniform and consistent exposure of their capabilities to vertical
application providers, B2B customers, as well as to future MNO federations. Although their scope is much
narrower than the 6G “Network of Networks” vision, they will serve as an excellent baseline for developing
the SUNRISE-6G federation solution, which is based on:

i.  anew open-source OP for E/W interconnection of testbed infrastructures,
ii.  aground-breaking Al federation solution.

The E/W federation solution allows vertical applications to be onboarded across testbed infrastructures
with CAMARA APIs, and interact with their platforms (e.g., to request high-priority slices) in a technology-
agnostic way. The Al Federation solution facilitates Collaborative Al, which provides a shared repository of
pre-trained Foundation Al models spanning a wide range of architectures and application domains. These models
can be adapted to specific use cases via transfer learning and fine-tuning, which is orders of magnitude more
efficient than building models from scratch.

3.1. SUNRISE-6G Operator Platform for Testbed Federation

This section provides an overview of the SOP, explaining its motivation, leading roles, and microservice-
based architecture. It introduces the key components responsible for capability exposure, federation,
resource management, and artefact handling. Finally, it outlines the platform’s interfaces, demonstrating
how the SOP enables seamless interaction between Application Providers, Operators, and the underlying
testbed infrastructure.

3.1.1. Overview and Motivation

When seeking a standardised solution for testbed federation, the GSMA OP represents the most suitable and
industry-friendly approach, enabling not only alignment with commercial operators’ platforms but also
providing developer APIs to application developers, SMEs, and verticals that are expected to interact with
the SUNRISE-6G facility. Since there was no open-source implementation of the GSMA OP, SUNRISE-6G
addressed this significant gap by implementing and adopting the OP as a comprehensive framework for
interaction and operational management within the SUNRISE-6G ecosystem. This work served as the
foundation of the new OpenOP, an ETSI Software Development Group (SDG OOP).

As illustrated in Figure 11, the platform comprises several key roles, namely the Capabilities Exposure, the
FM, and the Service Resource Manager, each providing core functionalities that ensure seamless service
delivery across partner OPs.

The Capabilities Exposure functionality facilitates application onboarding, resource discovery, and the
identification of Operator capabilities (e.g., resource catalogues and QoS attributes) via a Northbound
Interface (NBI), whose primary purpose is to expose the platform’s management capabilities and enable
Application Providers to deploy their applications across multiple Operator networks. For interactions with
Application Providers through the NBI, the OP relies on the API definitions provided by CAMARA and CAPIF
to securely and consistently expose network capabilities.
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Figure 11: Operator Platform Diagram defined by the GSMA OPG

Inter-OP collaboration is enabled by the FM, which leverages the East/Westbound Interface (E/WBI) to
establish federations among Operators. This approach broadens resource availability, extends network
reach, and enhances interoperability. The Service Resource Manager coordinates Edge Cloud and Network
resources through the Southbound Interface (SBI), connecting the OP with underlying cloud and network
infrastructure. Finally, the User to Network Interface (UNI) links user devices to the OP to ensure
continuous and reliable service delivery. Collectively, these modules and interfaces enable the OP to provide
cohesive services across heterogeneous networks and multiple Operators.

This section examines each of the aforementioned roles in detail, followed by an introduction to the OP
interfaces. It illustrates how this functional architecture supports the evolving needs of Application
Providers and end-users.

Functional Architecture Figure 12 depicts the functional architecture of the SOP. The functional roles
introduced in the previous section are realised through several modules forming a microservice
architecture, with each microservice handling a step in the process of transforming an NBI request to a
testbed-specific request. The components in light red represent the SOP elements, while the blue and yellow
areas denote the domains of two different operators, each potentially spanning multiple physical devices
and even geographical areas.
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Figure 12: SUNRISE-6G Operator Platform Architecture

The sections below will elaborate further on the functionalities and interactions between the SOP
components.

3.1.1.1. APl Exposure Manager

The API Exposure Manager (AEM) component, part of the Capability Exposure role, as depicted in Figure
12, is responsible for the secure and trustworthy exposure and discovery of SOP capabilities (exposed by
the Open Exposure Gateway (OEG)) to Application Providers. More specifically, this component shall enable
the OEG to publish all the CAMARA APIs information (URL, protocol, port, etc.) to a common registry.
Additionally, it shall enable Application Providers to search through this registry, discover the CAMARA
APIs offered by the SOP, and finally request and acquire authorisation to use the APIs. All in all, the specific
component shall play the role of an API management tool that exposes SOP capabilities in a common,
unified, efficient and consistent way.

In SUNRISE-6G, AEM is realised using the CAPIF model, standardised by 3GPP. CAPIF specifies the
functionality and the reference points of an API manager, which is generic enough to support not only 3GPP
northbound APIs but also any other AP], like the SOP NBI, and at the same time offer secure and trustworthy
communication between API providers and API consumers. Moreover, the integration of 3GPP CAPIF
interconnection within the SOP allows multiple CCFs, operating within the same or different trust domains,
to exchange information on service APIs.

3.1.1.2. Open Exposure Gateway

The OEG serves as the primary interface between SOPs and external application providers. It is responsible
for exposing network and edge capabilities and services via standardised APIs, ensuring that application
developers and providers can seamlessly integrate telecom services into their applications. To achieve this,
this component utilises CAMARA service APIs to ensure a consistent experience across multiple operators,
offering telecom services such as application lifecycle management, QoE, and location-based services. For
instance, by implementing the CAMARA Edge Cloud APIs, the OEG allows Application Providers to discover
available edge cloud zones; submit (onboard) application metadata; implicitly manage artefacts through
application submission; and deploy (instantiate) applications on selected edge cloud zones, either within
the originating OP or through federation on partner OPs controlled infrastructure. In this way, this
component abstracts the complexity of edge deployments, enabling providers to focus on application logic
rather than infrastructure details.

3.1.1.3. Federation Manager

The FM in an SOP instance plays a pivotal role in managing inter-operator interactions and resource
coordination to enable a genuinely federated ecosystem of OPs. This component significantly enhances
operational capabilities and resource sharing across federated testbeds by handling federation requests
securely and efficiently and ensuring seamless interoperability between different platforms. Key
responsibilities include managing cross-operator edge deployments, enabling the dynamic deployment of
applications across federated OPs based on latency constraints and resource availability. It also oversees
the exposure and monitoring of Edge Cloud resources, aiding in optimised resource utilisation.

To accomplish the functionalities above, this component implements the GSMA EWBI [6] for edge cloud
federation. Supported operations in the SOP include federations establishment, edge cloud zones
subscription, artefacts onboarding, applications registration and applications deployment. Moreover,
within the SUNRISE-6G, the FM is equipped with two added features including:

i) Dual Role Capability that enables a single SOP to operate as both Originating and Partner SOP,
ii) Simultaneous Federation Capability, which makes a single FM instance capable of establishment
and management of active federations with multiple Partner SOPs concurrently.
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3.1.1.4. Service Resource Manager

The Service Resource Manager (SRM) component of the SOP is responsible for managing and orchestrating
network and edge computing resources within the Operator domain. SRM acts as a processing and
enrichment layer for CAMARA-compliant APIs, ensuring compatibility between application requirements
and provisioned resources. As an intermediary between capabilities exposure and service and resource
provisioning, this component facilitates the interactions with the transformation functions of the platform
by forwarding the CAMARA payload after its necessary processing and enrichment. SRM exposes its own
REST API that is consumed by the OEG that supports the same CAMARA functions, as shown in

Figure 12. Complementary to supporting network and edge cloud operations, SRM will also use the Artefact
Manager for artefact (container images, Helm Charts, etc.) management in artefact registries (e.g., Harbor)
hosted at the testbed.

3.1.1.5. Artefact Manager

An artefact is a build component produced during the service development process, which includes various
items such as container images, application packages, or binaries that are essential for deploying services
across different environments. On the other hand, an Artefact Registry is a centralised repository
responsible for storing, versioning, and managing these artefacts, thereby ensuring consistency and
reliability throughout the deployment process [11].

In SUNRISE-6G, the Artefact Registry is considered to operate primarily as part of the underlying operator
testbeds; consequently, there is a need to integrate artefacts originating from multiple development
pipelines. The Artefact Manager module in SUNRISE-6G is responsible for managing artefacts and making
them available within the SOP domain. In standalone scenarios, it supports artefact onboarding and local
deployment. In federated scenarios, it facilitates secure transfer and synchronisation of artefacts between
collaborating OPs, ensuring consistency and interoperability across domains.

3.1.1.6. Transformation Functions

The TFs in the SOP ensure seamless interaction between the common CAMARA APIs and the specific SOP’s
internal service orchestration functions by transforming incoming API requests into operator-compliant
formats. They act as an adaptation and translation layer between different API domains, including NBI, SBI,
and EWBI, ensuring cross-domain interoperability and compliance with testbed-specific constraints. To
achieve this, these functions interact through the SBI of the SOP to communicate with the underlying
network and cloud infrastructure, enabling dynamic provisioning of compute, storage, and connectivity
resources. To facilitate integration with multiple underlying network technologies and cloud platforms, in
SUNRISE-6G, the TFs have been packed in the form of an SDK. This SDK-based approach simplifies their
adoption and reuse by other platform components that need to interact with the southbound entities (e.g.,
edge computing platforms, NEF, ORAN RICs).

3.1.2. Interfaces

To enable application developers and providers to interact with the telecommunications world, the GSMA
OPG has defined a series of interfaces within the OP architecture, including:

e NBI: The primary purpose of the NBI is to facilitate the interaction between OPs and Application
Providers by exposing the Federation Platform’s management capabilities. This enables Application
Providers to efficiently deploy their applications across multiple Operators' networks.

o E/WBI: As defined in the GSMA OPG 04 official document [6], this interface plays a crucial role in
establishing and maintaining federation among Operators. This interface not only extends an
Operator’s reach beyond its footprint but also facilitates the sharing of essential information
required for providing shared services, such as Edge resource information critical for application
deployment.

©OSUNRISE-6G Page | 30




D2.4 “Final SUNRISE-6G Overall Architecture” SUNRISE

e SBI: Connects an OP with specific Operator infrastructure, delivering various Network and Cloud
services and capabilities. These interfaces facilitate two main functions:
i.  The SBI for Cloud Resources (SBI-CR) manages the inventory, allocation, and monitoring of
compute resources from Edge Cloud infrastructure, and
ii. =~ The SBI for Network Resources (SBI-NR), which handles interactions with the mobile
network.
e UNI: Facilitates communication between the user client, hosted on UE, and an OP. The UNI is critical
for enabling seamless interactions between the end-user’s device and the services provided by the
OP, ensuring consistent and uninterrupted connectivity.

In addition to the interfaces listed above, in SUNRISE-6G, CAPIF is leveraged at the NBI. Specifically, by
adapting the CAPIF architecture to the SOP concept, the OEG component can act as an API provider that
exposes and publishes CAMARA APIs to AEM. In contrast, the Application Providers will be API invokers to
the exposed services. As a result, the NBI of the SOP contain all the APIs that are initialised by Application
Providers towards the SOP components, according to Figure 13 and below.

CAPIF Invoker Management (step 1), used to register and onboard Application Providers.

e Similarly, OEG is registered and onboarded to AEM using CCF Provider Management APIs (step 2).

e OEG exposes its CAMARA APIs information (resource URL, API name, API protocol, etc.) by using
the CCF Publish API (step 3).

e CAPIF Discover (step 4), searching through an authorised API registry of the published APIs

e CAPIF Security Context, and more specifically, the Obtain_Security_Method (step 5) and
Obtain_Authorisation (step 6) operations, which manage the security context definition between
Application Providers and the AEM and provide valid access tokens to the Application Providers.

e Finally, Application Providers request the selected API (step “7a”). At the same time, OEG obtains
the necessary security information to verify the token (step “7b”), wusing the
obtain_API_Invoker_Info operation of the CCF Security API.

Application Provider Vertical

et L

62 OpenCAPIF 9
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Figure 13: SOP Interfaces
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More specifically, Table 4 introduces the following APIs, which are exposed via the SOP NBI.
Table 4: SOP NBI Description

Interface name Interface Description
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CAPIF Invoker Register and onboard API invokers by creating API invoker profiles,
Management API enabling third parties to utilise CAPIF APIs.

Discover published service APIs and retrieve a collection of APIs based

CAPIF Discover API e .
on specific filter criteria.

Create a security context for individual API invokers and obtain the

CAPIF Security Context AP1 OAuth 2.0 authorisation information.

Provides access to edge cloud operations, including a list of available

CAMARA Edge Cloud o L

management API zones, application metadata management and application deployment
management.

CAMARA Network

Provides access to the underlying network resources.

Exposure Functions API

3.2. Al Federation Framework

This section introduces the SUNRISE-6G Al Federation Framework, designed to unify and share Al/ML
models and workflows across federated testbeds. It explains how a global MLOps-driven architecture
enables collaborative model development, continuous learning, and efficient model serving. The section
also details the framework’s key components and interfaces that support experimentation, orchestration,
and edge-level intelligent decision-making.

3.2.1. Overview and Motivation

The SUNRISE-6G vision to deliver joint experimentation workflows involving multiple testbeds is not well
served by current (unsustainable) approaches that involve unique and fragmented Al/ML approaches in
each testbed, as well as proprietary Al models. To this end, SUNRISE-6G adopts a synergistic model
development and sharing approach among federated experimentation facilities, continuously evolving and
augmenting the performance of their Al models. This vision will be realised through the SUNRISE-6G
Federation framework, which is designed to support the sharing of Al/ML models and workflows across all
federated testbeds.

The Federated Al framework builds upon concepts and developments In MLOps, Al Operations (AIOps) and
foundation models to allow for the development of incremental repositories of reusable AI/ML models and
the synergistic knowledge extraction from serving models to edge intelligence agents (i.e., local MLOps
stacks). In this context, the Federated Al plane will provide support for transfer, federated and continual
learning, building on and extending the 3GPP AI/ML Enablement services presented in the section 2.3.5

3.2.2. Functional Architecture Design

The Al Federation framework (Figure 14) will be delivered as a global MLOps deployment, referred to as
Alaas, that will interface with local MLOps stacks set up on all testbeds participating in the Al federation.
This functional architecture allows Model designers to work together on developing collaboratively and
fine-tuning ML models for 6G infrastructures trained on collaborative datasets. Moreover, our solution will
leverage the recent developments in MLOps, AlOps, and foundation models to streamline and automate
common ML workflows (e.g., model training, serving, model drift monitoring) while building incremental
repositories of reusable Al models and assisting in their finetuning (or domain adaptation) via transfer
learning methods. The trained models are then “served” to Edge Intelligence agents to drive predictions,
actuations, and infrastructure control. In what follows, the main architecture components are further
detailed.
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Figure 14: SUNRISE-6G Al Federation Framework

The SUNRISE-6G Al Federation solution foresees 2 types of users:

e The Model Designers are responsible for the creation of MLOps pipelines that orchestrate the
training, finetuning and potential compression of models (e.g., to facilitate their deployment at
constrained devices). This capability is not exposed to the community.

o The Experimenters are part of the community, that can gain access to the SUNRISE-6G Al
Foundation model library, and also trigger ML experiments (through pre-defined MLOps pipelines)
leveraging the Experiment tracker. SUNRISE-6G Testbed Supernodes donate GPU time to support

this type of Al experimentation.

3.2.2.1. Model Registry

The centralized global model registry provides a unified environment for model management, versioning
and collaboration. It integrates two components: the Model Registry and the Artefact Storage. The
centralized MLOps stack enables seamless management of the complete lifecycle of machine learning
models, from registration and storage to discovery and deployment, ensuring traceability, reproducibility,
and governance across all environments.
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Figure 15: Model Registry Architecture

Model Registry (MLflow)

The Model Registry acts as the central catalogue for machine learning models. It offers several
functionalities supporting model versioning, lineage tracking, and lifecycle management. Figure 15
shows the MLflow functional blocks that are important for the SUNRISE-6G architecture.

o Experiment and Model Catalogue provides structured metadata about all registered

models, model versions, and experiment results. This catalogue enables searchability,
traceability, and comparisons across different model iterations.

o User Interface is a web-based dashboard that allows the experimenters to browse models,
inspect versions, review metadata, compare performance, and transition models through
lifecycle stages (e.g., Staging, Production).

o API & SDK Interface provides programmatic access through REST APIs and MLflow SDKs,
allowing pipelines and workflows to register models, retrieve artefacts and update model
stages.

o Lifecycle Manager manages model states and transitions through the lifecycle. It enforces
governance controls, handles version staging and promotion.

Artefact Storage (MinlIO Object Storage)

The Artefact Storage complements the Model Registry by serving as the backend repository for all
model and experiment-related artefacts. It provides scalable, S3-compatible storage to support
experimentation and deployment processes. The functional blocks are shown in Figure 15 and are
described below:

o Buckets are logical storage containers used to organise artefacts by project, experiment, or

environment. They provide structural separation and facilitate access control.

o Model Artifacts store serialised model files such as .pkl, .onnx. .h5 or other framework-
specific formats. Each model version in Mlflow links directly to its artifact in MinlO.

o Experiment Artifacts contain supplementary files generated during experimentation,
including logs, metrics, datasets, metadata, and intermediate outputs from training
pipelines.

o Access Control and APIs provide S3-compatible APIs for reading and writing artifacts,
along with authentication and permission controls.

This shared object storage ensures that all model artefacts are accessible, versioned, and
consistently linked with their respective registry entries.
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3.2.2.2. Model Experimentation

The Model Experimentation component enables third parties to access Al experimentation. It allows
external experimenters to not only access pre-trained models and ML workflows from SUNRISE-6G
testbeds but also to perform remote Al experiments leveraging the computational resources offered by the
SUNRISE-6G testbeds, termed as “Supernodes”, consisting of the following modules:

e An Experiment tracker to track and compare experiments and workflows.
e A Model & Workflow Serving component to manage the deployment of pre-trained models at one of
the testbeds' Supernodes on demand (i.e., after being triggered by an experimenter).

3.2.2.3. ML Pipeline Orchestration

The ML Pipeline Orchestration is part of the local testbed’s MLOps stack and includes all the steps,
processes, and components that comprise an MLOps workflow. For example, a testbed may have in place a
Hyperparameter Tuning Optimization (HPO) component, such as Katib or Optuna, or employ a
parameterized AutoML workflow with libraries to automate the search for an optimal ML pipeline by
parallel searching both the pipeline structures and their corresponding hyperparameters.

The “Load/Ingest Data” and “Training” are essential steps in every MLOps pipeline. Finetuning is another
important step in the process of adapting a pre-trained model (that could have been loaded from the
centralised ML Registry) to a new dataset or task by continuing the training process on new data available
locally. Finetuning is, therefore, a crucial step for enabling the transfer learning and federated learning
capabilities of the Al federation plane. Finally, as mentioned earlier, each local testbed can deploy its own
Pipeline orchestrator, such as Kubeflow Pipelines (KFP) or Argo Workflows.

3.2.2.4. Decision Engine

The Decision Engine (DE) represents a set of agents (or intelligent services) deployed at the testbeds that
consume the Al models to automate decisions and configuration management based on model predictions.

3.2.3. Interfaces

In the Table 5 below, we provide a detailed overview of all the available interfaces within the Al federation
framework, along with their descriptions. The table highlights the connections represented by the arrows
in the framework, illustrating how the components interact.

Table 5: E2E Al Federation Interfaces

Interface ID Interface Description

Log/Retrieve Models | Registers an ML model in the registry OR fetches a specific registered model.

Load/Retrieve . .
Artifacts Register and fetch artefacts to/from the Artifact storage.
Deploy/create an ML workflow either for classification, regression, or anomaly
:’.\(I)adl{greate ML detection, depending on the dataset and store the trained model to be used by
orkflow

the decision engine.

Loads a model from the registry and deploys it to a testbed for further fine-

Load Model AIML-R .
tuning.

Load telemetry metrics from Prometheus to run TS prediction or anomaly

Load_Data detection.
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Serves a model fine-tuned in a testbed or provided by the model

experimentation module (global stack) only in the case of the “supernode”

testbed.
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4. 6G Library

One of the key objectives of SUNRISE-6G is to offer a comprehensive library of 6G technologies, components,
and frameworks. These represent either complementary developments identified as missing pieces from
the Facility and being developed on top of existing platforms (e.g., Greenerwave RIS), ensuring their timely
availability, or existing assets primarily developed in SNS Phase 1 projects that will be made available via
the SUNRISE-6G facility. Moreover, new such enablers can be quickly onboarded to the SUNRISE-6G portal
and TaaS framework from other initiatives that will be interested in becoming part of the SUNRISE-6G
federation.

This section outlines the newly developed elements designed to address gaps or missing pieces identified
within the facility, which will be seamlessly integrated into the SUNRISE-6G ecosystem. Notably, all 6G
library enablers (either new or adopted from previous initiatives) are linked to experiments as part of
Functional Tests, which are detailed in D2.1, that can be performed by third-party experimenters via the
Experimentation Plane facility. To ensure uniformity among the enablers being developed, a common
architecture has been defined, establishing baseline functionalities for each enabler while also supporting
experimentation. This architecture, as illustrated in Figure 16, outlines the general structure of a 6G library
component and its interaction with other layers of the project.

SUNRISE-6G Portal

Adaptation Layer

—— o —

________________________________________

Experimentation-as-a-Service API
—I-_ _6G Enabler API
NBI Layer
Experiment
Orchestrator

6G Enabler
———
Monitoring
infrasel
nira e Infrastructure Layer

Figure 16: SUNRISE-6G General Architecture of 6G Enabler and Interaction with the Other Layers

4.1. Design and Development of an ORAN-Enabled Network Digital Twin
4.1.1. Overview and Motivation

The current O-RAN ecosystem lacks a dedicated, scalable, and realistic training and validation environment
where ML models for x/rApps can be thoroughly evaluated before deployment. In operational networks,
ML mechanisms rely on vast amounts of real-time data. However, training and testing these models directly
on production networks pose significant risks, including network instability, data privacy and security
concerns, and limited scalability. To address this gap, SUNRISE-6G implements an O-RAN network digital
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twin, a virtualised representation of an O-RAN network that allows for controlled experimentation, dataset
generation, and pre-deployment testing of ML-based x/rApps.

The O-RAN Network Digital Twin shall be deployable within an existing testbed infrastructure and shall
integrate at its Northbound interface with the Adaptation Framework and, consequently, the SUNRISE-6G
Portal, where it shall be presented as part of the testbed options. As part of the SUNRISE-6G project, the O-
RAN Network Digital Twin integrates with the existing i2CAT testbed and its existing assets, specifically:

Juniper O-RAN Non-Real-Time RAN Intelligent Controller (Non-RT RIC),
Juniper O-RAN Near-Real-Time RAN Intelligent Controller (Near-RT RIC),
Keysight RICtest O-RAN emulator,

[2CAT’s rApps and XApps.

The deployment of this enabler in the existing i2CAT testbed facilitates experimentation with the full
development lifecycle of O-RAN x/rApps on their existing RAN topologies. Controlling the behaviour of the
RAN emulator to start/stop experiments and automating the deployment of x/rApps through the common
SUNRISE-6G Adaptation Layer API, enables experimenters to have a smooth onboarding and testing
experience, avoiding the increased complexity of the APIs and tools used underneath. Additionally, ONDT
covers the collection and aggregation of the experiment results and their exposure eventually through the
SUNRISE-6G portal. This feature automates the generation of datasets to train ML models and expedites the
evaluation of developed control-loops.

4.1.2. Functional Architecture Design

Figure 17 depicts the functional architecture of the O-RAN digital twin that has be implemented in SUNRISE-
6G. ONDT performs as a wrapper around an O-RAN compliant infrastructure and is exposed to the
Adaptation Layer through a new ONDT API that covers the main requirements, which are:

o Allow lifecycle management of an experiment that can be performed as a feasibility study or RAN
parameter optimisation,

e Import a RAN topology, along with potentially available metrics, as the basis for the experiment,

e Manage the RIC infrastructure (RICs) and their parameters (policies, models, etc.),

e Manage the lifecycle management of O-RAN applications (x/rApps) that run on top of the
emulated topology,

e Handle the result/dataset collection/retrieval.

The ONDT API will be developed as an early version of a new CAMARA-compliant API, providing access to
RAN-specific DME and SME services. The purpose of this new API is to give app providers CAMARA-
compliant access to internal RAN data and policies that would facilitate the application of RAN policies to
target specific use cases (e.g., Energy Saving, Traffic Steering policies, etc.).

Moreover, SUNRISE-6G delivers custom CAMARA Transformation Functions to interoperate with DME and
SME rApps, providing the means to consume DME and SME data and apply new policies through the SME
interface. Additional details about the developed approach can be found in D5.3 (due M27).
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Figure 17: O-RAN Network Digital Twin Architecture Diagram

The O-RAN ONDT architecture (Figure 17) can mainly be divided into stateful and stateless services. The
stateful services are responsible for data persistence and include a database that stores infrastructure
configurations, topologies, and x/rApps, as well as a Prometheus metrics system for collecting and
managing performance data. A file storage system holds datasets, experiment results, and additional
x/rApps, while an internal Message Queue (MQ) facilitates communication between various microservices.
The stateless services, which include the interfaces toward other elements of the SUNRISE-6G ecosystem
and the digital twin infrastructure, are specified below:

e NBIsare mainly responsible for the interactions with the external entities, which are the Adaptation
Framework (Experimentation-as-a-Service) and a simple ONDT management Ul that is used mainly
for maintenance and monitoring of the tool, with testbed owners being its exclusive users. Though
all operations can be performed through the API server (ONDT interfaces, see Table 6 below), the
ONDT Ul serves mainly to perform tasks such as monitoring usage, applying data retention policies,
handling faults, etc.

e Atthe core of ONDT is the Experiment Manager, which is responsible for the Experiment LCM and
implements all the business logic of the ONDT. This component interacts only with NBIs and SBIs
and is the internal “orchestrator” for all operations.

e Several SBIs connect the digital twin with the different physical and virtual elements that will
execute the simulations. To start with, the SBI RIC ensures interoperability with the Non-RT and
Near-RT RIC layers via specific adapters for vendor implementations, such as Juniper. The SBI Sim
links the digital twin to the Simulation/Emulation Layer, supporting various network modelling
tools. At the same time, the Infra SBI manages interactions with the Infrastructure Layer, leveraging
container orchestration platforms such as Kubernetes (K8s).

e The RIC and Simulation Layers form a crucial part of the architecture, providing different levels of
control and abstraction. The Non-RT RIC Layer is responsible for long-term policy enforcement and
Al-driven optimisations, interfacing with the system through the O-RAN A1 interface. The Near-RT
RIC Layer deals with real-time control of network parameters via the O-RAN E2 interface, enabling
dynamic optimisations. The RICs will directly interface the simulation layers, which allows for large-
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scale modelling of O-RAN environments, supporting the execution of network experiments in a
controlled, virtualised setting. Here, different topologies (distributed radio, centralised radio) and
quantities of end users (e.g., users of smartphones) are simulated. Depending on the capacities of
the simulator, different simulation parameters might be supported.

For the purposes of testing and validating the digital twin, it has been deployed in the i2CAT testbed
facilities, featuring the Juniper RIC components and a network simulator by a third party. This required
implementing the necessary adapters to support the specific solutions deployed in the testbed, as detailed
in D4.5 (due M27). The adapters, like the transformation functions used to translate from generic CAMARA
APIs to operator-specific telco networks, ensure that the generic experimentation calls (configuration and
retrieval of metrics) are mapped to the corresponding functions exposed by the specific elements of the
digital twin (RICs and network simulator).

4.1.3. ONDT Components
The SUNRISE-6G O-RAN Network Digital Twin architecture consists of the following main layers:

o NBI API layer, which consists of APIs that are exposed towards the rest of the project components
(Portal, Adaptation Framework)

e SBIAPIlayer with client APIs towards the actual O-RAN components: Non-RT RIC, Near-RT RIC, and
Simulators/Emulators

e Management layer that includes the Experiment Manager, which performs the Experiment LCM
operations (submission, queueing, preparing, and retrieving results and datasets).

e Data store layer that contains a stateful data store and event management services for all
microservices.

A summary of the components is shown below:

4.1.3.1. NBI APIs

e NBI API Server: This service implements the server portion of the ONDT protocol, enabling the
submission of experiments, monitoring progress, and retrieving results. This is the main interface
with the Adaptation Framework and the SUNRISE-6G portal.

o Inputs: HTTP calls (external)
o Outputs: MQ requests (internal)

e NBI Web Ul: Implements a lightweight UI that facilitates the initialisation of the ONDT, enabling
tasks such as CRUD operations on topologies, applications, and infrastructure (RICs, emulators).
This is an auxiliary service intended for the testbed owner, providing monitoring and maintenance

capabilities.
o Inputs/Outputs: HTTP/Websocket requests (external) to MQ requests (internal), bi-
directionally.

4.1.3.2.SBI APIs

e SBIRIC: Implements the communication with Non-RT and Near-RT RICs.
o Inputs: MQ requests (internal)
o Outputs: HTTP calls towards Non-RT/Near-RT RICs (external to ONDT)
e SBI Sim: Implements the communication of the ONDT with a Simulator/Emulator software.
o Inputs: MQ requests (internal)
o Outputs: HTTP calls towards Simulator/Emulator software (external to ONDT)

e SBI Infra: A simple (optional) component that continuously monitors the platforms where RIC and
simulators run, that focuses on collecting resource-related data (for example, to understand if
performance results may be skewed because of resource depletion)

o Inputs: HTTP calls (external; from platform/infrastructure running RICs, simulators)
o Outputs: MQ requests (internal)
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Please note: the internal MQ requests are as agnostic as possible of the RICs, Emulator/Simulator. The exact
calls towards the external components are made through the appropriate adapters in the SBISs.

4.1.3.3. Management Layer:

o Experiment Manager is the core of the ONDT and is responsible for:
o Receive the experimenter’s intent through the NBI API server (MQ) and translate to
Experiment objects
o Handle the full LCM of the Experiment (all state transitions)
Verify the availability of the O-RAN infrastructure and report any errors
o Handle the internal ONDT Ul; send the appropriate async Ul notifications when internal
state changes
o Interact with the data store backends (DB, TSDB, File Storage)

(0]

Regarding inputs/outputs, the Experiment Manager is not directly exposed to external services and
communicates with NBIs/SBIs only through MQ requests.

4.1.3.4. Data store layer:

e DB implements a simple backend to store entities such as Topologies, Applications, and
Infrastructure (RIC- and emulator-related information).

o TSDB stores time-series data regarding the execution of the experiment.

o File Storage for topology files, applications, and results.

e MQ for asynchronous microservice communication.

4.1.4. Interfaces

The ONDT interfaces can be summarised in those listed in Table 6 below.
Table 6: ONDT-Interfaces

Interface ID Interface Description

ONDT-Experiment Experiment-related operations (start/cancel/retrieve results)
ONDT-Topologies CRUD operations on Topologies and their related Performance Metrics
ONDT-Applications CRUD operations on O-RAN applications (x/rApps)

View/Monitor resource data on the infrastructure where ONDT, RIC,

ONDT-Infrastructure .
Simulators, etc. run

Subscription API for consumers to receive asynchronous notifications on

ONDT-Subscription CRUD-events on Experiments

4.2. Multi-RAT Dual Connectivity for NTN-Terrestrial Access
4.2.1. Overview and Motivation

3GPP Release 17 introduced support for satellite communication within 5G NR, enhancing terrestrial
networks in underserved areas. This includes satellite-based backhaul communication for CPEs and direct
links to smartphones for low-data-rate services, utilising sub-7 GHz S-bandwidth. Additionally, the
subsequent releases, such as Rel-18, are expanding the support to higher frequency bands (e.g., 10+ GHz).
However, beyond enabling 5G NR support for satellites and utilising transparent or regenerative satellite
types, as well as dual connectivity at the physical layer, it is crucial to explore how the application layer can
leverage this dual connectivity to enhance performance by utilising both channels simultaneously. In this
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direction, the end-to-end dual connectivity involves utilising the MPTCP protocol on top of 5NR and satellite
NG-RAN.

4.2.2. Functional Architecture Design

The updated schematic representation of the functional architecture is provided in Figure 18 below. The
MPTCP software (client, server) continues to support multipath communication and manage traffic routing
across different network paths. In this updated version, a configurable scheduler module has been
introduced to enhance path management and dynamically selects and distributes traffic over the available
links.

In parallel, the MPQUIC protocol will be integrated into the architecture to enable multipath transmission
over QUIC connections, extending performance evaluation beyond the traditional TCP layer. This addition
allows for comparative analysis between MPTCP and MPQUIC in handling heterogeneous paths in
terrestrial and non-terrestrial networks.

All the key component of the architecture OpenSand emulator (comprising a gateway (GW), a satellite
(SAT), and a terminal (ST) (all three dedicated VMs)), the terrestrial network infrastructure (comprising a
5G gNB a UE and the UPF (User Plane Function)), remain the same as in the initial version.

ID_1

l—» Adaptation framework

[ Experimentation API ]

ID_8 D_2
ID_7

Experimentation  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ ____
Scheduler 0 - — - - - - - — 1

v
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‘ l|ﬂ |[_I ||_I ‘
D3 MPTCP-
- MPQUIC
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MPTCP
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Iperf3 5G-NR
Client Scheduler gNB UPF Iperf3
\ ), Server
UE

Figure 18: MPTCP Proxy Topology and Setup

4.2.3. Interfaces

The interaction between MPTCP and TN-NTN architecture continues to rely on the same interfaces as in the
previous version, with minor updates introduced within the code to improve coordination and data
exchange between the terrestrial and non-terrestrial segments of the enabler. Table 7 below outlines the
interfaces that facilitate the interaction among the components.

Table 7: MPTCP and TN-NTN Interfaces

Interface ID Interface Description

Involved components

ID 1 Start the experiment Experimentation Portal -> Adaptation
} Framework -> Testbed
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ID_2 Initiate the experiment Scheduler

ID_3 Start the traffic Scheduler->iperf client
ID_4 Start the VMs of OpenSand Scheduler->OpenSand
ID_5 Configure NTN/TN maximum capacity | gcheduler->MPTCP proxy
ID_6 Select a delay in the emulator Scheduler->OpenSand

Stop an experiment and retrieve

ID_7 Scheduler-> iperf server

measurements

Push data to the Adaptation Experimentation API (scheduler)-
ID_8 .

Framework >Adaptation framework

The system adopts a RESTful approach for seamless interaction, with the scheduler exposing an API that
enables automated test execution, parameter configuration, and result retrieval. The Experimentation API
serves as the interface for initiating, configuring, and controlling the various components of the experiment.
Through this API via the SUNRISE portal, users can start and stop tests, modify parameters for both satellite
and 5G network paths, and retrieve the results of the experiments.

Each experiment is defined by an experiment payload, a structured JSON object that outlines critical
parameters, including network conditions (e.g., latency, jitter, bandwidth limits), satellite emulation
settings, and iPerf3-specific configurations.

4.3. Joint Communication and Sensing for RIS
4.3.1. Overview and Motivation

Current SoTA testbeds integrating RIS face significant limitations, particularly in seamless integration with
network infrastructure and accessibility for third-party experimenters. One major challenge is that RIS
solutions are often designed in isolation, lacking direct communication with network controllers. This leads
to ad hoc, low-level integrations in which RIS parameters are manually tuned or controlled via proprietary
vendor-specific interfaces rather than being dynamically managed within a unified framework. As a result,
real-time RIS optimisation remains difficult, limiting its potential for adaptive wireless environments.
Another critical limitation is the difficulty in opening these testbeds to third-party experimenters. Many
existing platforms (e.g., from RISE-6G [12]) are tightly coupled with specific hardware and require custom
configurations that are not easily reproducible.

Our work directly addresses these limitations by introducing standardised RIS control through an E2 proxy,
enabling seamless integration with the RIC via the E2 interface. By decoupling RIS management from
vendor-specific dependencies and providing a fully software-controlled testbed, we enable real-time, Al-
driven optimisation and significantly enhance the openness and accessibility of RIS-augmented Open RAN
experimentation.

In this deliverable, we updated the architecture design, using WP4 feedback, by report to the initial one
introduced in D2.12. The key changes are:

e Added a new E2 proxy to collect UE positions using UWB technology and exposing them through
xApp.

2 D2.1: https://sunrise6g.eu/wp-content/uploads/2025/02/SUNRISE-6G _D2.1-Report-on-requirements M12 v1.0 SIE final.pdf
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o Added more details on the interactions of the xApp deployed by an external experimenter with the
xApp that collects UE positions and the xApp that collects UE channel conditions (including RSRP
and SNR).

4.3.2. Functional Architecture Design

Figure 19 illustrates an updated figure of EUR’s experimental testbed, which integrates O-RAN components
with the RIS from GRW, in addition to the UWB components that collect UE positions. The system includes
several key elements, each with distinct roles. The User Equipment (UE) from Quectel communicates with
the RU via the air interface and utilises an E2 proxy to connect with the RIC via the E2 interface, reporting
the RSRP and SNR. The RIS, provided by GRW, dynamically enhances or redirects radio signals and also
includes an E2 proxy for communication with the RIC, enabling control via the E2: RC SM (Radio Control
Service Model). The RU, from Liteon, handles radio signal transmission and reception, connecting to the
Distributed Unit (DU) via the O-RAN Open Fronthaul interface. The system uses the O-RAN Software Stack,
which includes the OAI DU and OAI CU, connected to OAI CN, responsible for real-time radio processing,
higher-layer radio functions, and core network functionalities, respectively.

A key update compared to the initial architecture is the addition of UWB components, i.e., anchor and tag,
which enable the collection of UE positions. An anchor UWB, which may be co-located with RU, that collects
UWB signals from the tag, co-located with UE, to estimate its position and distance from RU. These positions
are exposed to the experimental xApp, allowing the channel information to be complemented with UE
location data relative to the RU. The use of UWB technology is motivated by its ability to provide high-
accuracy positioning in indoor environments, which aligns with the conditions of the EURECOM (EUR)
experimental scenarios.

The RIC, powered by FlexRIC from OAI hosts the experimental xApps that control the RIS. These xApps aim
to manage and optimize beam configurations, including RIS beams, through an E2 Proxy deployed at the
RIS.

The experimental xApp can execute different types of RIS control algorithms, which may consume input
from two other xApps deployed on FlexRIC:

o KPM xApp: Implements the O-RAN KPM Service Model (SM) and exposes (UE) channel
information, such as RSRP and SNR, to the experimental xApp.
J Position xApp: Collects UE position and distance from the Radio Unit (RU) through an E2 Proxy

co-located with a UWB anchor and exposes this information to the experimental xApp.

The system is synchronised by a PTP Grand Master from FibroLAN, with components interconnected
through a switch. In the workflow, the UE transmits data received by the RU, which is processed by the DU,
CU, and CN in compliance with O-RAN. The RIS adjusts the propagation environment, and the RIC optimises
the entire system using xApps for advanced beam control. E2 Proxies enable communication between the
RIS, the UWB anchor, and the RIC via E2 interfaces. The primary goals of this setup include testing RIS
integration with Open RAN for performance enhancement, evaluating Al-driven JCAS optimisation using
RIC xApps, and ensuring interoperability across different vendors and technologies.
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Figure 19: Experimental Testbed Integrating O-RAN Components with RIS

4.3.3. Interfaces
The O-RAN experimental testbed implements standard O-RAN interfaces, outlined in Table 8:
Table 8: Interfaces among O-RAN components and RIS

Interface Description Components Involved

E2: KPM SM KPM Service Model for collecting network metrics. RIC & OAIDU / CU

E2: RC SM RC Service Model for controlling the RIS and UE | RIC & RIS / UE (via E2
parameters. proxies)

Open Fronthaul | The standardised interface between RU and DU for O- | OAI DU « Liteon RU
RAN fronthaul communication.

E2 Proxy Custom intermediary for enabling E2 communication | E2 Proxy < RIS / UWB &
with RIS and UE. RIC

PTP (Precision | Synchronisation interface ensuring time accuracy | PTP Grand Master <
Time Protocol) | across network components. Switch & DU / CU / RU

4.4. ]JCAS for CF distributed MIMO

The KU Leuven facility is developing the infrastructure for experimenting with JCAS algorithms in
conjunction with the current lab-scaled Cell-Free distributed MIMO testbed. The idea is to create basic
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algorithms as building blocks that can be assembled by experimenters to perform their experiments
remotely using the SUNRISE-6G infrastructure.

4.4.1. Overview and Motivation

The integration of JCAS with Cell-Free distributed multiple-input multiple-output (CF-dMIMO) is emerging
as a key enabler for 6G wireless networks. JCAS aims to exploit the same radio resources for both
communication and environmental sensing, thereby enhancing spectral efficiency, reducing hardware
costs, and enabling new applications such as vehicular networks, smart cities, and industrial automation.
On the other hand, CF-dMIMO, a paradigm where a dense deployment of distributed access points (APs)
cooperatively serves users without traditional cell boundaries, has demonstrated significant improvements
in spectral efficiency, energy efficiency, and coverage uniformity compared to conventional cellular
architectures. The convergence of these two technologies presents both opportunities and challenges for
research.

Recent studies on JCAS primarily focus on waveform design, resource allocation, and interference
management to balance communication and sensing objectives. The use of orthogonal frequency-division
multiplexing (OFDM) and massive MIMO techniques has been widely investigated to facilitate high-
resolution sensing while maintaining robust communication performance [13]. Meanwhile, CF-dMIMO has
been extensively analysed for its ability to mitigate inter-user interference and improve network coverage
through cooperative beamforming and user-centric clustering strategies. However, current research
predominantly considers communication-centric deployments, with limited attention to the implications of
integrating sensing capabilities into the CF-dMIMO framework [14].

The fusion of JCAS and CF-dMIMO introduces several open challenges that warrant further investigation.
First, coordination mechanisms are required to optimise the placement and operation of distributed APs to
enhance both sensing accuracy and communication performance. Second, beamforming and precoding
techniques must be adapted to jointly optimise multi-user data transmission and environmental sensing,
particularly under power, latency, and interference constraints. Third, the exchange of sensing information
across APs should be minimised to reduce signalling overhead while maintaining situational awareness
across the network. Finally, new Al-driven approaches for dynamic resource allocation and interference
mitigation could significantly improve the adaptability of CF-dMIMO networks in JCAS applications.
Addressing these challenges is essential for unlocking the full potential of JCAS-enabled CF-dMIMO in next-
generation wireless systems.

4.4.2. Functional Architecture Design

The schematic architecture of the facility is represented in Figure 20. Users interact with the facility over
the Internet using the SUNRISE-6G portal.
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Figure 20: Schematic Representation of the JCAS setup in KU Leuven

User experiments are then deployed to the KUL Cluster. The KUL Cluster is an asymmetric cluster, meaning
that different machines have different functions in the experimentation facility. The cluster controls
multiple radio units (USRP x410) equipped with four antennas each for positioning/localisation
experiments, as well as a motion capture system (MoCap). The USRP x410 allows a maximum bandwidth of
400 MHz with a frequency range between 1 MHz and 7200 MHz. The motion caption system achieves sub-
millimetre level accuracy and is used for calibration and as a ground truth for the JCAS experiments. The
radios are synchronised with each other, as well as with the cameras and the testbed controller, via a shared
clock distributed through PTP/IEEE 1588. The PTP grandmaster features a rubidium clock for stable phase
and frequency, as well as a GPS receiver for accurate time and date synchronisation.

4
Persistance [N

Postgres DB Experiment

Figure 21: Federated Component Architecture

The container allocation is completely transparent to the experimenters, as they will primarily interact with
the REST API shown in Figure 21. The architecture of the component shows the four main sub-components
of the JCAS system. The REST API (also known as a web component) serves as the application-level interface
between the testbed and the outside world. The API interacts with an experiment controller over the local
lab network. The controller is responsible for starting and stopping experiments, verifying the status of
each run, and interacting with the persistence component to save the results. The experiment component
is loaded every time a new experiment is run. It is responsible for controlling the radios and the rest of the
hardware using low-level APIs such as the USRP Hardware Driver (UHD). The configuration of each
experiment can be loaded as a JSON file, which contains all the experiment parameters and the metadata
that needs to be attached to the results (e.g., time, position, lab temperature). Finally, the persistence
component is a thin layer that abstracts the database server from the controller and the REST API.
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4.4.3. Interfaces

The main interface between the federated infrastructure and the testbed is a REST API. Each API entry point
is linked to a specific functionality of the testbed. The entry points have been engineered to be short, self-
contained functions, ensuring maximum possible decoupling and ease of use for the interface. Depending
on the experiment, the data collection phase can take hours or even days, requiring specific calls to verify
the experiment's status before collecting the results.

The REST API can quickly communicate with the Controller using flatbuffers over a fast Ethernet connection
(Interface 1, as listed in Table 9). The controller and experiment code interact via blocks of shared memory
(Interface 2). Both the REST API and the Controller have dedicated interfaces for loading and storing data
(Interfaces 3 and 4, respectively). This abstracts the actual database access from the rest of the system and
prevents SQL injection by allowing only predefined queries to run on the database server.

Table 9: Interfaces of the Cell-Free JCAS Component

Interface ID Interface Description
CF 1 Fast data exchange from the REST API to the Experiment controller (flatbuffer over
- Ethernet)
CF_2 Interface between the controller and the experiment code (shared memory)
CF_3 Data persistence interface
CF_4 Database API

4.5. Near-Field Communication Prototype in mmWave RIS
4.5.1. Overview and Motivation

The SoTA testbeds for the RIS are mainly made with standalone equipment without a higher-level software
framework. In particular, new software integration is required to incorporate the movements of the link
ends in relation to the RIS under test. The use of the RIS in real-life scenarios requires that both link ends
(the base station and the mobile device) have relative movement with respect to the RIS. This can be
achieved by maintaining a fixed base station location or by relocating either the RIS, the mobile device, or
both. An alternative test scenario involves fixing the RIS location and relocating the base station and mobile
device accordingly [15].

Our approach is to fix the location of the RIS and enable the movements of the base station and the mobile
equipment based on the experimenters’ needs.

4.5.2. Functional Architecture Design

University of Oulu's functional architecture for the RIS experiments is based on commercially available
devices. The basic structure involves using a beamformer to transmit the radio signal to a RIS, which then
reflects the 5G signal towards the UE. A beamformer is attached to an industrial-grade robot, enabling the
control of the physical location and direction of the beam in real-time. Laptop computers are used to control
all the devices of the system. An architecture of the system is depicted in Figure 22.
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Figure 22: Functional RIS Experimentation Block Diagram in UOULU laboratory

There may be an alternative implementation as well where the base station is at a fixed location and the
mobile device moves when it is attached to the 6D-axis robot. The overall architecture of the
experimentation over-the-air (OTA) system with main interfaces is depicted in Figure 22. The radio
frequency (RF) interfaces are highlighted in the block diagram with red colour, while digital control
interfaces are marked with black lines.

The main system components include the following units:

i.  The OAIBOX delivers the 5G network functionality. The OAIBOX model in question is OAIBOX O-
RAN including CU and DU together with USRP X410 RU.

ii.  The USRP operates in this configuration in transmission mode, and it is connected via RF cables to
the TMYTEK RF-beamformer.

iii. =~ The RF-beamformer includes the up conversion from intermediate frequency (IF) of FR1 signal
range (around 3 GHz) to FR2 signal (28 GHz range). The output of the USRP is at IF frequency and
the output signal of the RF-beamformer is at final 28 GHz. The RF-beamformer has an electrically
controlled antenna array, which enables dynamic RF beam steering.

The RF-beamformer is attached to Universal Robots model UR10 so that the physical position and
orientation of the RF-beamformer can be altered. The change of the location and orientation of the RF-
beamformer directs the RF beam potentially off from the RIS. The redirection of the signal can be done
electrically. The 6D-robot (3 axis for physical location and 3 axes for orientation) is controlled by a laptop
computer through the ROS2 interface of the UR10. The radio beam is received by a RIS (primarily
Greenerwave RIS27 and TMYTEK Rifle28 RIS as a back-up) and reflected onwards to the UE. The RIS is
controlled by a laptop running GUI developed in UOULU through the respective control API delivered by
the manufacturer. The RIS is implemented with two physical units: RIS itself and a separate controller unit
that is capable of handling four separate RIS modules. In SUNRISE-6G only one RIS module is used as it is
sufficient to fulfil the Use Case requirements. The signal from the RIS is received by Quectel RM530F FR2
modem that is then connected to a separate laptop computer to act as the end of the data and measurement
paths. The system is integrated as a subsystem of the 5G Test Network (5GTN) of the UOULU. The 5GTN
offers for example the needed IP network services, data storage and firewall protected connections to the
internet. Picture of the RIS test setup in the 5GTN laboratory of the UOULU is presented in Figure 23 below.
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Figure 23 RIS test setup in the UOULU laboratory

4.5.3. Interfaces

The main physical interfaces of the system are presented in Figure 22 are listed in Table 10Table 10.

Table 10: Interfaces of the Functional Architecture

Interface ID  Interface Description

NF #1 RF interface from USRP to TMYTEK beamformer.

NF #2 From OAIBOX to the 5GTN network.

NF #3 TMYTEK beamformer to control the PC to direct the RF beam direction and shape
control.

NF #4 TMYTEK beamformer to 5GTN via OAIBOX when it is integrated by Allbertsmart.
From 5GTN to robot controller to control TX location in 6D-robot, 3 axes for physical

NF #5 . . .
location and 3 axes for orientation control.

NF #6 Output of the Quectel mobile terminal to laptop.

NF #7 RF interface between the base station and the test mobile terminal via RIS.

NF #8 RIS beam direction control command between RIS and RIS controller, vendor in-house
interface.

NF #9 RIS controller to 5GTN.
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5. SUNRISE-6G Experimentation Plane

The SUNRISE-6G experimentation plane (as shown in Figure 24) represents the overarching pillar of the
project, exposing all project testbeds as a sustainable facility optimised for pan-European experimentation
throughout the SNS programme. Building on lessons learned and assets from previous initiatives, SUNRISE-
6G covers the full scope of TaaS, providing experimenters with a central entry point via the Portal service.
The Adaptation Framework acts as an abstraction layer, allowing testbeds to retain their existing
experimentation manifests and APIs while enabling unified management across the Facility.

In addition, SUNRISE-6G introduces the innovative IDLM service, which leverages LLMs to steer
experiments based on user-defined intent. Together, these components ensure that the Experimentation
Plane is flexible, accessible, and capable of supporting advanced 6G experimentation at scale.

Experimentation Portal

Automatic Adaptation Framework

Experiment ' *| IDLM |'Cu|1ﬁguralionl @
— ]
M’@ I- -y | Tesibed Selection Tder

- Experiment

= 1
Authorised : . _Manual Expenment_ L oaD l
Experimenter Configuration Start/Stop POST Results

@ Experiment
Selection

EEr GET Results

Experimentation Infrastucture
Results APl APl APl
Visualisation Page RS =
4 Database
Testbed #1 Testbed #2 Testbed #N

Figure 24: Experimentation Plane High-Level Architecture Design

5.1. Experimentation Portal

The SUNRISE-6G Experimentation Portal is a powerful platform designed to connect and manage the key
components of the SUNRISE-6G Facility. Acting as the central access point to the Experimentation Plane, it
plays a crucial role in enabling and overseeing experiments.

The portal is built upon the requirements identified in Tasks 2.2 and 2.3, ensuring that it fully meets the
needs of researchers and experimenters. Its flexible design allows seamless integration of various
components, simplifying experiment setup, execution, and resource management.

Each infrastructure within the Facility is equipped with a set of functional tests that users can customise
and execute according to their specific research needs. Once an experiment is initiated, the Adaptation
Framework (described in Section 5.2) manages all interaction between the experimentation plane and the
testbeds, including test configuration, starting, stopping, monitoring the progress of experiments, as well as
saving the experimental results to the portal’s database.

During execution, the framework continuously collects data in a standardised format, ensuring consistency
and reliability. These data are then stored in the Experimentation Portal’s databaseFigure 25, and
presented through user-friendly graphical visualisations, enabling researchers to monitor KPIs and other
critical metrics in real time.

By serving as the backbone of experimentation within the SUNRISE-6G Facility, the portal not only connects
key components but also simplifies the entire experimentation process, making it accessible, efficient, and
highly effective for its users.

5.1.1. Overview and Motivation

The SUNRISE-6G Experimentation Portal is designed to streamline and enhance the management of 6G
experiments by providing a single, secure, and user-friendly platform. Its architecture integrates a robust
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backend functional design with intuitive user interface elements, enabling researchers and experimenters
to manage the full experiment lifecycle, from login and testbed selection to experiment execution,
monitoring, and analysis of results. The portal seamlessly connects key components, including the IDLM,
Data Collector, and 6G Library, and integrates with the Adaptation Framework and 14 B5G/6G testbeds to
ensure smooth operation and reliable performance.

The portal serves as a powerful resource with three primary objectives.:

¢ Simplify complex processes: It offers a structured, intuitive interface that makes setting up and
managing experiments straightforward, even for non-expert users.

e Facilitate data sharing and visualisation: Researchers can easily analyse experiments with
accessible, visualised data insights, improving collaboration and decision-making.

¢ Enhance user control: Through its flexible and Adaptable Framework, users can efficiently manage
every aspect of their experiments with precision and confidence.

To ensure efficient operation, the SUNRISE-6G Experimentation Portal supports three user roles, as
outlined in Table 11. ach role is assigned specific responsibilities and access levels within the portal’s
ecosystem.:

Table 11: User Roles in the SUNRISE-6G Experimentation Portal

Actors Description

System Administrators manage user accounts, permissions, and all system-
level operations. They ensure the Experimentation Portal runs smoothly,
securely, and remains fully functional. They are responsible for assigning
roles such as Experiment Administrators.

System Administrators

Researchers (also referred to as Experimenters or Experiment
Researchers / Administrators) are users appointed by the System Administrators to
Experimenters / oversee and manage specific experiments. They have elevated privileges
Experiment within the Experimentation Facility, allowing them to create, configure, and
Administrators run new experiments, monitor their execution, and access personalised
experiment-related content and visualised results.

Plain Users have view-only access. They can log in to the portal and browse
Plain User experiment results via graphs and dashboards, but they cannot create,
configure, or run experiments.

5.1.2. Functional Architecture Design

Figure 25 illustrates the high-level architectural design of the SUNRISE-6G Experimentation Portal, offering
a clear overview of its structure and functionality.
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Figure 25: Experimentation Portal High-Level Architecture

The SUNRISE-6G Experimentation Portal is built upon a strong functional architecture that ensures secure,
efficient, and flexible experimentation. At the core of this architecture is Single Sign-On (SSO),
implemented using Keycloak, which centralises user authentication and enables secure access to all portal
services with a single set of credentials. This enhances security while providing a seamless login experience.

The Data Collector is responsible for gathering all critical metrics during experiments. It continuously
monitors and logs experimental data, which is then used for analysis and visualisation, ensuring users have
access to accurate, up-to-date information. To manage access to testbeds and resources, the portal includes
a Booking Scheduler that lets users efficiently reserve time slots and infrastructure, avoiding conflicts and
optimising resource usage.

A central 6G Library provides a comprehensive repository of tools, datasets, and documentation to support
experiment design and execution. Compatible with 14 5G/6G testbeds, the library enables users to explore
diverse environments and tailor their experiments to their research needs.

Finally, the Adaptation Framework manages the execution of experiments once initiated. It ensures that
the experimental environment is correctly configured, provides real-time monitoring, and controls the start
and stop of experiments. The framework also standardises data collection and storage, facilitating
consistent analysis and visualisation of results across the platform.

Together, these components form a reliable and scalable backend infrastructure that underpins the portal’s
functionality. They work harmoniously to deliver a streamlined and effective platform for conducting 6G
experiments. From simplified authentication to centralised resource access and data-driven insights, the
SUNRISE-6G portal empowers researchers to focus on innovation and discovery.

5.1.3. Key User Interface Elements and Data Flow

The SUNRISE-6G Experimentation Portal offers a set of intuitive user interface elements that guide users
through the entire experiment lifecycle (Figure 26).

After logging in via SSO, users are directed to the Homepage, which serves as the central hub for navigation.
The homepage provides access to the Testbeds Page, which lists all available testbeds, and the Functional
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Tests Page, which displays all functional tests that can be run as experiments. Users can also visualise the
geographic locations of all testbeds on a demographic map and consult a statistics box summarising
portal activity, including the total number of experiments executed, available testbeds, functional tests, and
cooperative tests.

From the Functional Tests interface, users configure and initiate experiments. The Adaptation
Framework ensures that each experiment runs under the correct conditions, monitors execution in real
time, and collects data in a standardised format.

The Reports Page provides comprehensive access to experiment results and status updates. Results are
visualised using intuitive graphs and charts, enabling easy interpretation of key performance metrics. Users
can also download experiment results in CSV or PDF formats for further analysis.

Access the portal using your Keycloak
credentials.
Single Sign-on (SS0)
(Centralised Authentication via Keycloak)

f

Use the main dashboard to navigate to the experiment sections.
Access the Homepage
(Navigation Dashboard)

R

Browse the list of available functional tests.
Browse the list of available testbeds. Functional Tests Page
Testbeds Page Choose the test you want to execute based
on your experiment needs.

History of Experiments / Reports
» Review Results on the Reports Page
= Access visualisations, KPIs, charts, and logs.
+ Download Results
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Figure 26: SUNRISE-6G Portal Flowchart
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Together, these interfaces provide users with a seamless, user-friendly experience, enabling them to
efficiently navigate the portal, run experiments, and analyse results without being burdened by technical
complexity.

Table 12 provides an overview of the SUNRISE-6G portal APIs, detailing available endpoints for managing
testbeds, experiments, data, calendar bookings, reports, and user authentication.

Table 12: API description

APIs Description

Retrieve the list of

GET /AdaptationFrameworkProxy/availability /testbeds available testbeds.

Retrieve the

GET/AdaptationFrameworkProxy/availability /{testbedName} /tests functional tests of
specific testbed.
Create new

POST/AdaptationFrameworkProxy/availability /{testbedName}/experiments experiment

for specific testbed

Update experiment

PUT/AdaptationFrameworkProxy/availability /{testbedName}/experiments for specific testbed

Delete specific

DELETE/AdaptationFrameworkProxy/availability /{testbedName}/experiments/{expld} experiment

POST/AdaptationFrameworkProxy/experiment/status Update experiment

status
POST/AdaptationFrameworkProxy/experiment/data

Update/post data
POST/AdaptationFrameworkProxy/experiment/data/{expld} for specific

experiment

Retrieve list of

GET /Portal/testbeds testbeds

POST /Portal /testbeds Create new testbed

Retrieve specific

GET /Portal/testbeds/{id} testbed

Delete specific

DELETE /Portal/testbeds/{id} testbed

Update specific

PATCH /Portal/testbeds/{id} testbed

Retrieve list of

GET /Portal/experiments experiments

Update specific

PUT /Portal/experiments/{id}/status experiment status

Retrieve data of
specific experiment

GET /Portal/experiments/{id}/data
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Update/post data
POST /Portal/experiments/{id}/data for specific
experiment
GET /Portal/counts
GET /Portal/reports
Create new
POST /Portal/calendar calendar booking
Retrieve calendar
GET /Portal/calendar bookings
POST /Portal/emails
POST /User/login Authenticate user

5.2. Adaptation Framework

The communication between the Experimentation Plane and the various testbeds will be handled through
a middleware layer called the Adaptation Framework, enabling a more dynamic and automated process.
The components, flow, and interfaces of the Adaptation Framework will be presented below.

5.2.1. Overview and Motivation

The Adaptation Framework is part of SUNRISE-6G's experimentation plane. It is responsible for triggering
an experiment, interpreting the conditions, and translating them into the appropriate configuration. It also
collects data from respective data sources, performs necessary calculations, and ultimately provides this
data to the database. When a user selects an experiment to start, the Adaptation Framework communicates
with the testbed to determine whether the experiment is available for execution. The Portal will then
retrieve, visualise, and export this data.

The Adaptation Framework is responsible for:

e Receiving the START request and experiment parameterisation from the Portal.

e Triggering an experiment and verifying its availability.

e Translating the content of the received requests into the necessary configuration and sending the
configuration and experiment information to the testbed.

e Receiving data from the testbed along with the corresponding experiment information.
Receiving the STOP request from the portal and issuing the necessary stop command to the testbed,
including all the needed configuration.

e Performing necessary calculations and storing the data in the Portal’s database.

The Adaptation Framework will also export data when a user requests it, either to the SUNRISE-6G
repository or locally. Through the portal, the user can initiate the procedure by clicking the appropriate
button. The Adaptation Framework will then use the experiment ID to retrieve the data from the portal
database and either export it to the SUNRISE-6G repository or store it locally.

5.2.2. Functional Architecture Design

This section outlines the foundational functional architecture of the Adaptation Framework within the
SUNRISE-6G experimentation platform. The Adaptation Framework plays a pivotal role in orchestrating
experiments by ensuring seamless interaction between the portal, testbeds, and data management systems.
Its capabilities are designed to handle the initiation, execution, and termination of experiments while
maintaining robust data integrity and supporting real-time adaptability.
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Figure 27: SUNRISE-6G Adaptation Framework Connectivity with the Experimentation Plane Modules

The submodules of the experimentation plane are presented in Figure 27, and the internal architecture of
the Adaptation Framework will be explained below.

e Security Component: The Adaptation Framework relies on the Keycloak Authorization Server
provided by eBOS, specifically utilizing the OAuth 2.0 Client Credentials Grant flow to obtain an
access token using the configured client-id and client-secret. This token is then used for API calls to
the eBOS system, with logic in place to refresh the token upon receiving an unauthorized response.

o Integration Interfaces: These represent all interfaces used by the Adaptation Framework to
establish connectivity with testbeds and experiments. These interfaces will provide the experiment
ID and configuration and receive or retrieve data from each testbed.

o Data homogenisation: Collecting data from all available sources and homogenising it into a
common data structure, which will be stored in the portal database.

o SUNRISE-6G Repository: The Adaptation Framework can automatically generate datasets from
experiment KPIs (typically time-series values) stored in the database, which are then exported to a
Repository service (e.g., Zenodo, or the MRS outlined in D3.2) for easy discovery and reuse by third
parties.

5.2.3. Interfaces

Table 13 defines the interfaces supported by the Adaptation Framework for integrating with the Portal (in
the Northbound direction) and the Testbeds (in the Southbound direction), thereby facilitating seamless
communication and integration with the Experimentation Infrastructure. This integration supports the
following actions via REST APIs:

e Start an Experiment: A POST API request is used to initiate an experiment.
e Stop an Experiment: A DELETE API request allows users to terminate an experiment.
e Store Experiment Data: A POST API request is used to store experiment result data in the portal.

Table 13: Adaptation Framework Interfaces

Interface ID Interface Description Components Involved

Experimentation Portal -> Adaptation

START Exp Used to START an experiment Framework -> Testbed
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Experimentation Portal -> Adaptation

STOP Exp Used to STOP an experiment Framework -> Testbed

Used to PUSH data to the Adaptation Framework <-> Testbed

Receive Data :
Adaptation Framework Adaptation Framework -> Portal Database

Used to EXPORT data locally or to Experimentation Portal -> Adaptation

ExportData | o SUNRISE-6G repository Framework -> SUNRISE-6G Repository

5.3. Intent-Driven Lifecycle Management of Experimentation

The management and orchestration of remote experimentation in multi-testbed setups remains complex
and resource-intensive. Previous approaches require users to have in-depth knowledge of the underlying
infrastructure, testbed-specific configurations, and operational workflows, which can be challenging for
non-expert users.

Furthermore, the physical separation between users and testbeds might present logistic challenges to
deploying, monitoring, and controlling experiments. As distributed testbeds continue to expand in scope
and scale, there is a growing need for intuitive, efficient systems that can bridge the gap between users and
the infrastructure. To address these challenges, the Distributed IDLM orchestrates experimental
infrastructures.

5.3.1. Overview and Motivation

The SUNRISE-6G IDLM Experimentation introduces a declarative experimentation, which serves as a high-
level abstraction for user goals. Full utilisation of IDLM could help reduce the technical barriers associated
with remote experimentation by enabling users to express their experimental requirements in a more
human-understandable context.

The IDLM framework also introduces Intent APIs, which facilitate seamless communication between the
IDLM service and distributed testbeds. These APIs enable the translation of high-level intents into
actionable configurations, ensuring that experiments are executed efficiently across diverse infrastructures.
In addition, IDLM incorporates advanced capabilities, such as real-time experimentation steering and
natural language-based steering, to offer users flexibility in interacting with the system through either
declarative intents or natural language commands. To achieve this, the framework leverages emerging
open-source LLMs, such as GPT-4 and other LLM tools, which can be fine-tuned for specific tasks, including
generating optimal infrastructure configurations, creating MLOps setups, and formulating queries for data
extraction, aggregation, and transformation.

The motivation behind IDLM is the potential to democratise access to distributed testbeds, enabling users
to focus on their experimental objectives without being hindered by technical complexities. Furthermore,
IDLM ensures that it can adapt to the evolving needs of the research community, making it a sustainable
solution for the future of remote experimentation.

5.3.2. Functional Architecture Design

SUNRISE-6G will leverage the emerging concept of agentic workflows to steer the conduct of experiments
with high-level natural-language prompting. Agentic workflows, in general, involve the combination of
LLMs with orchestration logic in the form of a control loop. These control loops are responsible for
validating LLM outputs and triggering decisions or actions. SUNRISE-6G will deliver two types of agents:

1. A Portal agent, with a Global model including knowledge about all testbeds and supported
experiments,
2. Asetoflocal (testbed-specific) agents that support local experiments.
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While both agents follow the typical agent architecture, each also involves a set of dedicated components,
outlined below in Figure 28.
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Figure 28: IDLM Functional Architecture Design

5.3.2.1. Orchestrator

The Orchestrator is the backbone of the Portal Agent, responsible for managing and coordinating user
requests across multiple testbeds. It handles tasks such as sending API calls, orchestrating service
deployment, monitoring testbed activity, and retrieving experiment outcomes. It interacts with the remote
APIs of each testbed and ensures that messages are exchanged in the specific formats required by those
testbeds.

A key feature of the Orchestrator is translating user requests into actionable commands that each testbed
can process. It also provides APIs for tracking the progress of those requests, ensuring tasks are completed
as expected. Once responses are received, they are reformatted into user-friendly feedback and relayed to
the user through the chat interface. In addition, the Orchestrator handles error management and adaptive
task allocation. If a testbed encounters issues or fails to meet certain constraints, it can intelligently reroute
the request to an alternative testbed or prompt the user to adjust the requirements.

To build the Orchestrator, we leverage popular microservices architectures built with Python (e.g., Flask or
FastAPI) or Node.js frameworks. Integration with container orchestration solutions, such as Docker and
Kubernetes, can facilitate scaling and maintenance. Communication with each testbed could rely on
RESTful, gRPC, or WebSocket APIs, depending on the interface and performance requirements of each
testbed.

5.3.2.2. Blueprints Generator

The Blueprint Generator is a tool used by the LocIDLM agent to generate the experiment or service manifest.
Each testbed follows a specific standard to define service requirements declaratively. For example, EUR
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uses the Network Service Descriptor (NSD) from ETSI, which establishes a set of application requirements
for deployment in the Edge/Cloud domain. These manifests vary from one testbed to another and
generating them as the body of API calls is essential for creating the required experiment/service.

The main objective of the Blueprint Generator is to generate these manifests (e.g.,, NSD) from natural
language. This tool will assist the LocIDLM agent when an experiment creation requires generating the body
of an API call. It will feature an LLM specifically trained to create experiment manifests from natural
language. For example, EUR developed an LLM system to generate NSDs from natural language [16]. Since
each testbed follows different standards and has a distinct manifest structure, this tool is testbed-specific
and will be trained accordingly for each testbed.

5.3.2.3. API Caller Generator

The API Caller is a tool used by the LocIDLM agent to interact with testbed APIs for retrieving, creating,
deleting, and managing experiments. It is an executable program that requires key inputs such as the API
endpoint, request body, request type, and parameters to execute API calls effectively.

The LocIDLM agent is responsible for providing these input parameters. Specifically trained for each
testbed, it determines the appropriate endpoint and, if needed, generates the request body using the
Blueprint Generator tool. Once all required parameters are set, the LocIDLM agent invokes the API Caller
tool to execute the API call seamlessly.

For example, if the experimenter's intent requires only retrieving information using a GET request, the
LocIDLM agent will directly call the API Caller tool with the appropriate endpoint, as it is trained for the
specific testbed and its associated API specifications. On the other hand, if the intent requires creating an
experiment that necessitates a request body for a POST request, the LocIDLM agent will first call the
Blueprint Generator tool to generate the manifest. It will then use this manifest as the body of the POST
request in the API Caller tool to execute the request.

5.3.2.4.Global and Local LLMs

The Global Model is a sophisticated LLM embedded within the Portal Agent. It serves as the central
intelligence hub, equipped with knowledge about all connected testbeds and the experiments they support.
The Global Model is responsible for interpreting user requests, understanding their intent, and determining
the appropriate testbed to handle each request. It transforms simple user descriptions into detailed,
actionable instructions that the Orchestrator can execute.

In addition to the Global Model, each testbed is equipped with a Local LLM, a specialised version of the LLM
designed for the specific capabilities and requirements of that testbed. The Local LLM handles the fine-
grained details of executing requests within its testbed, ensuring that tasks are performed efficiently and
accurately.

The Global LLM can be built on advanced large language models, such as GPT-4, T5, or similar architectures,
that are fine-tuned to interpret user requests and map them to the appropriate testbeds. In contrast, Local
LLMs may be based on smaller, open-source models, such as Llama or Falcon, which are fine-tuned to the
specific domain and functionality of each testbed.

5.3.2.5. Chat Interface

The Chat Interface is the primary component of the portal agent, providing a user-friendly, conversational
platform for interacting with multiple testbeds. It enables users to describe service requests in plain
language, receive real-time feedback, and monitor request status without requiring deep technical
expertise. This interface is designed to simplify complex technical workflows and to make advanced
network services accessible to users without requiring deep technical expertise. When a user submits a
request, the interface forwards it to the Global Model, which interprets the request, identifies the
appropriate testbed, and initiates the necessary actions. In general, the chat interface is a user-friendly

©OSUNRISE-6G Page | 60




A= m—

D2.4 “Final SUNRISE-6G Overall Architecture” SUNRISE

graphical interface that helps users express service requests in natural language and receive feedback about
their status.

The Chat Interface will be implemented using standard web technologies and frameworks such as React or
Angular for the front-end, and with server-side environments like Node.js or Python-based back-ends for
handling requests and integrating LLM services. APIs from providers such as OpenAl or Hugging Face will
be leveraged to add robust natural language processing capabilities, ensuring a seamless conversational
experience for users.

5.3.3. Interfaces

The IDLM interfaces that facilitate the exchange of experiment intent between the global and local LLMs are
outlined in Table 14.

Table 14: List of Interfaces that Map to the Functional Architecture

Interface ID  Interface Description

I Corresponds to the interface of the portal agent hosted at the portal, used to handle
-P natural language queries from the SUNRISE-6G experimenters.
Corresponds to the interface between the portal agent and the LocIDLM agents, used to
Il forward natural language requests to the appropriate local IDLM agents within the
testbed.
It Corresponds to the interface to the testbeds, used by the LocIDLM agent to call each
- testbed’s API endpoint to activate the natural language intents.
Li Corresponds to the intent interface used for intent reporting.
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6. Conclusions

This deliverable contributed the final version of the SUNRISE-6G architecture, detailing the overall facility
design, the functional architecture of its main components, and their logical interconnection, initially
specified in D2.4.

The SUNRISE-6G facility is co-developed, deployed, and tested as a pan-European federation of 14 6G
testbeds, aiming to serve the diverse range of requirements of its members. To this end, the SUNRISE-6G
architecture is designed to offer a flexible federation solution that covers Cross-domain vertical deployment
via Camara APIs, a Federation of Al Plane and a joint Experimentation plane. Compared to D2.4, this
deliverable updates the Federation Architecture, which incorporates the Operator Platform and Al
federation mechanisms.

Moreover, the final functional architecture of the 6G Library components is reported, including additional
interfaces (e.g., for terrestrial-non-terrestrial coordination), and new components added (e.g., a UWB-
based E2 proxy). The Experimentation Plane has also been completed with a streamlined SSO system that
simplifies access and management across all actors. Collectively, these updates deliver a coherent, end-to-
end architecture ready to support SUNRISE-6G experimentation and federation at scale.
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The End.
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