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Executive Summary

Deliverable D4.3 provides the initial outcomes of SUNRISE' 6 0 xT1T OE 11 Ox1 AOEOQOEA
experimentation:

1. A multi-Radio Access TechnologfRAT) dual connectivity framework supporting integration
between NonTerrestrial Networks (NTN) and terrestrial 5G systems,

2. An ORANenabled Network Digital Twin (ONDT)is designed to enable intelligent, largescale, and
reproducible experimentation with disaggregated RAN architectures.

The first enabler introduces a standardsaligned architecture for flexible experimentation with integrated
satellite-terrestrial connectivity. This document presents a set of standard optionfr implementing this
type of multi-radio technology, and a specific combination is chosen for the implementation of the 6G
enabler. The proposed architecture leverages Multipath TCP (MPTCP), combined with satellite emulation
and terrestrial 5G components. Two independent implementationsdeployed at NCSRD (Greece) and
experiment are explained for both implementatiors, along with practical guidelines for executing the
experiment. Key functionalities to be supported and demonstrated in the functional tests of the SUNRISE
6G project include the ability to steer traffic across NTN and TN paths, perform latency and throughput
measurements, and enable experiment configuration via pragmmable Application Programming
Interfaces (ARs). These experiments lay a technical foundation for further enhancements and validation of
hybrid 5G/NTN communication systems. Initial outcomes of testing and validation of the enabler are
presented, along with an outlook on the next steps

The second enabler, the ONDT, provides a modular and virtualised environment for evaluating RAN
Intelligent Controllers (RICs) and Machine Learning (MLbased x/rApps. Its architecture supports both
Near-RT and NomRT RIC integration, a simulation/emulation layer, and wellefined APIs for
experimentation orchestration. Multiple simulator options, including both opensource and commercial
ones are presented and compared. Furthenoreh A B OI 01 OUPA EAO AAAT -RTAPI T U
RIC and potential future enhancementsare discussed. The ONDT facilitates experiment submission and
monitoring through the SUNRISEBG portal, supporting the realistic configuration and visualisation of
results. In particular, a set of reference use cases is defindtht specify the scope and expected capacities
of the ONDT. The current version of the ONDT enables eadiage testing and lays the groundwork for
future support of rApps/xApps and multi-vendor environments. A manual forthe deployment and
operation of this initial version is provided.

Together, these two 6Genablers contribute to the core objective of Work Package 4 (WP4): implementing
a 6G experimentation library that supports experimentation across heterogeneous infrastructures. While
this deliverable represents an initial milestone,it already provides mature architectural definitions and
early experimental results. Future updates (notably in Bliverable D4.6) will build on this work with
functional validations, improved integration, and expanded use cases.

©SUNRISEBG Page |9
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1 Introduction

This deliverable presents the initial outcomes of two foundational tasks (namelyakgk 4.4 and Task 4.5)
within the scope of SUNRISBG, WP4 [mplementation of 6G Library for experimenters) focusing
respectively on the enablement of muliRAT dual connectivity for NTN and terrestrial 5G access, and the
development of an GRAN-enabled network digital twin. Both efforts are designed to support advanced
experimentation capabilities andare integral 6G-enablersof the federated SUNRISEG infrastructure.

The first part of the report focuses on the design and development of all necessary components to &l
inter-Public Land Mobile Network (PLMN) NTNerrestrial connectivity in a controlled and costeffective
test environment. The architecture is broken down into its components and interdependencies, and the
initial implementation is documented. Two separate implementations in their respective testbeds are
presented, along with initial results fromexperiments performed in both sites.The second focus area of this
deliverable is the development of an €RAN enabled network digital twin, which serves as a virtual
environment for emulating and experimenting with disaggregated RAN architectures. The different layers
of the digital twin architecture are introduced, along with any internal and external APIs, as well as the first
implementation details.

As an initial report, this document lays the groundwork for future developments and functional validations
of the two 6G-enablers, which will be detailed in the final version of the deliverable, D4.6ue in Month 24
(December 2025) The outcomes presented here mark an important step toward enabling interoperable
and intelligent experimentation capabilities across heterogeneous network domains, lime with the overall
goals of the SUNRISEG project.

1.1 Mapping SUNRISE6G Outputs

The purpose of this section is to maghe SUNRISEBG Grant Agreemen{GA)commitments, both withinthe
formal Deliverable and Task descriptiosh ACAET OO0 OEA DPOI EAAO8 O OAOPAAOEOD
Tablel: Adherence to SUNRISES GA Deliverable & Tasks Descriptions

SUNRISE6G Respective
Task No. and | SUNRISEGG GA TaskDescription =~ Document Justification

Title Chapter(s)

This task develops key component;
for enabling Mult-rRATdual
connectivity between NTN and
terrestrial 5G in a cosefficient,
controlled test environment. A
Task 4.4 satellite emulator is integrated with
Multi-RAT Dual | the 6GSANDBOX testbed,
connectivity for | complemented by MPTCP proxies | Section2
NTN-terrestrial | and standardscompliant APIs
access following CAMARA guidelines. The
solution aligns with 3GPP
specifications and supports legacy
mechanisms like ATSSS to enable
flexible, interoperable
experimentation for 6G scenarios.

Section2 introduces the target
architecture for the NTN/5G
multi-RAT architecture and the
initial implementation.

Task 4.5 This task focuses on developing an
Design and O-RANenabled networkdigital
development of | twin to support advanced

Section3 Section3 presents the
architecture of the GRAN digital

©SUNRISEBG Page |10
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an GRAN experimentation within the twin, all its layers and the initial
enabled SUNRISEG federated environment implementation.

Network Digital | The digital twin includes an

Twin emulation platform and an GRAN

RIC stack, allowing the definition of
custom topologies, user mobility,
and traffic patterns. It leverages
opensource tools and exposes
interfaces to accommodate diverse
RICs and emulators, enabling
flexible and reproducible GRAN
related experimentation.

Deliverable Description

O $ ¢ Beport on NTN and OpeaRAN enablerg) 1 E OlfitiliRéport on inte-PLMN NTNterrestrial
connectivity and GRAN emulator

1.2 Deliverable Overview and Report Structure

The report begins with the executive summary of this deliverable, followed by Section 1, which introduces
the deliverable and situates it withinthe proper context of the project.

Section 2 focuses on the development of MUKRAT Dual Connectivity for NTNTerrestrial Access. It
provides an overview of the system architecture, detailing the NTMind TN components used intwo
experimentation testbeds, as well as the APIs designed to support experimentation. The section also
includes implementation details, early results, and validation steps.

Section 3 presents the design and early implementation of the ®AN Digital Twin. It begins with an
architectural overview and then delves into the emulation and RIC layers, covering multiple RIC
frameworks and simulator options,including both open-source and commercial options This section also
outlines the development of northbound APIs, initial deployment efforts, andummarises relevant use
cases and feedback from preliminary testing.

Section4 provides the conclusions, summasing the progress achieved in the initial phase of the 6&nabler
development and setting the stage for future work, which will be reflected in the final version of the
deliverable.
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2 Multi -RAT Dual Connectivity for NTN -Terrestrial Access

This section presents the initial design and development of a MWRAT Dual Connectivity framework

enabling seamless integration between NTMNd terrestrial 5G systems. It explores different convergence
architectures, highlights thepossibleexperimentation setupsto beadopted within SUNRISEBG, and details

the implementation steps taken torealise a flexible, interoperable testbed environment for future 6G

experimentation scenarios.

The integration of MPTCP in duatonnectivity TN-NTN environments presents unique challenges,
particularly in delay management and path characteristics optimization. The main complexity arises from
the clear differences between terrestrial and satellite ptns, where delay variations can range from tens of
milliseconds in LEO configurations to hundreds of milliseconds in GEO deployments. This time difference
has a significant impact orpath quality assessment and scheduling decisions. Terrestrial paths typically
show lower latency but suffer from bandwidth changes due to network congestion and environmental
factors, while satellite links offer more stable bandwidth at the cost of muchigher latency. This creates a
complex optimization challenge where traditional MPTCP scheduling algorithms, designed primarily for
terrestrial networks with similar path characteristics, might become less effective. The scheduler must
consider multiple important factors simultaneously: the stability and predictability of links, latency, the
potentially unstable nature of the links, andapplication-specific requirements for latency and throughput.
This integration of different network types requires the development of new strategies for mutRAT dual
connectivity for NTN-TN access that can adapt to the unique characteristics of hybridrrestrial -satellite
networks.

2.1 NTN Integration within 5G/6G TN -NTN Convergence Experiments

While NTNs have been under consideration since 3GPP Reledéethe complete realsation of a 5G/6G TN
NTN will involve a phased approach where distinct interconnection, integration, and convergence
opportunities will be established Today, NTNs and their terrestrial counterparts are stilargely considered
two distinct systems that not only follow their evolutionary trajectories but also comprise different
stakeholders and operators. From an architectural perspective, distinct integration models can be
instantiated through various options, each offering differentlevels of seamless integration, security,
trustworthiness, and performanceThe following subsectionsdescribe different optionsin which NTN can
be part of a 5G/6G system, therebgxtending the capabilities of the User Equipment (UEWith a 5G
compatible Satellite interface.

2.1.1 Interconnecting Distinctly Operated Networks

Satellite and mobile networks are developed, implemented, and operated as completely distinct networks,
interconnected via ground stations that serve as gatewayd] . This has been thereferred deployment
model for more than two decades to provide satellitdbased Internet, in which the satellite network relies
on border gateways (also referred to as access gateways) to interconnect with the terrestrial networf)

[3] . This satelliteground topology does not offer any kind of convergence between the satellite network
and 5G/6G ecosystem, other than enabling IP connectivity and allowing devices from one networking
domain to communicate with devices in the other.

Satellite -Ground Topology over the Internet: Nowadays, TNNTN integration relies on a thin
interoperability layer which builds upon:

(@ native IP-based communication systems, allowing themto communicate using standard
Internet protocols transparently;
(i) border gateways responsible for required protocol adaptations.

As depicted inFigure 1, both5G and Satellite networking domains are connected via a border gatewaych
as an Internet Exchange PointThis gateway acts as the point of interconnection between the two distinct
networking domains;therefore, network traffic must traverse the Internet itself to establish IP connectivity
between devices operating within these separated domainkor example, and to the best of our knowledge,
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some commercially available satellite network$iavedeployed several ground stations across the globe that
act as a logically distributed border gateway betweetheir satellite network and the terrestrial Internet [4]

[5] [6] .

5G

Services
K

Satellite | PLMN
As i AS 5G Data

Netwark
q Satellite Data Integcot"nec/tion
Network ySLei N

Satellite UE RAN Y
Internet
Services

«———> Data Flow (IP-based Flow)
Figure 1: Option A: Interconnectionf 5G and Satellite Networks over Data Network

Interconnecting via Roaming: Roaming is a key feature in today's mobile networkgsit enables seamless
connectivity between networks of distinct domains[7] . The predominant usage is more commonly
manifested in crossborder scenarios, wherea device travels outside the coverage area of its operator (i.e.,
home network) and must connect to available networks governed by another operator (i.e., visited
network). Naturally, roaming can also be applied to interconnect 5G/6@nabled satellite netvorks with
existing 5G/6G terrestrial networks [8] , similarly to what happens already for the 5G Public Network
Integration with Non-Public Networks (PNFENPN)[8] .

As depicted inFigure 2, a 5G Capable Satellite UE is served by a Visited User Plane FunctiedR¥) in the
visited network, which then either establishes a connection with its Home User Plane Function-(BPF) in
the home network or performs local breakout to route data traffico an Internet or directly to the Visited
Data Network. In addition, both domains have separate control planes, which interact with one another to
exchange control plane information and signding between the home and visited networks (e.g., for
registration and authentication as well as data path configuration). Note that roaming interconnections
between a 5G/6G system and a legacy (i.e., nbfs) satellite system might be possible (e.qg., follomg similar
approaches as described for the integration of LA®VAN and 5G ifj10] ) although this would require ad
hoc mechanisms in place and several modifications in both the satellite and 5G control planes.

5G 5G
5G CORE 2ervices : Senklees 5G CORE
! 1 " PLMN #1 | PLMN #2 ]
: : 5G Data AS AS 5G Data :
1 1 Network . Network I
: 1
’ Intercor:inel:tion
g | V-UFF S——Systemi—— =A| H-UPF
Satellite UE RAN
(5G-capable) Internet
Services

€ Data Flow (IP-based Flow) (@) PDU Session  (__[) Radio Bearer (@) NG-UTunnel (__ () Inter-PLMN User Plane Security

Figure 2: Option B: Interconnecting via Roaming

©SUNRISEBG Page |13




,,,,, Ol

$ w8y ®RppbrEod HTAIand Open RAN enablers" SUNRISE

2.1.2 Interworking as a non -3GPP Access Network

In the mid-term, the interworking of satellite networks with terrestrial 5G/6G systems can explore already
established mechanisms to leverage untrusted or trusted neBGPP access networks, significantly
expediting the integration process and minimsing infrastructure development costs. Despite providing a
seamless interworking, the following two approaches still keep the satellite network decoupled and isolated
from the 5G/6G system, where intermediary gateways facilitate the communication and inteperability
between the two networking domains. They achieve this by adapting and translating protocols, security
mechanisms, Quality of Service (QoS3nd mobility management, among others

Untrusted non -3GPP Access Network:If the satellite network is not managed by the same operator of the
5G/6G network, it can still be integrated by relying on existing 5G/6G mechanisms to interwork with
untrusted non-3GPP Access Networld.1] . This architectural option considers the existence of a NeBGPP
Interworking Function (N3IWF) entity to act as the intermediary gateway towards the satellite network
(i.e., the untrustworthy non-3GPP domain]12] . Such an approach has already proven itself as fundamental
in the adoption of 5G NPNs for vertical domains that exploit heterogeneous access networks (e.g-Fi¥by
means of the N3IWF[13] . Additional security mechanisms between the Satellite UE and N3IWF are
required [14] , including the adaptation of access and authentication protocols for the neBGPP access
network and the establishment of secure tunnels for the control and data planes. As depictedFigure 3,
the N3IWF acts as a gateway towards the core network, translating the protocols and sifjiray messages
between 3GPP and noi3GPP domains. Finally, this interworking optiorenablesextending the coverage of
the 5G/6G system while supporting seamless handovers across heterogeneous access networks, and
interoperability with legacy devices and network technologies.

5G

5G Dafa
Networ!
Interconnectlon
\ System/ ~ ) N3IWF f UPF
— - (Wt

Satellite UE /

(5G-capable) Internet
Services
<——> Data Flow (IP-based Flow) @D PDU Session @D NG-U Tunnel (1D IpSec Tunnel

Figure 3: Option Cintegrated 5G System and Satellite Networks via N3IWF

Trusted non -3GPP Access Network: In case the operator of the 5G/6G network is also in charge of
operating and managing the satellite access network, the previous architectural option can operate in a
trusted mode [15] . To do so, the N3IWF is replaced by a Trusted N8GPP Gateway Function (TNGF), as
depicted inFigure 4. Additionally, and likewise to Access Gateway Function (AGF) and Trusted WLAN Inter
Working Function (TWIF), which areoptimised functions specifically tailored for, respectively, Wireline
and Wireless Accesg16] , an equivalent trusted function for Satellite Access can also be devised and
available in the future. One of the main differences between the TNGF and Adlike functionsis the support

for 5G-capable and nor5G-capable UEs, respectively. In addition, Lay& (L2) authentication is tied to a
key derived from 5G core authentication. Thus, Satellite L2 security mechanisms are enforced, avoiding the
need for additional securetunnels (i.e., IPSec tunnel with no encryption) between the UE and the TNGF.
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5G
Services 5G CORE

5G Data
Network
Interconnectlon
\ System/ ~ TNGF — UPF
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I' W LY

Satellite UE /

(5G-capable) Internet
Services

<——> Data Flow (IP-based Flow) (@) PDU Session @D NG-UTunnel  (C_{) IPSec Tunnel {no encryption)

Figure 4: Option D: Integrated 5G System and Satellite Networks via TNGF
2.1.3 Convergence as a 5G RAN

In the long term, the satellite network can be envisioned as a nati&5/6G RAN where the Next Generation
Node B (gNodeB/gNBBase Station (BS¢apabilities can be hostean the satellites and/or ground stations
indistinctively. This architectural option offers a full convergence between the satellite networks and
terrestrial 5G/6G systems, enabling seamless connectivity, but requiring conformity with radio resource
management connection and mobility management, security, and QoS procedures as defined by 3GPP.
Smaller variations of the following architectural option are alsopossible if a gNB functional split is
considered[17] ,where, for example, the gNBDistributed Unit (DU) is hosted on moving satellites, and the
gNB-Central Unit (CU) is hosted on static nodes ground stations[18] . Nevertheless, these are out of the
scope of this work.

Ground Stations as gNB: Whenever ground stationshost the gNB functionality[19] , the satellite network

is used as the radio interface towards the 5G Capable SateH#nabled UEs. In doing so, the satellites
themselves serve asrelay points that extend 5G coverage, and are limited to actiormich asfiltering,
conversion, and amplification of radio frequencieg20] (similar to their operation as the transparent or
bent-pipe model). As depicted irFigure 5, the full set of gNB functionalitiess hosted in the ground stations,
and the satellite networks simply echo back any received signal without baseband processing. Such an
approach would severely limit the satellite network's capacity to implement additional capabilities on
board the satellitesthemselves. Nevertheless, this approach may prove valuable for developing scalable and
reliable systems by offering an intermediary node that is easier to extend and scale. Additionally, it provides
a geographically fixed reference point within the sateite domain.

5G CORE
: 5G
1 Services
1 /
L]
UPF 5G Data
work
Satellite UE RAN "
(5G-capable) (GSas gNB) Internet
Services

“——> Data Flow (IP-based Flow) @) PDU Session (___[) Radio Bearer (@) NG-U Tunnel
Figure 5: Option E: Integrated 5G System and Satellite Networks via Ground Station gNB
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Satellite as gNB: Alternatively, a full functional gNB can be placed on the satellite itself as paylo§2il] ,
thus capable of performing demodulation/modulation, encoding/decoding, routing or other predefined
actions (similarly to their operation asaregenerative model). Despite an overall increase in complexity for
the satellite payload, this minimses controlplane signalling that needs to be relayed to the ground. As
depicted in Figure 6, the gNBs are available on satellites, which become responsible for radio
communication with the UEs (e.g., radio transmission/reception and beamforming) as well as for the
mobility management procedures (e.g., coordination of the handovers). Unlike theqvious approach, this
allows the satellite network to implement Satellite Computing infrastructures that can be used hostboth
Network Functions (NFs)and third-party applications.

5G CORE
: 5G
1 Services
I A
L]
UPF 5G Data
Nétwark
Satellite UE RAN
(5G-capable) (Satellite as gNB) Internet
Services

&> Data Flow (IP-based Flow) (@) PDU Session (C_[) Radio Bearer (@0 NG-U Tunnel

Figure 6: Option F: Integrated 5G System and Satellite Network via Satellite gNB
2.2 Architecture of the Multi -RAT Dual Connectivity Enabler

The options listed in Sectiom2.1 pave the way for alignment with 3GPP specifications and support legacy
mechanisms like Access Traffic Steering, Switing, ard Splitting (ATSSS) in an 5G/6G TNTN
ConvergenceEnvironment. This enables flexible and interoperable experimentation for 5G/6G scenarios,
ensuring that new developments are builtupon a solid foundation of established standards and practices.
By leveraging these established mechanisms, researcheend developers can explore innovative
approaches to network design and optimisationfostering a seamless transition from current technologies
to future advancements.

In SUNRISEBG, Option As being adoptedand implemented through two novel approaches to advance the
development of Multi-RAT Dual Connectivity for integrated NTNTlerrestrial access, marking a significant
step forward in testing and experimentation in this domainIn the setupdescribed in Option A the UE is
capable ofcommunicatingwith both the satellite and 5G Terrestrial Network (TN) via its dedicated network
interfaces, allowing for seamless integration and enhanced connectivity across tworpletely disjoint
networks. This dual connectivity approach ensugs that the UE can maintain robust communication links,
even in challenging environments, by dynamically switching between satellite and terrestrial networks
based on the selected scheduling algorithm.

As mentioned in the introductory section, the two 6&nablers discussed in this document are associated
with specific experiments under Functional Tests, as detailed in D2[22] . Thus, a key differentiation
between the two approaches of the MultRAT dual connectivity enabler lies in their integration with the
experimentation framework. The first approach is tightly coupled with experiments managed through the
project's adaptation framework and experimentation portal, enabling dynamic configuration and redime
performance monitoring. In contrast, the second approach is a stdalone setup and is not coupled with
any experimentthrough the adaptation framework and the portal of the projectBy following this approach,
baseline results that provide a more profound understanding of future implementations of the remaining
options are being obtained This foundational knowledge is crucial for refining and expanding the scope of
the project, even though these additional options are outside the current project's scope. Establishing a
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clear baseline allows researchers to identify key performance metrics and potential areas for improvement,
guiding the development of more sophisticated solutions in subsequent phases of the project

In this context, Figure 7 illustrates the Multi-RAT Dual Connectivity for NTNerrestrial access enabler and
its integration within the overarching general architectureof the experimentation framework provided by
the SUNRISESG project The enabler is implemented as a functional block deployed on top of the Athens
testbed. This architecture defines the baseline functionalities for the enabler while supporting
comprehensive experimentation capabilities.Within the Athens Testbedaset of core componentdiandles
the actual deployment and execution of experiment$rom bottom to top, theinfrastructure layer includes
the 5G components and all the physical equipment that is involved in theserall setup. The Experiment
Orchestrator coordinates experiment lifecycles by interacting with a dedicated Database (DB) for storing
and a Monitoring system for realtime feedback.As development progresses, the storage axperiments
will be shifted to the central databaseas part of the SUNRISEG Experimentation portal. The enableris
closely integrated with the experimentation orchestrator, which manages experiment executioimcluding
start/stop operations, AT A AAAEI EOAOAO OEA Al 11 AAOGEITT 1T &£ PAOA
duration.

The Infrastructure Southbound Interface (Infra SBI) ensures lowevel communication with the
infrastructure components, including OpenNebulan which the dedicated components have been deployed

Serving as theinteraction point between the Experiment APl and the underlying infrastructure, the
Northbound Interface (NBI) Layer provides an upwardfacing endpoint that supports the orchestration and
management ofsystem components throughthe Experimentation-as-a-Service APIl. This API supports
essential functionalities such as experiment creation, monitoring, and control, providing seamless
programmatic access to the testbed capabilities through the adaptation frameworkinally, the adaptation
framework connects the portal of the SUNRIS&G project with the underlying experiment supporting the
selection, executionand monitoring of the experiment.

|
1
: SUNRISE-6G Portal
1
: Adaptation Layer

Experimentation-as-a-Service API

“‘ Enabler’s API

Experiment
Orchestrator

Multi RAT connectivity NTN-TN

—
@

Infra SBI

OpenNebula

Figure 7: Architecture of the MuliRATDual Connectivity Enableand its integration with SUNRISBEGComponents

The following sections 2.3 and 2.4, describe the two approaches foimplementing the Multi-RAT dual
connectivity NTN-TN enabler.The first approach, deployed in the Athens testbeditilises a physical UE
device connected through the Amarisoft & RAN ad Core, and incorporates the OpenSAND emulator to
model the NTN segment. The second approach, implemented at the Siemens premises, employs UERANSIM
to emulate the UE, Open5GS as the 5G Core network, and leverages the NTN Edge Cloud System Emulator
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for the NTN component. In both setups, the MRJP proxy isbased onLinux in-kernel integration, enabling
the efficient management of multipath traffic acrosglifferent network links.

In terms of the current State of the Art (SoTA), most existing solutions have predominantly relied on
simulation-based evaluations[23] [24] [25] . While these approaches are valuable for early-stage
assessments, they often failn capturing the complexities of realworld deployments, such as hardware
variability, integration issues, and runtime dynamicsof a physicd infrastructure. To address these
limitations, our approach advances beyond simulation by leveraging a real testbed setup that incorporates
physical devices along with diverse software environmentsin our approach the use of diverse hardware
and software components across the two testbed setups allows for a more robust evaluation of the Multi
RAT dual connectivity solution. By combining both physical and emulated UEs, as well as commercial and
open-source 5G Core an®AN implementations, the testing frameworkaimsto address the gap often found
in homogeneousvalidation environments This heterogeneity allows theenabler to be assessed under a
broader range of deployment scenarios. Moreover, thatilisation of both real and virtualised elements
supports testing in hybrid configurations, facilitaing a comparative analysistowards the performance.

2.3 Multi -RAT Dual Connectivity for TN-NTN Integrated Setup for Functional
Tests

Figure 8 depicts the functional architecture of thenitial implementation of the Multi -RAT dual connectivity
for NTN-TN enabler, which is implemented in SUNRISEG and will be usedor functional test evaluations

At the core of the system, the MPTCP software supports multipath communication and manages traffic
routing across the different network paths, namely the TN and NTN. For network performance evaluation,
the iperf utility is employed. The iperf client geerates traffic on one end of the networkIn contrast,on the
other end, the iperf server receives the traffic and records core network performance metrics (throughput,
latency, and jitter). To conduct the scoped network topology and implement a dual connectivignd-To-
End (e2e) experiment, traffic between the two iperfagents is steered over two paths. One patitilises 5G
connectivity, where the data plane starts from the iperf client, passes through an Amari gNB (next
generation NodeB), and then through the 5G UPF (User Plane Function).

The other path is an emulated satellite path, implemented using the OpenSand emulator. The NTN emulator
consists of three components: the Gateway (GW), the Satellite (SAT), and the Terminal (ST), each deployed
in a dedicated virtual machine (VM). Traffics routed between these components. While all OpenSand VMs
provide an API to start or stop them, the satellite component (VMIso allows for configuringthe orbit type,
which affects network delay. MPTCP (Multipath TCP) software, built on OS kernels adapter this purpose,

is used on both ends of the network. It splits traffic just after the iperf client, directing ver the two paths

On the receiving end, it properly collects, assembles, and forwards TCP streams to the iperf server.
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Figure 8: Topology of the MultRATDual ConnectivityNTN-TN enabler in the Athens testbda6]
2.3.1 Components

The building blocks of the firstimplementation (prototype) towards the Multi-RAT dual connectivity
solution presented above are broken downwvith detailed descriptions in the following subsections.

2.3.1.1 MPTCP

In this setup, an MPTCRnabled kernel was deployed on a Raspberry Pi 4 to enable simultaneous use of
multiple network interfaces for improved reliability and bandwidth aggregation. The custom MPTCP kernel
was compiled and installed to replace the defaulRaspbian kernel, allowing the Raspberry Pi to establish
and manage multiple TCP subflows across the two network paths.

To enable MPTCP for the specific application, the tool mptcpize was used. This utility allows applications to
utilise MPTCP instead of standard TCP by dynamically intercepting library calls and modifying socket
creation to set the MPTCP protocol number, so in that senseenforced the topology running with MPTCP.
iPerf, the tool selected for performing the network measurements, leveraged the capabilities of mptcpize to
force traffic to split across both paths (5G TN and emulated NTNJigure 9 demonstrates that MPTCP is
enabled and running on the Raspberry Pi. The system information shows that the kernel supports MPTCP,
and the relevant configuration settings indicate that MPTCP functionality is active. Additionally, the list of
available network protocols includes MPTCP, confirming that it isappropriately integrated and is
functional.

cat /proc/

1

cat /boot/config-$(uname -r) | grep MPTCP
CONFIG_ =y
CONFIG_INET_! _DIAG=m

10.220.18
ESTAB ©

ESTAS ©

Figure 9: OutputShowingMPTCRCapacitiesby using mptcpize
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2.3.1.2 OpenSAND SatelliteEmulator

As illustrated in Figure 10 the overall architecture of the Satellite Emulator has been implemented using the
OpenSAND platform, integrated on top of the Athens testbed. This integration enables a realistic evaluation
of NTN-TN interoperability scenarios, with support for MPTCPbasdal traffic steering mechanisms. The
experimental topology, as described in Sectio.3, establishes a duatonnectivity setup in which both
terrestrial and non-terrestrial links are simultaneously accessible by the UE. Traffic is dynamically split or
switched across the two paths by leveraging MPTCP functionality.

The OpenSAND components are deployed as VMs within an OpenNebuknaged cloud environment. Each
emulated satellite component namely, the Satellite Terminal (ST), SAT, and GWs instantiated as a
dedicated VM. These VMs are automatically launched and configured during the experimanitialisation
phase using dedicated automation scripts, which define the required IP addressing and interconnection
logic.

Open VM = infolysis @ OpenNebula
& s & infolysis - @ Open
Nebula

Dashboard T
Instances

= M 1D Name Owner 4 Group Status Host IPs Charter
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Figure10: OpenSANEmulator Components Deployed the OpenNebuldnfrastructure of the Athens Testbed
2.3.1.3 5G-NR components

The TN part is implemented using the Amarisoft callboxa(l-in-one), which integrates both the 5G NR and
5G core functionalities. The UE, equipped with a 5G Raspberry Pi Communication HAT, implements the
MPTCP client and connects to the Amarisoft RAN using a dedicated SIM card. Traffic is routed to the MPTCP
proxy, which is hosed within the OpenNebula virtual infrastructure of the testbed. The equipment that has
been utilised for the UE is the 5G communication HAT, adopts SIMCom 5G module SIM820BRA
supporting 5G SA networking and data rates up to 2.4 Gbps Dowlink (DL) / 508bps Uplink (UL) and is
based on Qualcomm snapdragon X55 platform, with multimode multi band support. The baseboard features
a standard M.2 connector, allowing it to support various 5G communication modules that use the M.2
format. The module connects viaan M.2 Key B interface and is mounted on a HAT board, enabling
connectivity to the Raspberry Pithrough USB 3.0. This setup ensures higiheed data transmission between
the module and the Pi. The hardware components comprising the UE are shownFigure 11. On the left
side of the figure, the 5G HATalong with the 5G NR moduléas displayed Onthe right side, the board is
shown attached to the Raspberry Pi, integrated with the 5G NR module.

©SUNRISEBG Page |20




$ w8y ®RppbrEod HTAIand Open RAN enablers" SUNRISE

] ms

PR

OFF
1
@ | gi,
[ #
o il Qw Ei
= - l
—= ) @oEdes

52.00mm »

B
SIMB200EA-M2

sz

(30.00mm

SRR 5
1 MRG0 Waveshare lf'

éfl:iXXXX-MZ 4G/5G HATI

191 191 lol@ IO £ 101

Figure11: 5G HATHardware Components

The overall setup, including both the UE and the 5G Core shownin Figure 12. The 5G access network is
implemented using the Amarisoft stack, which provides both the gNB and UPF functionalities. The UE,
integrated with the 5G Communication HAT enables 5G NR connectivity. The UE connects wirelessly to the
Amarisoft gNB, which handes the radio link and forwards userplane traffic to the UPF. From there, traffic

is routed towards the OpenNebula virtual infrastructure which hoststhe MPTCP proxy and the iPerf3
server. This setup establishes the complete 5G data path between the UE and the server through the
Amarisoft components.

Figure 12: Amarisoft callbox (gNB) and the servers hosting the GGre in the Athens testbed
Table 2 describes the radio configuration for the Amarisoft 5G deployment in the Athens testbed.

Table2: Radio Configurations for Amarisoft

Parameter Value
Band n78, ARFCN 632628, 3489.42 MHz
Mode TDD
Bandwidth 50 MHz
Carrier Components 1 carrier
Multiple -Input Multiple -Output (MIMO)-layer 2T1R DL
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MIMO Mode 2X2
Subcarrier-spacing 30 KHz
UL/DL slot ratio 7 DL slots, 2 UL slots, 1 special slot

2.3.1.4 Orchestrator

The experiment orchestrator serves as the central point of access for platform capabilities. It exposes a
coherent API to the adaptation framework, enabling its integration within the SUNRIS&S portal. The
exposed API has two main functions: it reports the availability of the underlying platform and the available
experiments, and it provides endpoints to start the experiment and retrieve its status. As its name suggests,
the orchestrator is responsible for configuring all experiment components according to the experimenter's
requests, executing the experiment, and reportingthe results. The interaction with experiment
components, such as NTN adaptation, MPTCP configuration, and iP&fbased on API access. Once thié
components are configured according to the parameters provided by the experimenter and have reported
their availability, the orchestrator triggers the iperf client to generate traffic towards the server.
Periodically, at short intervals, the orchestratorcollects the experiment results and reports them back to
the calling application, which is the Adaptation Famework.

To initiate an experiment, the orchestrator issues a POST request to the dedicated endpoint
(http://10.220.2.57:8000/experiment - API details are provided in the Experimentation API sectignwith
a JSON payload containing all necessary configuration parameters for the experiment to run.

2.3.2 Interfaces

The interfaces of the Mult#RAT dual connectivity enabler can beategorisedinto two groups (Table3). The
first group consists of interfaces related to SUNRIS&S, including the APIs that interact with the SUNRISE
6G Adaptation Framework. The second group consists of internal configuration APIs, which are responsible
for managing the experimentation pra&esses and coordinating the internal operations required to execute
the experiments. The following sections provide a detailed description of each group of APIs and their
respective functionalities.

Table3: Interfaces of the MultRATDual Connectivity Enabler

Interface ID Interface Description

SUNRISESG-Experiment Testbed experiment exposing APls

SUNRISE6G-Testbed Testbed availability and capabilities exposure

2.3.2.1 OpenSAND APIs

To facilitate configuration and monitoring within the OpenSANBEmulator, a set of dedicated APIs has been
developed. These APlgnable users to perform key operations, such as initialising the three core machines,
selecting the satellite type (which affects network delay), and managing capacity distribution between the
two-communication links. The available APl endpoints and their corresponding Hypertext Transfer
Protocol (HTTP) methods are provided inTable 4.

Table4: OpenSAND APIs

REST
Method

Resource URI Description

POST | /opensand_api.php?action=start Start the gateway VM

1 https://www.opensand.org/
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POST | /opensand_api.php?action=start Start the satellite VM
POST | /opensand_api.php?action=start Start the terminal VM
POST | /opensand_api.php?action=stop Stop the gateway machine
POST | /opensand_api.php?action=stop Stop the satellite machine
POST | /opensand_api.php?action=stop Stop the terminal machine
GET lopensand_satellite.php?type=LEO Retrievethe status mode for the satellite
GET /opensand_satellite.php?type=MEO Retrievethe status mode for the satellite
GET [opensand_satellite.php?type=MEO Retrievethe status mode for the satellite
[network_bandwidth.php?bandwidth5g=3& | Retrieve results for bandwidth allocation per
GET ; ~
bandwidthntn=7 channel
[profile/element_value?element=delay_value| Retrieve the value of a specific element file
GET ; - )
&entity type=st based onthe entity type

The figures below provide indicative examples from Postman, where the actual body of the API is displayed.

Figure 13 specifically shows the API used for starting the OpenSAND machines, wtitigure 14 illustrates
the API used to stop the OpenSAND machines, respectively.

i Start Gateway ~

GET w http://10.220.2 63 /opensand_api.phpPaction=start
Params e Auth Headers (7) Body Scripts Settings
Query Params
Key Value
action start
Body ~ #1) 200 OK
{} JSON ~ > Preview  {Q Visualize -
1
2 success": "Opensand started successfully
k] "pid": "37i1818"

Share

Cookies

Description «s  Bulk Edit

i) Save Response  eee

18ms - 254 B

= bQe&

Figure 13: API call used to start OpenSAMIxachines
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i Stop Gateway w Share
GET w http:/f10.220.2.63/opensand_api.php?action=stop “
Paramse Auth Headers (7) Body Scripts Settings Cookies

Query Params

Key Value Description =+ Bulk Edit
action stop
Body v ¥L) 200 OK 74ms - 239B -ﬁ' Save Response  eoo
{} JSON + > Preview {9 Visualize ~ = o G @
1 4
2 "success": "Opensand stopped successfully"
3

Figure 14: API call used to stop OpenSANRchines

Figure 15 displays the bandwidth allocation between the two channels, TN and NTN, as defined in the
Postman API. It provides a detailed view of how the bandwidth is distributed and managed between the
two networks, showcasing the API's role in facilitatinghe capacity of the channels.

|_-1n5 Set Bandwidth (5G=3, NTN=7) R Share
GET v httpz/10.220.2.52/network_bandwidth.php?bandwidth5g =3&bandwidthnt m
Paramse  Auth  Headers (7) Body Scripts  Settings Cookies

Query Params

Key Value Description «s Bulk Edit
bandwidth5g 3
bandwidthntn 7
Body v ¥1) 200 OK 726ms - 255B -ﬁ' Save Response eee
{} JSON ~ > Preview f_@ Visualize = rlj Cl (?
14
2 "success"! "Metwork modes set with bandwidths: 5G=3, NTN=7
3

Figure15: OpenSAND API call f@onfiguring Bandwidth
2.3.2.2 Experimentation APIs

As explained earlier, the experiment orchestrator exposes an API thptovides information on both the
testbed's status and the available experiments, as well as requeste execution of an experiment with
specific parameters. These parameters include traffic division between the NTN and 5G paths, the type of
NTN, which is defined by specific parameters (e.g., NTN delay), and iPerf parameters. The exposed
endpoints and their corresponding HTTP verbs are listeth Table5: Endpoints exposed for muliRAT TNF

TN Experimentation.
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Table5: Endpoints exposed for mWRAT TNTTN Experimentation

Resource URI Description

GET /sunrise6g/availability/testbed Retrieve testbed availability

Retrieve experiment name, status (availability
to be executed) and parameters which aré

GET /sunrise6g/availability/experiments expected inthe POST body for proceeding td
execute it.

GET /sunrise6g/experiment/status?exp_id=ID | Retrievethe status of the experiment

POST | /sunrise6g/experiment Start experiment

Additionally, Figure 16 shows the Swagger Ul, which provides an overview of the API, including both the
implemented endpoints and the models used within them.

QD C

MPTCP network performance orchestrator

Orchestrate network performance based on iPerf

availability ~
= /sunrisebg/availability/testbed GetTestbed Availabiity v
/sunrise6g/availability/experiments GetExperiments v
experiment ~
/sunrise6g/experiment/status Get Experiment Status v
POS] /sunrise6g/experiment Create Expeniment v
Schemas A
Experiment » object
ExperimentParameter »
ExperimentParameters > object
ExperimentRequest 3 object

ExperimentResponse > object
ExperimentStatus »
ExperimentStatusResponse > object
HTTPValidationError 3 object
TestbedAvailabilityResponse » object

ValidationError » object
Figure 16: Overview of the MPCTWetwork Performance OrchestratoAPI calls

The Adaptation Framework can access the above endpoints to retrieve and forward towards the portal
information of the testbed. Initially, A ' %4 OANOAOO O1 OrO001 OEOAQeCTAOAEI A
the status of the testbed. In case a component is not properly functional (e.g. NTN emulator VMs are down)
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it will report negatively. Otherwise, it returns a positive (true) response. Subsequentlya GET request to

OT 001 OEOA9CTAOAE]I AAEI EOUTAGPAOEI AT 006 xEI 1 OAAAEOA
experiments and all required parameters for a subsequent call for their executiorCurrently, one
experiment is underway, namedd. #32$ - 04#0_ . 4. v' 08 4EA OAODPITOA O
full list of all parameters needed to conflgure thebehaviour of the NTN MPTCP and iPerf components.

Beyond teir name, as expected in POST body object, their type, range or predefined values are provided in

the response. Part of the respons@&s shown in thefollowing figure (Figure 17), clearly indicates the type

of information provided to callers of this endpoint.

{
“name"

“param
{

"name": "n

"max" :
"unit":

)
"min":
“max" :
"unit":

1

Figure 17: List of Parametersand their Predefined Valuefor the Configurationof the Experiment

The most crucial endpoint is the one which proceeds to request the experimettinfiguration and execution.

AEEO EO OO0ODPDPI OOAA AU OEA AT APT ET O O7wWih epecsingher AobA
body all the parametersthat will clearly define the behaviaur of the testbed experiment. These parameters

are divided into 3 parts, eactof which addressesa component of the experiment

©SUNRISEBG Page |26




$P8x

{
"exp_id": "string”,
"callback url”: "https://example.com/",
"parameters”: {
"protocol™: “udp”,

"window size": "64K",
"loops”: 2,
"duration": .
"ntn_orbit_type": "
"ntn_bandwidth":
"cell bandwidth”:

Figure 18: Example oExperiment Configuration Parameters

The "ntn_orbit_type" parameter defines whether OpenSanadlill emulate a LEO, MEO, or GEO NTN network.
The OpenSand APIs, running on the three VMs (Termin8lAT, andGW), are called to start the emulation,
and the orbit type parameter is provided.

The "ntn_bandwidth" and "cell_bandwidth" parameters are used to set the traffic steering accordingly. APIs
are accessed in the MPTCP proxy and client (s€igure 18) to configure traffic allocation between the two
paths. The MPTCP proxy and client, under the hood, use kernel tools to manipulate traffic control settings
(e.g., tc) to set kernel parameters.

Once the above APIs have been called and thus the intended topology has been configuRestf client and
server APIs are called to set the experiment execution loops, their duratiomnd TCP window size
("window_size", "loops", and "duration" parameters) and then kick start the experiment.

The orchestrator periodicallyh A OAOU OA O @dl€dis thd résult® @&nd feporsiback to the caller
(adaptation framework). Additionally, every time a change in the status of the experiment occurs (e.g.,
AEAT CAO OI OOAOGOO 0001 1 Ethe@mHestrioEdptatedtheccallerOAT | BT AOAAG T
The endpointfor sendingresults and updates to the calling applicationi(e., theAdaptation Framework) is

specified in the execution requestvia the callback url parameter.Additionally, the experiment ID is

provided usingthe exp_id parameter which servesas areference forthe reporting.

The relevant endpoints associated with thé\daptation Framework are as follows:
1 Data collection:http://62.217.72.78:8080/sunrise6g/experiment/data

Experiment status updateshttp://62.217.72.78:8080/sunrise6g/experiment/status . At the time of writing
this deliverable, the integration with the adaptation framework has undergone an initial round of testing
and validation, during which the experiment configuration parameters and the testbed status were
successfully collected.

Figure 19 below reflects the sequence diagram of the process. The process begins with the Adaptation
Framework interacting with the Experimentation API of the enabler to check whether the testbed is
available. Itachieves this by querying the testbed status and retrieving a list of supported experiments,
along with their parameter schemas Once the framework selects and configures the desired experiment
(including parameters like orbit type, bandwidth for satellite and cellular links, TCP window size, and
duration), it sends this configuration via the API. The Orchestrator theapplies this configuration to the
underlying testbed infrastructure.

Next, OpenSAND emulator initiates the emulation based on the selected orbit type and configures the link
characteristics (e.g., bandwidth for satellite and 5G). It then sets the experiment parameters and starts the
traffic flow. During the experiment runtime, periodic updates are sent back from the testbed to the
adaptation framework via a callback URL. These updates contain the metrics and status information. Once
the experiment concludes, a final status update (e.g., "completeat' "failed") is sent,indicating the end of
the workflow and the process that follows The project source code is hosted dhe ISI project github repo

at https://github.com/SMARTECH-1SI-Athena/Multi -RAT-Dual-connectivity-for-NTN-terrestrial -access
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OpenSand
Adaptation Framework Experimentation AP| Orchestrator | | (Terminal, Satellite, Gateway) | | MPTCP Proxy & Client | | iPerf Client & Server

GET /sunrise6g/availability/testbed

>

'€ Testbed status (true/false)

GET /sunrise6g/availability/experiments

< Experiment list + parameter schema

POST /sunrise6g/experiment
(exp_id, callback_url,
ntn_orbit_type, ntn_bandwidth,
cell_bandwidth, window_size,
loops, duration)

Dispatch configuration
B

Start emulation
with orbit_type

Configure traffic split
(ntn_bandwidth, cell_bandwidth)

Set parameters
(window_size, loops, duration)

Start experiment

loop /  [Every "duration” seconds]
POST update to callback_url
(metrics, status)

Final status update
("completed”, “failed", etc.)

Adaptation Framework Experimentation API Orchestrator OpenSand MPTCP Proxy & Client | | iPerf Client & Server
(Terminal, Satellite, Gateway)

Figure 19: Sequenc®iagram of the Mult-RATDual Connectivity Experiment
2.3.3 Results of the Initial Implementation

To confirm that the overall setup andtopology of the initial enabler implementation are properly
configured, both in terms ofnetwork interfaces and communication capabilities, a series of verification tests
hasbeen conducted to ensure correct functionality and readiness for further experimentatiorkigure 20
presents the list of available interfaces, offering a clear overview of the supported connectivity options. In
particular, the 5G interface (wwan0) is responsible for routing traffic through the 5G system, while the NTN
interface (eth0) handles communicaion via the NTN.

- DiN
<LOOPBACK, UP L IER UP> mtu 65536 qdlsc noqueue state UNKNOWN group default qlen 1000
llnk/loopback 00:00:00:00:00 brd 00:00:06 PO: 00
inet /8 scope host lo
valid_lft forever preferred_lft forever
inet6 /128 scope host noprefixroute
valid_Llft forever preferred_lft forever
<BROADCAST, MULTICAST UP LOWER_UP> mtu 1500 qdlsc mq state group default qlen 1000
link/ether el 5:01:1F:47 7 brd £f:ff
inet /2& bxd scope global dynamic noprefixroute eth®
valid_lft 539sec preferred_lft 539sec
inet6 /64 scope link noprefixroute
valid_1ft forever preferred_lft forever
<NO-CARRIER, BROADCAST MULTICAST, UP> mtu 1500 qdlSC pfifo_fast state group default qlen 1000
link/ether ed:5f:01:1f:47:38 brd ff £F:£5
<BROADCAST, HU ICAST NOARP uP, LOWER up> mtu 1500 qdisc pfifo_fast state UNKNOWN group default qlen 1000
link/ether 82:c7 1f:eb:6a brd ff:ff:f
inet /30 brd scope global dynamlc wwan@
valid_lft 5577sec preferred_lft 5577sec
inet6 /64 scope link
valid_lft forever preferred_lft forever

Figure 20: The two interface®n the Rpi for TN (5G) and NTN

To further assess the capabilities of the topology and evaluate the effectiveness of MPTCP deployment, a
performance test was conducted using the iperf3 tool wrapped with mptcpizéor the NTN path During the

test, a stable connection was established between the client (Raspberry Pi) and the server, achieving a
consistent throughput with zero packet retransmissions and a welimaintained congestion window.lt is
worth mentioning that the satellite link capacity has been configured with a maximum throughput of 10
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Mbps. This limitation is intentional, reflecting the typical bandwidth constraints of reatworld satellite

systems.

[cx] Command Prompt

X o pi@pi: ~

root@pi:/home/pi# mptcpize run iperf3 -c 10.220.2.67 -t 10 -b 16M
Connecting to host 10.220.2.67, port 5201
5] local 10.220.10.2 port 56774 connected to 10.220.2.67 port 5201

ID] Interval

VOO UEWNHO

Interval

.00-1.
.00-2.
00-3.
0e-4.
.00-5.
.00-6.
.00-7.
.00-8.
.00-9.

Transfer Bitrate Retr Cwnd
sec 1.25 MBytes 10.5 Mbits/sec 2] 205 KBytes
sec MBytes 10.5 Mbits/sec 205 KBytes
sec MBytes 9.44 Mbits/sec 205 KBytes
sec MBytes 10.5 Mbits/sec 205 KBytes
sec MBytes 9.44 Mbits/sec 205 KBytes
sec MBytes 10.5 Mbits/sec 205 KBytes
sec MBytes 9.44 Mbits/sec 205 KBytes
sec MBytes 10.5 Mbits/sec 205 KBytes
sec MBytes 9.44 Mbits/sec 205 KBytes
Mbits/sec 205 KBytes

[l e el = e S S
oo ODODO®@

Transfer Bitrate

0.00-10.00 12.0 MBytes 10.1 Mbits/sec sender
0.00-10.02 12.0 MBytes 10.0 Mbits/sec receiver

iperf Done.

root@pi:/home/pi#

Figure 21: Iperf Over Mptcpfor the NTNLink

For further assessment of thesetup,Figure 22 and Figure 23 reflect the ping to the corresponding endpoints
over both the 5G/TN and NTN interfaces. The variation in latency observed between the two confirms that
the traffic is being routed from independent network paths, each withdifferent characteristics (the NTN
interface provides more latency).

root@pi:/home/pi#t ping -c 10.225.2.5

ping: invalid argument: '10.225.2.5'
root@pi:/home/pi# ping —-c5 10.225.2.5

PING 10.225.2.5 (10.225.2.5) 56(84) bytes of data.
64 bytes from 10.225.2.5: icmp_seq=1 ttl=62 time=220
64 bytes from 10.225.2.5: icmp_seq=2 ttl=62 time=209
64 bytes from 10.225.2.5: icmp_seq=3 ttl=62 time=223
64 bytes from 10.225.2.5: icmp_seq=U ttl=62 time=213
64 bytes from 10.225.2.5: icmp_seq=5 ttl=62 time=226

-—— 10.225.2.5 ping statistics —
5 packets transmitted, 5 received, 0% packet loss, time U40O5ms

rtt min/avg/max/mdev = 208.928/218.150/225.965/6.U435 ms
Figure 22: Pingthe Server Throughthe NTNInterface

root@pi:/home/pi# ping -c5 10.220.2.67

PING 10.220.2.67 (10.220.2.67) 56(84) bytes of data.
64 bytes from 10.220.2.67: icmp_seq=1 ttl=62 time=115
64 bytes from 10.220.2.67: icmp_seq=2 ttl=62 time=102
64 bytes from 10.220.2.67: icmp_seq=3 ttl=62 time=117

64 bytes from 10.220.2.67: icmp_seq=U ttl=62 time=106
64 bytes from 10.220.2.67: icmp_seq=5 ttl=62 time=120

- 10.220.2.67 ping statistics ——
5 packets transmitted, 5 received, 0% packet loss, time U0O6ms

rtt min/avg/max/mdev = 102.460/112.001/119.574/6.764 ms

Figure 23: Pingthe Server Througithe TNInterface

Figure 24 below reflects the functionality of the MPTCP deploymeniVith the mptcp monitor command,
two separate MPTCP connections are identified by the tokens 072c8311 and 71c2e827. These tokens
represent the distinct MPTCP connections, namely the 5G and NTN, each with multiple subflows. For
token=072¢8311, multiple [SF_ESTABLISHED] entries show aa$ two different source-destination pairs
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in use. Similarly, token=71c2e827 also shows multiple [SF_ESTABLISHED] lines. One subflow is marked as
backup=0 (primary), while the others are marked as backup=1 (secondary), indicating the roles of the
subflowsin traffic distribution. In our case, 5Gis consideredthe primary technology, and NTN is considered
secondary. Additionally, the screenshot includes [SF_CLOSED] lines, demonstrating ¢tean drop of
subflows, as thefinal process in the MPTCP stack operation.

TV root@localhost: ~ X & root@localhost: ~ X & root@localhost: ~ X 2 root@localhost: ~

root@localhost:~#
root@localhost:~#
root@localhost:~# ip mptcp monitor

[ ESTABLISHED] token=072c8311 i o3 :10. o I o :10. .10.2 sport=5201 dport=567

58

[SF_ESTABLISHED] token=072c8311 remid=1 locid=0 saddré=:: :10. P daddré=:: :10. .2.139 sport=5201 dport=58
D — 0

CREATED] token=71c2e827 remid=0 locid=0 saddr6=:: :10. s daddré=:: :10. .10.2 sport=5201 dport=567

[ ESTABLISHED] token=71c2e827 remid=0 locid=0 saddr6=:: :10. .2.67 daddré=::ffff:10. .10.2 sport=5201 dport=567
4

[SF_ESTABLISHED] token=71c2e827 remid=1 locid=0 saddr6=:: :10. .2.67 daddré=::ffff:10. .2.139 sport=5201 dport=42
769 backup=0

[ SF_CLOSED] token=072c¢8311 remid=0 locid=U saddré=:: :10. .2.5 daddré=::ff{£:10.220.10.2 sport=50017 dport=567
58 backup=0 ifindex=4

[ SF_CLOSED] token=71c2e827 remid=0 locid=U4 saddr6=:: :10. .2.5 daddré=: :£f££:10.220.10.2 sport=43891 dport=567
74 backup=0 ifindex=U

[ CLOSED] token=71c2e827

[ CLOSED] token=872c8311

Figure 24 Different Subflowsfor the Two Interfaces

2.4 Multi -RAT Dual Connectivity for TN-NTN Standalone Setup

Understanding the impact that each of the described architectural integration optiorisasin the user plane

of a 5G/6G network itis essential before a fullscale deployment and adoption. Therefore, parallel testing
playground was implementedat the NTN & NTCS Testbed from Siemengith the primary objective of
allowing the instantiation of an E2E 5G/6G TMNTN infrastructure and its extension to multi-RAT dual
connectivity for NTN and TN. This testing playground takes an emulation approach for both the @Nd NTN
segments and the extensions described below are expected to be leveraged on Scenario 1 of Use Case 3
Experiment 1as part of WP6.

2.4.1 Components

The testing playground is built upon three key componentsasdepicted in Figure 25:

0] NTN Edge Cloud System Emulatpan emulation framework for NTN networks and devices,
(i) UERANSIM, an opesource tool for simulating RAN and UE interactions,
(iii) Open5GS, anpen source5G core network implementation.

Together, these components form an E2E 5G/6G TNITN testing infrastructure. Their detailed role within
the testing playground is as follows:

1 NTN Edge Cloud System Emulator. The NTN Edge Cloud System Emulatas an orchestration and
emulation framework designed to build distributed and dynamic NTN edge networks and
computing systems, such as those involving satellites, ground stations, and devidgdoing so, this
tool can serve as a onstop shop for defining and instantiatingNTN testbeds. The NTN segment is
mostly emulatedor simulated. It canbe connected to a real networking segment (e.g., a private LAN
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or even the Internet itself) and/or to real industrial systems. Additionally, each node of the NTN
edge network can be used to deploy
() Realworld applications,
(i) Additional capabilities (e.g., Satellite Computing capabilities)
(iii) Connecting dedicated devices, such as IoT sensors, to creatbybrid and mixedreality
environment.

1 Open5GS:Open5GS is an operource, 3GPPcompliant 5G Core implementation that serves as the
mobile core network, managing essential functionalities such as user authentication, session
establishment and control, mobility management, and infrastructure monitoring Although it
provides an implementation of a wide range of 5G NFs, it still lacks the implementation of N3IWF
and TNGFEwhich are necessary to fully supporinterworking as a non-3GPP Access Networtption.

1 UERANSIM:UERANSIM is an opesourcetool that mimics the behaviourof a 5G UE and RAN (i.e.,
gNB). Although it does not fully implement the physical layer, it emulates the S8R radio interface
over the UDP protocol and, consequently, it can model the physical and protocol layers (including
the establishment of the userplane via GPRS Tunneling Protocol), as well as the signaling
procedures between the UE, RAN and 5G Core (including authentication and key agreement
procedures).

Open5G5

NTN Edge Cloud System Emulator

Figure 25: Multi-RATDual Connectivityffor TN-NTNwith Emulated NTN and TNeegments

Note that, in this setup the satellite and mobile networks areconsideredto be developed, implemented,
and operated as completely distinct networks, interconnected viground stations that serve as gateways
(Option A in Section2.1.1). The simplest scenarichas been chosero establish baseline measurements for
multi-RAT dual connectivity, ensuring that our initial analysis is straightforward and focused on
fundamental performance metrics.

2.4.2 Interfaces

Despite not being targeéd as an experimen&l enabler within the scope of the project this setup also
supports the interfaces of the MultRAT dual connectivity enabler regarding the experimentelated
operations (see
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Table6). These consist of interfaces related to SUNRFSE, including the APIs that interact with the
SUNRISEBG Adaptation Framework.The detailsof these interfaces will be reported in WP5 deliverables
D5.2 and D5.4, which areelated to theintegration of the 6G librarywith the experimentation plane.
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Table6: Experimentrelated Interfaces of the MultRATDual Connectivity Enabler

Interface ID Interface Description

SUNRISE6EExperiment Experiment-related operations

(start/stop/retrieve results)

2.4.3 Datasets and Results

This subsection presents initial outcomes ofa series of MPTCPexperiments showing potential
improvements achievedover traditional transmission methods.

2.4.3.1 MPTCP Experiments

The initial set of experiments for the MPTCTP implementationtilises iperf3 as the baseline measurement
tool to assess network performance. These testwere first conducted over legacy TCP to establish a
reference point for comparison. Subsequently, the same testere run over MPTCP, facilitated bynptcpize,

a program that enables multipath TCP on existing legacy applicationso do so,mptcpize dynamically
intercepts library calls, transparently modifying the TCPsocket creationto aMPTCPsocketand, therefore,
allowing E A O 1 MPIT@PQ@apabilitieso be enforced Both tests arerepresented inFigure 26. This approach
enables us to directly compare the performance improvements offered by MPTCP with thosedrafditional
TCP in multitRAT dual connectivity for NTNTN scenarios, providing a clear understanding of the benefits
and potential challenges associated with multipath connectivity.

Open5GS &
UERANSI
(TN)

iperf3
(client)

iperf3
(server)

Legacy TCP
overTN

Network

Open5GS &
UERANSIM
(TN)

iperf3 Network iperfs

Legacy TCP
(client) (server)

over NTN

Open5GS &
iperf3 UcRANSIM iperf3
(client) (TN) (server)
MPTCP over

Network :aptcpize  EINIANRW

mptepize =

(b) MPTCP Experiments

Figure 26: iperf3 experiments over legacy TCP and MPTCP

Upon startup of the environment, we confirm the proper configuration of the emulated node, both in terms
of its networking interfaces and communication properties. Figure 27 lists the available interfaces in the
emulated node, providing a comprehensive overview of connectivity optiongn particular, we can see the
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5G interface(i.e., uesimtunQ) whichforwards the traffic via the 5G systemand the NTN interfacdi.e., eth0)
which forwards traffic via the NTN system.

$ docker exec -ti open5gs-ue ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1lo
valid_lft forever preferred_lft forever
::1/128 scope host
_1ft forever preferred_lft forever
2: uesimtun®: <POINTOPOINT,PROMISC,NOTRAILERS,UP,LOWER_UP> mtu 1400 gdisc fg_codel state UNKNOWN group default glen 560
link/none
inet 10.45.0.3/16 scope global uesimtun®
valid_lft forever preferred_lft forever
inet6 fe80::86c:U451f:9199:U42F3/6U4 scope link stable—privacy
valid_lft forever preferred_lft forever
: eth0@ifl5: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP group default
link/ether 02:42:ac:12:00:05 brd ff:ff:ff:ff:ff:ff link-netnsid @
inet 172.18.0.5/16 brd 172.18.255.255 scope global eth®
valid_lft forever preferred_lft forever
inet6 fe80::42:acff:fel2:5/64 scope link
valid_lft forever preferred_lft forever

Figure 27: Multi-RAT 5GNTN Node's Interfaces

In Figure 28, we initiate a ping from the emulated node to the other endpoint via each interface (5G/TN and
NTN), and the observed latency differences confirm that traffic is routed through distinct paths, each with
unique characteristics.

. .168.2.1) from 10.45.0.3 uesimtun@: 56(84) bytes of data.
From 192 168.2.1: icmp_seq=1 tt1=60 time=8.93 ms
from 192.168.2.1: icmp_seq=2 tt1=60 time=9.16 ms
from 192.168.2.1: icmp_seq=3 ttl=60 time=9.05 ms

.168.2.1 (192.168.2.1) from 172.18.0.5 eth@: 56(84) bytes of data.
from 192.168.2.1: icmp_seq=1 tt1=61 time=30.8 ms
from 192.168.2.1: icmp_seq=2 tt1=61 time=33.7 ms
from 192.168.2.1: icmp_seq=3 ttl=61 time=28.1 ms

Figure 28: Ping theCounterpart Endpointvia either 5G or NTNnterfaces

The next step involved verifying that MPTCP was enabled in the node and ensuring that iperf3 could operate
using both legacy TCP and MPTCP within the instantiated environment. Initially, we confirmed that MPTCP
was enabled in the kernel, as depicted iRigure 29. Subsequently, we raiperf3 tests both without and with

the mptcpizetool, and utilised Wireshark to validate that the traffic was being transmitted over legacy TCP
(Figure 30) and MPTCR(Figure 31), respectively, demonstrating the successful implementation of both
protocols.

$ sysctl net.mptcp | grep ena.b'l.ed

net.mptcp.checksum_ 0
net.mptcp. =1
Figure 29: MPTCHEnabledat the Emulated Node
No. Time Source Destination Protocol Lengtf Info

10.000000 0.3 2l 80 34849 - 5201 Seq=0 Win=65280 Len=0 MSS5=1360 SACK PERM=1 TSval=2438042716 TSecr=0 WS=128
20.001027 192.168.2.1 10.45.0.3 TCP 80 5201 - 34849 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MS5=1460 SACK_PERM=1 TSval=976633753 TSecr=2438042716 WS=128
30.009088 10.45.0.3 192.168.2.1 TCP 72 34849 - 5201 [ACK] Seq=1 Ack=1 Win=65280 Len=0 TSval=2438042725 TSecr=976633753
40.009093 10.45.0.3 192.168.2.1 TCP 109 34849 - 5201 [PSH, ACK] Seq=1 Ack=1 Win=65280 Len=37 TSval=2438042725 TSecr=976633753
50.010019 192.168.2.1 10.45.0.3 TCP 72 5201 — 34849 [ACK] Seq=1 Ack=38 Win=65152 Len=0 TSval=976633763 TSecr=2438042725
60.010035 192.168.2.1 10.45.0.3 TCP 735201 ~ 34849 [PSH, ACK] Seq=1 Ack=38 Win=65152 Len=1 TSval=976633763 TSecr=2438042725
7 0.018081 10.45.0.3 192.168.2. TCP 72 34849 - 5201 [ACK] Seq=38 Ack=2 Win=65280 Len=0 TSval=2438042734 TSecr=976633763
80.018087 10.45.0.3 192.168.2. TCP 76 34849 - 5201 [PSH, ACK] Seq=38 Ack=2 Win=65280 Len=4 TSval=2438042734 TSecr=976633763
90.060374 192.168.2.1 10.45.0.3 TCP 72 5201 - 34849 [ACK] Seq=2 Ack=42 Win=65152 Len=0 TSval=976633813 TSecr=2438042734
10 0.068409 10.45.0.3 192.168.2.1 TCP 192 34849 - 5201 [PSH, ACK] Seq=42 Ack=2 Win=65280 Len=120 TSval=2438042785 TSecr=976633813
11 0.069520 192.168.2.1 10.45.0.3 TCP 72 5201 - 34849 [ACK] Seq=2 Ack=162 Win=65152 Len=0 TSval=976633822 TSecr=2438042785
12 0.069530 192.168.2.1 10.45.0.3 TCP 735201 - 34849 [PSH. ACK] Sea=2 Ack=162 Win=65152 Len=1 TSval=976633822 TSecr=2438042785

Figure 30: Wiresharkcapture of iperf3traffic flow with legacy TCP
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No. Time Source Destination Protocol Lengtt Info

10.000000 160.45.0.3 192.168.2.1 MPTCP 84 40303 - 5201 [SYN] Seq=0 Win=65280 Len=0 MSS=1360 SACK PERM=1 TSval=2438361703 TSecr=0 WS=128
20.001170 192.168.2.1 10.45.0.3 MPTCP 92 5201 - 40303 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK PERM=1 TSval=976952748 TSecr=2438361703 WS=128
30.009215 10.45.0.3 192.168.2.1 MPTCP 92 40303 - 5201 [ACK] Seq=1 Ack=1 Win=6528@ Len=0 TSval=2438361712 TSecr=976952748
40.009228 10.45.0.3 192.168.2.1 MPTCP 133 40303 - 5201 [PSH, ACK] Seq=1 Ack=1 Win=65280 Len=37 TSval=2438361712 TSecr=976952748
50.010180 192.168.2.1 10.45.0.3 MPTCP 84 5201 -+ 40303 [ACK] Seq=1 Ack=38 Win=65152 Len=0 TSval=976952757 TSecr=2438361712
= 60.010265 172.18.0.5 192.168.2.1 MPTCP 92 34993 - 5201 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK PERM=1 TSval=911896718 TSecr=0 WS=128
70.010342 192.168.2.1 10.45.0.3 MPTCP 101 5201 - 40303 [PSH, ACK] Seq=1 Ack=38 Win=65152 Len=1 TSval=976952757 TSecr=2438361712
80.018377 10.45.0.3 192.168.2.1 MPTCP 84 40303 - 5201 [ACK] Seq=38 Ack=2 Win=65288 Len=0 TSval=2438361721 TSecr=976952757
90.018414 10.45.0.3 192.168.2.1 MPTCP 104 40303 - 5201 [PSH, ACK] Seq=38 Ack=2 Win=65280 Len=4 TSval=2438361721 TSecr=976952757
10 0.022285 192.168.2.1 172.18.0.5 MPTCP 96 5201 — 34993 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM=1 TSval=1379907784 TSecr=911896718 WS=128

11 0.622333 172.18.0.5 192.168.2.1 MPTCP 96 34993 - 5201 [ACK] Seg=1 Ack=1 Win=64256 Len=0 TSval=911896730 TSecr=1379907784
12 0.022537 192.168.2.1 .18.0. 84 [TCP Window Update] 5201 - 34993 [ACK] Seg=1 Ack=1 Win=65280 Len=0 TSval=1379907796 TSecr=911896730

13 0.059925 192.168.2.1 10.45.0.3 MPTCP 84 5201 - 40303 [ACK] Seq=2 Ack=42 Win=65280 Len=0 TSval=976952807 TSecr=2438361721

14 0.067952 10.45.0.3 192.168.2.1 MPTCP 220 40303 - 5201 [PSH, ACK] Seq=42 Ack=2 Win=65280 Len=120 TSval=2438361771 TSecr=976952807

15 0.068782 192.168.2.1 10.45.0.3 MPTCP 84 5201 - 40303 [ACK] Seq=2 Ack=162 Win=65280 Len=0 TSval=976952816 TSecr=2438361771

16 0.068799 192.168.2.1 10.45.0.3 MPTCP 101 5201 - 40303 [PSH, ACK] Seq=2 Ack=162 Win=65280 Len=1 TSval=976952816 TSecr=2438361771

17 ©6.076988 10.45.0.3 192.168.2.1 MPTCP 84 54935 - 5201 [SYN] Seq=0 Win=65280 Len=0 MS5=1360 SACK PERM=1 TSval=2438361780 TSecr=0 WS=128

18 0.077807 192.168.2.1 10.45.0.3 MPTCP 92 5201 - 54935 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK PERM=1 TSval=976952825 TSecr=2438361780 WS=128
19 0.085845 10.45.0.3 192.168.2.1 MPTCP 92 54935 - 5201 [ACK] Seq=1 Ack=1 Win=65280 Len=0 TSval=2438361789 TSecr=976952825

2.1 MPTCP 13354935 - 5201 [PSH, ACK] Seq=1 Ack=1 Win=65280 Len=37 TSval=2438361789 TSecr=976952825

21 0.086639 192.168.2.1 10.45.0.3 MPTCP 84 5201 - 54935 [ACK] Seg=1 Ack=38 Win=65152 Len=0 TSval=976952834 TSecr=2438361789

22 0.086732 172.18.0.5 192.168.2.1 MPTCP 92 43341 - 5201 [SYN] Seq=0 Win=64240 Len=0 MS55=1460 SACK PERM=1 TSval=911896794 TSecr=0 WS=128

230.101255 192.168.2.1 172.18.0.5 MPTCP 96 5201 - 43341 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK PERM=1 TSval=1379907860 TSecr=911896794 WS=128
24 0.101283 172.18.0.5 192.168.2.1 MPTCP 96 43341 - 5201 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=911896809 TSecr=1379907860

250.116309 192.168.2.1 172.18.0.5 MPTCP 84 [TCP Window Update] 5201 - 43341 [ACK] Seg=1 Ack=1 Win=65280 Len=0 TSval=1379907875 TSecr=911896809

26 0.117755 10.45.0.3 192.168.2.1 MPTCP 84 40303 -+ 5201 [ACK] Seq=162 Ack=3 Win=65280 Len=0 TSval=2438361821 TSecr=976952816

27 6.118456 192.168.2.1 10.45.0 MPTCP 162 5201 - 40303 [PSH, ACK] Seq=3 Ack=162 Win=65280 Len=2 TSval=976952865 TSecr=2438361821

28 0.126478 10.45.0.3 192.168.2.1 MPTCP 84 40303 - 5201 [ACK] Seq=162 Ack=5 Win=65280 Len=0 TSval=2438361829 TSecr=976952865

1 MPTCP 14..54935 - 5201 [ACK] Seq=38 Ack=1 Win=65280 Len=1324 TSval=2438361829 TSecr=976952834

1 MPTCP 14..54935 - 5201 [PSH, ACK] Seq=1362 Ack=1 Win=65280 Len=1324 TSval=2438361829 TSecr=976952834

1 MPTCP 14..54935 - 5201 [ACK] Seq=2686 Ack=1 Win=65280 Len=1324 TSval=2438361829 TSecr=976952834
1
1
1

20 0.085866 10.45.0.3 192.168.

29 0.126518 10.45.0.3 192.168

30 0.126521 10.45.0.3

310.126523 10.45.0.3

32 0.126524 10.45.0.3 192.168. MPTCP 14..54935 - 5201 [PSH, ACK] Seq=4010 Ack=1 Win=65280 Len=1324 TSval=2438361829 TSecr=976952834
5.0.3 MPTCP 14..54935 - 5201 [ACK] Seq=5334 Ack=1 Win=65280 Len=1324 TSval=2438361829 TSecr=976952834
5.0.3 MPTCP 14..54935 - 5201 [PSH. ACKl Sea=6658 Ack=1 Win=65280 Len=1324 TSval=2438361829 TSecr=976952834

33 0.126526 10.45.0.
34 0.126527 10.45.0.

Figure 31: Wireshark Captureof iperf3 traffic flow with MPTCP

By analysing the packets captured in Wireshark, it is obvious that multiple subflows are establish&th both
interfaces. This detailed inspection reveals the distinct paths taken by the traffic, confirming the successful
implementation of MPTCP and its ability to leverage multiple interfacest also maps b the configuredip
mptcp limits (add_addr_accepted 2 subflowy &hich means that

0] The node will accept up to 2 ADD_ADDR suptions from the peer anduse them to notify the
node of additional IP addresses for creating new subflows

(i) The node will allow up to 2 additional subflowsfor each MPTCP connection, enabling the use of
multiple paths for data transmission.

In this respect, the kernel'sip mptcp utility can be usedto define various MPTCP scheduling strategies.
These strategies will be tested to evaluate theieffectiveness in optimsing network performance under
different conditions. By systematically varying the scheduling algorithms, we aim to identify the most
efficient methods for distributing traffic across TN and NTN paths, thereby enhancing overall network
reliability and throu ghput.

2.5 Multi -RAT Dual Connectivity for NTN -TN: Next Steps

To advance the implementation of MuliRAT Dual Connectivity for NTNTN, a specificimplementation plan
has been defined and will be reported in D&, due in M24. As a frst approach, comprehensive performance
tests comparing legacy TCP and MPT®®I be conducted These tests will focus on key metrics such as
throughput, latency, and reliability under various network conditions, aiming to identify the advantages
and potential drawbacks of MPTCP in NTIYN scenarios. Additionallythe planincludes experimentation
with different MPTCP schedulers to assess their impact d2Etraffic when TN-NTN paths areutilised and
how they perform in the selectedtopologies and with different UEs This involves choosing a variety of
schedulers, measuring their performance in terms of throughput, latency, and overall network efficiency,
and analysingthe results to determine which scheduler offers the best performance for specific use cases
within TN-NTN environments.

Furthermore, the optional exploration of MRQUIC as an alternative to MPTG®being considered This step
involves setting up test environments to compare MQUICand MPTCP, evaluating MQUIC's performance
and documenting the findings to understand if MFQUIC can offer additional benefits or improvements over
MPTCP in NTNIN scenariosFinally, comprehensive guidelines on the effective use of MPTCP in-NUN
scenarioswill be provided. These guidelines will include best practices for configuring MPTCP imixed
terrestrial and non-terrestrial networks, recommendations on selecting appropriate MPTCP schedulers
based on specific network conditions and requirements, and strategies foptimising MPTCP performance
to ensure reliable and efficient connectivity in NTNTN environments.
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3 O-RAN Digital Twin

The current OGRAN ecosystem lacks a dedicated, scalable, and realistic training and validation environment
where ML models for x/rApps can be thoroughly evaluated before deployment. In operational networks,
ML mechanisms rely on vast amounts of redime data. However, training and testing these models directly
on production networks pose significant risks, including network instability, data privacy and security
concerns, and limited scalability. To address this gap, SUNRI&E implements an GRANNetwork Digital
Twin (ONDT), a virtualised representation of an €RAN network that allows for controlled experimentation,
dataset generation, and predeployment testing of ML-based x/rApps.

This chapterpresents anintermediate progress report on the implementation of an ONDT as a 6G Enabler
platform for the SUNRISEG project.More specifically, the chapter covers

1 A very brief introduction of the OGRAN ecosystemwhere a Network Digital Twin applies and brings
value.

1 The architecture of theONDTwith explanation of its components; describe aspects of configuration,
visualisation and result artefact collection.

1 Required external components of the digital twina survey of RICs and Radio Access Network (RAN)
emulators.

1 How ONDT integrates withthe SUNRISEBG Adaptation Framework (NBI)

9 Early report on implementation progress of the SUNRISEG ONDT.

3.1 Introduction

In recent years, therehas beena continuous increase indiscussion about the use of open interfaces in the
RAN domain. GRAN alliancé has been formed in 2018 with the participation of operators, vendors and
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compatible with 3GPP, and has hence issued numerous specificatidtisrough its currently 11 Working
Groups covering different aspects of the ®AN architecture.

Figure 32 shows the GRAN displays the €GRAN architecture as defined by the WGs. The three mairRAN
components that are introduced by GRAN are:

1 The NearRealTime (Near-RT) RIC which can communicate directly with 3GPP defined components
(RUs, DUs, CUs). Please note that tBeprefix in the RU/DU/CU refers to GRAN compliant RAN
elements that implement the 72x functional split4.

0 Near-RT RICs provide a programmable interface to application developers to write their
own apps, called xApps, and leverage the capabilities of the E2 protocol. XxApps target a time
granularity for their control -loop between 10 milliseconds and 1 second.

1 The NonRealTime (Non-RT) RIC that may control through policies the behaviour of multiple Near
RT RICs

o Similar to NearRT RIC, NofRT RIC allows the development of applications, called rApps, to
allow developers access the NoRT RIC services, its data and its policies. The time
granularity of the control-loops implemented by rApps is higher than 1 second.

I The Service Management and Orchestration Framework (SMO) serves as the overarching platform
for the overall E2ZEservice management in the RAN domain. It covers aspects of NF CU/DU Lifecycle
Management (LCM), Infrastructure (edge cluster/datacentre) LCM, centralised Fault and
Performance Management (FM/PM), 3GRBompliant Network Slice Subnet Management Function
(NSSMF) for the RAN, exposure NBIs, etc. The SMO also enatgdesections to external entities,

2 https://o -ran.org/about
3 https://specifications.oran.org/specifications
4 https://www.5gtechnologyworld.com/openran-functional-splits-explained/

©SUNRISEBG Page |36



https://o-ran.org/about
https://specifications.o-ran.org/specifications
https://www.5gtechnologyworld.com/open-ran-functional-splits-explained/

$ w8y ®RppbrEod HTAIand Open RAN enablers" SUNRISE

such assystems providing enrichment information or consuming analytics produced by the rApps,
although no specific interface has been defined.

Service Management and Orchestration Framework

Non-Real Time RIC 01 Legend
—— 3GPP interfaces

—— O-RAN interfaces

X2-c

X2-u

—— —NG-u

Xn-u
E2

Xn-c
NG-c

Fl-c

Open FH M-Plane

Open FH CUS-Plane Open FH M-Plane

[ 0O-Cloud }

Figure 32: ORAN Architecturg26]

Furthermore, and in addition to the 3GPP network interfaces,®AN introduced several new interfaces to
achieve its purposes:

1 E2 interface for the communication between the NFs and the Ne&T RIC. Through this interface,

RAN elements can be registered, controlled and monitored.

Al interface as the policy framework between a NGRT RIC and a NeaRT RIC.

Ol interface for the Fault, Configuration, Accounting, Performance, Security (FCAPS) aspects of the

NFs and NeaiRT RIC elements

1 02 interface with two different subrinterfaces for the LCM of Infrastructure (O2MS) and NFs (02
DMS), respectively.

1 R1 protocol for the communication of rApps with the NorRT RICand among each other. It
implements Data Management and Exposure (DME) and Service Management and Exposure (SME)
services.

1 VY1 interface to provide RAN analytics information services to external consumersuch as edge
applications or services.

In the context of SUNRISEG, the ONDT will be developed to allow experimentation with the-QAN alliance
interfaces and rApps/xApps. The purpose of ONDT is to provide a new 6G experimentation platform where
experiments shall be able to access anRAN-enabled testbed with RAN emulators communicating over O
RAN E2 protocol with a set of NeaRT RICs and NoiRT RICs. Per ®AN architecture, NeafRT and Non
RT RIC platforms run as conduits for experimenters to be able to submit their xApps and rApps,
respectively, to monitor and control the RAN network behaviour.

The SUNRISBG ONDT will mainly focus on integration with the NofRT and NeafRT RICs, leveraging the
Al and E2 interfaces to respectively enable coordination between rApps and xApps, and allow the
monitoring and control of emulated RAN nodes. Additionallyit will support the configuration of the
simulation layer to emulate realistic network behaviour and facilitate the deployment and evaluation of
Al/ML -driven optimisation strategies.

)l
)l
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To be noted that GRAN has identified the value and necessity of the Digital Twins, and in the context of the
O-RAN Next Generation Research Group (hnGRG), two reports have been published on the use [Z&easnd
the key enablers[28] for RAN Digital Twins.As per[27] , the digital twin presented in this section focuses
on the AlI/ML Training, Evaluation and Performance Assuranceas well as théNetwork Testing Automation.

3.2 ONDT Functional Architecture
Figure 33 depicts the functional architecture of the ONDT to be implemented in SUNRIBSE.

SUNRISE-6G Portal

ONDT Admin
WebUI SUNRISE-6G Adaptation Framework

SUNRISE6G API

NBI Layer

Experiment
Manager Non-RT RIC Layer

Prometheus DB

R Historical

data
+
MQ
Internal
usve
x/rApps .
Datasets messaging KS

Results Sim SBL - = RAN Emulation Layer

RIC SBI
Near-RT RIC Layer

Files

Stateless services

g
g
g
3
8
a

Infea SEI Infrastructure Layer (K8s, VMs, etc.)

0-RAN Network Digital Twin

Figure 33: High-level ONDT Architectur§26]
In the following subsection, the components of the ONDT architectusge provided in detail.
3.2.1 ONDT Components

The ONDTarchitecture (green block) can mainly be divided into stateful andtateless services. The stateful
services are responsible for data persistence and include a database that stores infrastructure
configurations, topologies, and x/rApps, as well as a Prometheus metrics system to collect and manage
performance data. A filestorage system holds datasets, experiment results, and additional x/rApps, while
an internal message queue (MQ) facilitates communication between various microservices. The stateless
services, which include the interfaces towards other elements of the SUNBE6G ecosystem and the digital
twin infrastructure, are specified below.

NBIs are mainly responsible for the interactions with the external entities, which are the Adaptation
Framework (Experimentation-as-a-Service) and a simple ONDT management user interface (Ul) that is
used mainly for maintenance and monitoring of the toolwith testbed owners being its exclusive users.
Though all operations can be performed through the API server (ONBiiterfaces, see Table xx below), the
ONDT Ul serves mostly to perform tasks suchs monitoring usage, applying data retention policies,
handling faults, etc.

At the core of ONDT is the Experiment Manager, which is responsible for the Experiment LCM and
implements all the business logic of the ONDT. This component interacts only with NBls and SBls and is the
ET OAOT Al O1 OAEAOOOAOT 06 A& O All T BDAOAOEIT O8
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Several SBIs connect the digital twin withvarious physical and virtual elements thatexecute the
simulations. To start with, the SBI RIC ensures interoperability with the NeRT and NeafrRT RIC layers via
specific adapters for vendor implementations, such as Juniper. The SBI Sim links the digital twin to the
Simulation/Emulation Layer, supporting different network modelling tools, while the Infra SBI manages
interactions with the Infrastructure Layer, leveraging container orchestration platforms like K8s.

The RIC and>-RANSimulation Layers form a crucial part of the architecture, providing different levels of
control and abstraction. The NorRT RIC Layer is responsible for lorgerm policy enforcement and Al
driven optimisations, interfacing with the system through the GRAN Al interface. The NeaRT RIC Layer
deals with reaktime control of network parameters via the GRAN E2 interface, enabling dynamic
optimisations. The RICs will directly interfacewith the simulation layers, allowing for large-scale modelling
of O-RAN environments andsupporting the execution of network experiments in a controlled, virtualised
setting. Here, different topologies (distributed radio,centralised radio) and thequantity of end users (e.g.,
smartphone userg are simulated. Depending on theimulator's capacities, different simulation parameters
may be supported.

For testing and validation purposes of the digital twinthe deploymentwill take place inthe i2CAT testbed
facilities, which feature Juniper RIC components and a thirgarty network simulator. This will require
implementing the necessary adapters to support the specific solutions deployed in the testbed. The
adapters, like the transformation functions used to translate from generic CAMARA APIs to operator
specific telco network, will assure that the generic experimentation als (configuration, retrieval of
metrics) are mapped to the corresponding functions exposed by the specific elements of the digital twin
(RICs, network simulator).

In summary, the ONDT architecture features the following layers:

1 NBI API layer which consists of APls that are exposed towards the rest of the project components
(Portal, Adaptation Framewaork)

1 SBI API layer with client APIs towards the actual-@AN components: NofRT RIC, NeaRT RIC and
Simulators/Emulators

1 Management layer that includes the Experiment Managewhich performs the Experiment LCM
operations (submission, queueing, preparing, retrieving results and datasets).

9 Data storelayer contains a stateful data store and event management servider all microservices.

A more detailed explanation of these layers and their APIs, as well as brief explanations on APl usage, is
shown below:

3.2.1.1 NBI APIs

1 NBI API Server: This service implements the server portion of the ONDT protocol for submitting
experiments, monitoring progress,and retrieving results. This is the main interface with the
Adaptation Framework and the SUNRISEG portal.

0 Inputs: HTTP calls (external)
o Outputs: MQ requests (internal)

1 NBI Web Ul: Implements a lightweight Ul that helps with the initialization of the ONDT, performing
tasks like Create, Read, Update, and Delete (CRUD) operations on topologies, applications, and
infrastructure (RICs, emulators). This is an auxiliary servicentended for the testbed owner,
providing monitoring and maintenance capabilities

0 Inputs/Outputs: HTTP/Websocket requests (external) to MQ requests (internal), bi
directionally.
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3.2.1.2 SBI APIs

1 SBI RIC: Implementgommunication with Non-RT and NeafRT RICs.
0 Inputs: MQ requests (internal)
0 Outputs: HTTP calls towards NofRT/Near-RT RICs (external to ONDT)
1 SBI Sim: Implements the communication of the ONDT with a Simulator/Emulator software.
0 Inputs: MQ requests (internal)
o Outputs: HTTP calls towards Simulator/Emulator software (external to ONDT)

1 SBI Infra: A simple (optional) component that continuously monitors the platforms where RIC and
simulators run, focusing on collecting resourcerelated data (for example, to understand if
performance results may be skewed because of resource depletion)

0 Inputs: HTTP calls (external; from platform/infrastructure running RICs, simulators)
o0 Outputs: MQ requests (internal)

Please noteThe internal MQ requests will be as agnosticpasssible of the RICs argiulator/Simulator. The
exact calls towards the external components will be done through the appropriate adapters in the SBIs-(dark
green boxes next tthe SBIs inthe architecture, Figure 33).

3.2.1.3 Management Layer

1 Experiment Manager is the core of the ONDT and is responsilfite
o 2AAAEOA AobAOEI AT OA0O8O ET OAT O OEOIT OCE OEA .
objects
o0 Handle the full LCM of the Experiment (all state transitions)
o Verify the availability of the OGRAN infrastructure and report any errors

0 Handle the internal ONDT Ul; send the appropriate async Ul notifications when internal
state changes

o0 Interact with the data store backends (DB, Time Series Database (TSDB), File Storage)

Regarding inputs/outputs, the Experiment Manager is not directly exposed to external services and
communicates with NBIs/SBIs only through MQ requests.

3.2.1.4 Data Store Layer

1 DB implements a simple backend to store entities such as Topologies, Applications, Infrastructure
(RICG, emulator-related information).

9 TSDB stores timeseries data regarding the execution of the experiment
9 File Storage for topology files, applicationsand results.
1 MQ for asynchronous microservice communication

Note that the data store layer contains opeisource components that will be used in th@rocess From the
early study in T4.5, these may be:

0] NATS for the MQ and the DB through its K&tore implementation,
(i) Minio for file storage,
(i) Victoria Metrics or Prometheus for the TSDB.
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3.2.2 Interfaces

The ONDT microservices communicate with each other over some internal and some open protoceigure

34 below demonstrates theseinterfaces, and Table 7 explains the role of each interface and the protocols
used.

Clients

SUNRISE-6G

Adaptation ONDT Admin - Browser

Framework

T\/\

56C_ CAL _WS

‘ |

[
O-RAN Net\:zprk Diaikal Tflin
E T
Experiment Manager L)

SBI- SIM

L é:
=

RIC[API SIM¥PI

1Y

RAN elements

] =]
Non-RT RIC W Near-RT RIC RAN emulatnr

ORAN_ A1l ——— ORAN E2

Figure 34: External and Internalinterface Diagramfor the ONDTServices

An overview of ONDT interfaces including a brief description of the targetfunctionality and initial
implementation details such as the protocols used by the interfaces, is providéd Table 7: ONDTInterface
Description

Table7: ONDTInterface Description
Interface name Description Details
S6G_API SUNRISEGG interface towards the

Adaptation Framework for the Testbed
Availability and Experiment LCM

SUNRISESGinterface, HTTRbased
(see NBI sectiorB.5.2)

S6G_CALLBACK | Natifications to SUNRISESG Adaptation SUNRISEGinterface, HTTRbased
Framework for experiment status (see NBI sectior8.5.2)

ONDT_WS Internal websocket interface for the real Proprietary notification API,
time updates towards the Admin Web Ul Websocketbased
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MQ Internal communication among Proprietary JSONbased messages
microservices exchanged over NATS MQ

RIC_API Management calls towardghe RIC platform | Currently, Juniperhas aspecific API
(e.g. to onboard xApps, view status, etc.) for Juniper NonRT RIC/NearRT

RIC

SIM_API Management calls towards the RAN *These interfaceswill be specified in
emulation platform later stages.

ORAN_A1 Communication between the NorRT RIC Al protocol, HTTRbased (per O
and NearRT RIC(s) RAN WG2 specs)

ORAN_E2 Communication among NeaRT RIC and E2 protocol, SCThased (per GRAN
RAN elements (control, feedback) WG3 specs)

3.2.3 Configuration

The SUNRISEEG ONDT has an internal, proprietary interface to allow configuration following an OpenAPI
definition 5. Through this API, the administrator can perform tasks like:

1 Onboard and monitor new NeafRT and NorRT RIC instances

9 Onboard and monitor RAN emulator/simulation software

1 Upload new RAN topologies, UE mobility patterns, etc. (assuming the RAN emulator supports this
functionality)

Upload and onboard new x/rApps for the NeatRT and NoRRT RICs

Access the history of executed experiments and their result status

Retrieve any previously saved experiment results/datasets

View operational state of all ONDT components

= =8 =8 =4

For facilitating access to this API, a simple Web Ul has been developed (please refer to the nextsaakion
3.2.4). Also, note that the purpose of this API is not to replicate any functionality of the SUNRISE web
portal, but only to assist the administratorin easily performing some maintenance tasks and monitoring
the performance of the ONDT platform. Experiment LCM is fully covered through the NBI with the SUNRISE
6G Adaptation Framework, described in Sectio8.5.

3.2.4 Visualisation

The ONDT application, in addition to the NorthBound API towards the Adaptation Framework, provides an
internal web-based tool, primarilyfor administrative and maintenance purposes. The main motivation was
the ability to monitor and control low-level aspects, such as managing connectivity to theRAN RICs and
the simulation tool, monitoring ONDT health, seeing experiment execution histoyetc., which go beyond
the scope of the SUNRIS&S Adaptation Framework.

Access to the administration web tool for the ONDT administrator is currently provided only through post
forwarding of the nbi-webui service. In the next release cycles, an API gateway will be provided and will
directly expose the Admin WebUI through a LoadBalancer Kubernetes service, directly to end consumers.

To enableport forwarding, administrators should have access from their workstation to the kubeconfig file
of the ONDT cluster and set the KUBECONFIG environment variable appropriately (e&xport
KUBECONFIG=~/.kube/config. Once kubectl access to the ONDT cluster is verified, administrators can run
the following commands to enable local port forwarding of the APIserver and the WebUI NBIs:

5 https://github.com/SMARTECHSI-Athena/ SUNRISEEGORANNetwork-Digital-Twin/openapi/odt -nbi.yaml (private project repo)
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kubectl port - forwared svc/nbi - apiserver 8090:8090
kubectl port - forwared svc/nbi - webui 8091:8091

Then, the ONDT Admin Web Ul should be reachable through a web browsehép://localhost:8091 . The
dashboard screen inFigure 35 below shouldappear asfollows:

SUNRISE-6G
Search for. 2 U] George Oikonomou B
DIGITAL TWIN L 4
@ Dashboard
Dashboard e —
INVENTORY
Topologies EXPERIMENTS RUNNING EXPERIMENTS COMPLETED SYSTEM HEALTH
0 0 0 OK
Applications
Infrastructure Experiments Run Available Digital Twin Assets
XPERIMENT:
Experiments B
2
Datasets
Logs
System
0
Apr22 Apr24 Apr 26 Apr28 Apr 30 May 2 @ Non-RTRICs @ Near-RTRICs @ Emulators
Copyright © 2024 SUNRISE-6G O-RAN Digital Twin | Designed and Developed by Juniper Networks | License & Attributions

Figure 35: DashboardPageof thelnternal ONDTAdmin Tool

The dashboard page acts as a single pane of glass screen that shows the most useful info for the operation
of the ONDT tool. The elements shown in the navigation pane are describedable 8.

Table8: Main ONDTNavigation Menu

Dashboard: Single pane of glass info abotiite current ONDT status

Topologies: Details about the onboarded emulatiotopologies that can be used
in emulation-based experiments

Applications: Details about the onboarded xApps and rApps for the Ne&T RIC
and NonRT RIC, respectively.

Infrastructure: Shows info about the RAN elements (RIC, emulators) that are
available for the ONDT toal

Experiments: List of all experiments run, their start/stop dateand exit status.

Datasets: generated datasets asresult of experiments

Logs: access to microservice logs for debugging purposes
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SUNRISE-6G
DIGITAL TWIN

@ Dashboard

Topologies
Applications

Infrastructure

System: Monitoring theoperational status of the ONDT deployment

Experiments

Datasets

Logs

System

While the development of the ONDT prototype is still in progress, some early screens have been developed
that demonstrate how the Admin Web Ul would serve its purposes

Theinfrastructure screen shows which assets are present at the Southbound of the ONDT. This includes RIC
instances (NorrRT and Nea+rRT) and emulators. The screen should provide details of whether these assets
are currently connected and available for experiment executiotkigure 36 below shows this screen.

Infrastructure

0O-RAN Network Digital Twin Assets

Type Name Status Vendor IP/port

Non-RT RIC NonRT-01 Connected Juniper Networks 10.87.104.37:30002
Near-RT RIC NearRT-01 NotConnected Juniper Networks 10.87.104.37:30012
Keysight RICtest Emul NotConnected Keysight 10.87.104.30:30000

Figure 36: ONDT RANhfrastructure for Experiment Execution

The System view presents a similar vieywwith a greateremphasis on the quickvisualisation of the current
status of all components: internal (ONDT microservices) and external (RICs and RAN Emulators). The
tooltips will provide details on the operational status of the component. An initial version of the system
summary view is shown inFigure 37.

©SUNRISEBG Page |44




$ w8y ®RppbrEod HTAIand Open RAN enablers" SUNRISE

Component Status

Network Digital Twin Status

o
Experiment Manager

{ A Near-RT RIC is disconnected. }

Figure37: ONDT SysterSummary View
3.2.5 Dataset/Results

The results of the experiments will primarily consist of RAN metrics, enabling effective visusdition and
analysis to assess experiment performance or to be stored as datasets. Regarding the collection and
exposure of Key Performance Indicators (KPIs)/ KelPerformanceMetrics (KPMs), two main strategies are
contemplated:

9 First, the utilisation of opensource TSDB frameworks, such as PrometheusPrometheus
implements a multidimensional data mode| where time series data aredentified by metric name
and key/value pairs or labels. KPMs are gathered by the server(s) by periodically pulling exporters
in discovered/registered targets. In an GRAN environment, Prometheus exporters can be
implemented as xApps or rApps, or a side séce within the RICs. Theutilisation of labels is very
relevant, allowing the data tobe filtered by identifiers such as the PLMN ID, Slice ID, cell ID,dE
ID. Prometheus also implements a flexible query language, called PromQL, which is integrated with
Grafand and allows selecting and aggregate time series data in real time.

9 Alternatively, the generation and storage of timestamped Comma Separated Values (CSV) files is the
common approach to create datasets that can be used to feed Artifical Intelligence (Al)/ML models.
To this end, S3 compatible opessource storage solutions sch as Mini@ can be contemplated. The
generation and uploading of datasets can be automated through the usdition of rApps and xApps,
which may process and storethe RAN KPMs requested by the user in retime during the
experiment. Again, theutilisation of common rows to identify and process the data, such as the
PLMN Identifier (ID), Slice ID, cell ID, or the UE I3, mandatory.

Additionally, the exposure and storage of execution logs may also be required. For instance, to retrieve
information, feedback, and conflicts related to the RAN operations performed via Al policies and E2

6 https://prometheus.io/
7 https://grafana.com/

8 https://min.io/
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commands. These logs must be indexedtilising open-source tools such as the EL¥or Grafana Lokio
frameworks.

3.3 RIC Layer

The SUNRISEG ONDT is designed to be agnostic of the RIC implementatibtowever,in the SUNRISEBG
project, the implementation will focus on the Juniper RIC stack, offered by Juniper Networks, and the
Keysight RIC test emulator, offered by th&2CAT testbed. To achieve being agnostic, the internal SBI calls
towards the RIC and SIM components are generic enough to match every RIC implementation, and
internally in the SBI, they are transformednto the appropriate API calls to be sent to the actual RIC or RAN
emulator.

This section provides a survey of some RIC platformé&d@th commercial and opensource) and their key
characteristics, servingas a guide for defining the SBRIC agnostic API.

3.3.1 Juniper RIC Architecture

Juniper NonrRT RIC architecture is shown irFigure 38. Please note that it illustrates how NotRT RIC
interacts with the rest of the Juniper GRAN components, specifically the SMO and the NeRIl RIC.

Juniper RAN Intelligent Controller Juniper Non-RT RIC

External " atl
§ Application Application
Enrichment On-boarder Manager
- - — —
Al AC rApp

xApps SMO Conflict

Juniper
Near-RT RIC Interface Manager R1 Interface RSSLA A Al
rApp Termination
E2 E2

3rd Party 02 01 Al

E2

e | p

@eE6® omoid B8

Figure 38: Juniper NorRT RIC Architecture

The main components of NofRT RIC architecture are:

1 Al termination: Al termination is responsible for sending Al policy messages to Near RT RIC. It
also listens to notifications coming from Near RT RIC and distributes any message coming from Near
RT RIC to other relevant NofRT RIC components.

1 R1 termination: The R1 termination component implements the R1 protocol for establishing
communication between rApps andhe Non-RT RIC platform.

91 Application Onboarder: Application Onboarder is for onboarding the (r)Apps, that the operator
provides as JSON descriptors to the NeRT RIC Platform

1 Application Manager:The Application Manager is responsible for the LCM of an (r)App on the Nen
RT RIC Platform.

A screenshot of the norRT RICwveb Ulis shown inFigure 39.

9 https://www.elastic.co/es/elastic-stack
10 https://grafana.com/oss/loki/
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Figure40: Juniper NeatRT RIC Architecture

The main components ofhe Near-RT
1

RIC architecturedetailed in Figure 40 are:

EEE omocn BEE

Al mediator: A1 Mediator component is responsible for sending Al policies that are created from

Non-RT RIC to the appropriate (x)Apps, based on the supported Al Policy Typadditionally, the
Al mediator informs the NonRT RIC of any policy status changésthe (X)Apps.

towards E2 nodes.

the operator provides as JSON descriptors, to the Near RT RIC Platform

E2 termination: E2 Termination component is responsible for managing E2 connection and
Application On-boarder: Application Onboarder is responsible for onboarding the (x)Appswhich

Application Manager: Application Manager is responsible for the LCM of an (x)App on the Near RT

RIC Platform. This is the component that deploys and removes (X)Appgroviding statuses and

1
transporting E2AP messages
1
1
information on existing deployments.
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3.3.2 i -RAN Software Community

t -RAN Software Community(OS@?) is a joint initiative by the O-RAN Alliance and the Linux Foundation
aimed at fostering an opersource community to explore, develop, and refine the concepts and
specifications defined by GRAN. Developers and orgasations worldwide participate in diverse ways,
contributing to different subprojects within the framework. The two main subprojects are related to the
development of the NoRRT and NeatRT RICs, as described below:
f Non-RT RIC:Figure41AADPEAOO OEA AOAEEGRARCR2IBasd7AsGHOMNIW 3 #6 O
the figure, some components are inherited from ONAP, while others have been developed by the
/| 3#8 0 AT 1 1 O1 E OUiscludek AL PeEEy £bdnfkoldr fOrEtions, which can be evaluated
through an Al simulator also developed by OST Other relevant components are related to the
implementation of the R1 interface, which allows rApps to produce and consume data (DME) and
services (SME). In particular, the Information Coordinator Service (ICS) functions as a data
subscription platform that streamlines the interaction between data producers and consumers.
Data consumers, or subscribers, can create data subscriptions, referred to as Information Jobs,
without needing to identify the data sources. These Information Jobs, identified throughdefined
Information Type, can be served by multiple providers or producers. It also enables data exposure
to xApps through the AREI (Enrichment Information) interface. Regarding service exposure,
various components, including the Service Exposure Gateway and Manager, are utiliseeénable
this functionality. Finally, it also incorporates an rApp manager and catalog to enable rApp LCM.

rApp Management

rApp Manager

K8S Helm Chart
LCM Manager

0SC NONRTRIC
Control Panel

Se
! Management
. .. &Exposure

_RlInterface

SME Vianager

Service Exposure CAPIF Service
Gateway [ Mesh Catalog

, " REST & DM - s N ara Managementd |
Al Policy i A Data Management & "~ Exposure Functions |

Controller Exposure (REST)

. Functions Al Policy Management Service

ONAP CM Functions
{ONAP CCSDK) B F -

,,,,,,,,,,,, Information Coordinator

. Data Adapter
Service

i (DMaaP/Kafka/ e .
Al Adapter i {including A1 Enrichment REST) i i
(ONAP CCSDK/SDNC} i information Coordinator) i !
1 1
RAN PM . !
Al Interface
andinamnnnmnmna B EONEY, o sunmaks mmsnmnsnsmasnsnnnnnnssassmsnsspisnnsanapdusnnns
(0SC & O-RAN1.1,2.1,3.00)

RAN I

Functions  * OEMRAN Function | [N @ 1

___________________ 4

: oL-CeM
Near-RT-RICs { 01 Interface

: - OSCNONRTRIC -ONAP CCSDK A1 OMAP SDNC / CPS Proprictary RAN Function
i 05Cnear-RT RIC - rApps ONAP ACM

Figure 41: OSC's NoRT RICArchitecture (Release Jp

11 https://o -ran-sc.org/
12 https://docs.o-ran-sc.org/projects/oran-scsim-al-interface/en/latest/overview.html
13 https://If -o-ran-sc.atlassian.net/wiki/spaces/RICNR/overview
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1 Near-RT RIC: OSC also provides an implementation of the ne®T RIG4, which serves as an
intermediary between xApps and RAN elements through the Enterface and facilitates
communication between xApps and network operators via the A1 and OL1 interfaces. XApps rely on
the services provided by the RIC platform to operate efficientlyincluding the E2 manager, E2
termination, and A1 mediator. As described in Sectior8.4.1.1, OSC has also developed an E2
simulator to evaluate performance and @RAN compliance of the neaRT RIC and developed xApps.
Several relevant research projects leverage implementations of OSC N&ir RIC, such as OpenRAN
Gynis (RAN based on OpenAirinterfacé or NS¢ D1 OO / 3 # 8 U) orepen AIECElID&BA OT O
(RAN based on srsRARN).

3.3.3 FlexRIC

/1) 8O 2&i$ahmmpleéntentation of a NeawRT RICdevelopedby the MOSAIC5G group. Implemented in
C/C++, it enables reatime interaction with the E2 nodes, while minimizing the deployment footprint and
complexity compared to other cloudnative RIC implementations such as OSC or -®AN[30] . xApps can
be implemented in either C or Python, although the frameworlkacks an xApp Manager. It implements
various service models (GRAN standard E2SMKPM v2.01/v2.03/v3.00 and E2SMRC v1.03), which are
updated according to community contributions. Communication between xApps and FlexRIC uses a
proprietary adaptation of the E2 protocol, called E42 protocol, which allows fast and lightweight
communication. As shown inFigure 42, FlexRIC defines iApps, which implement and abstract some
common control E2 operations which can be further exploited by xApps via E42 protocol without needing
to program again the control logic (e.g., RAN slicing control). Communication with the RAN neds based
on the development of E2 Agents, which implement theequired E2 protocol and logic. In addition to OAI
RAN, FlexRIC also supports srsRAN and staiethe-art E2 simulators. The Al interface is currently not
supported.

XApp XApp XApp
Comm. IF (REST, WebSockets, RMR, E2AP, ...)

FlexRIC internal applications

E25M
Specialization

iApp iApp iApp
Events Callbacks

>

PR S e f

= RAN Mgmt DB Sub Mgmt Utils
2 £
R Message handler

)

% E2AP Abstraction

=

Southbound Interface

Agent ‘ | Agent | | Agent

Figure42: FlexRIQArchitecture

14 hitps://If -o-ran-sc.atlassian.net/wiki/spaces/RICP/overview

15 https://openrangym.com/

16 https://openrangym.com/tutorials/oai -o-ran

17 https://openrangym.com/tutorials/ns -o-ran

18 https://www.openaicellular.org/

19 https://docs.srsran.com/projects/project/en/latest/tutorials/source/near -rt -ric/source/index.html
20 https://gitlab.eurecom.fr/mosaic5g/flexric
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3.3.4 SD-RAN

SDRAN is aformer near-RT RICimplementation developedby the Open Networking Foundation (ONF),

now adopted by the Aether project of the Linux Foundatiott. Based orf ONOS SDN Controller, it provides

a cloud-native implementation of NearRT RIC based on microservices, together with somexemplary

xApps such as KPI monitoring, PCI conflict resolution, mobility load balancing or RAN slice management. It
allows the deployment of SERAN cluster within a single host machine through the SDRAIN-a-Box (RiaB)
framework, which provides a development envionment. RiaB deploys SIRAN infrastructure over
+O0AAOT AOAO xEEAE ET Al OAA O 20dmbilated RANACY/DUAIB)AaAd ONDS RAN& 6 O
Intelligent Controller (ONOS RIC) services. In the case of the RAN, it supports OAl components and also
implements a RAN simulator, as described isection3.4.1.3 The current version supports Al interface. The
SDRAN architecture is shown irFigure 43.
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Figure43: SDRAN neafRT RICArchitecture

3.4 Simulation Layer

The simulation layer isa key componentfor the ONDT: at this layerdifferent O-RAN network topologies,
numbers and types of user end devices, user mobility and other aspects of real networks can be simulated.
There are commercial andpen-sourcesimulator implementations, which are discussed in this subsection,
highlighting the main features and limitations.

3.4.1 Open-source E2 Simulators/Emulators

In this subsection a selection of opeisource E2 simulatorsis presented(in some cases emulators) that are
available at the time of writing this document.

3.4.1.1 O-RAN Software Community

O-RAN Software Community has developed its own E2 interface simulator. The simulator is available in a
public repo23. There is an E2 simulator library developed foE2AP support based on E2APv1, and there is
also E2SM support. The specific E2SM support that should be enabled is based to the E2SM of the calling
application. Currently, O-RAN E2SM KPM can be found in the repo as an E2SM example.

A Dockerfile for building a container and a HELM chart can be used as deployment options.

The ORAN Software Community also has available repositories with xApps that can be used in conjunction
with the E2 interface simulator.

21 https://aetherproject.org/sd-ran/
22 https://opennetworking.org/omec/
23 https://gerrit.0 -ran-sc.org/r/sim/e2 -interface
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3.4.1.2 ns-O-RAN

ns-O-RAN is a simulation platform that combines a functional 4G/5G protocol stack in +&with an O-RAN
compliant E2interface24. The nsO-RAN framework is composed by:

1 e2sim software, which is the previously mentioned e2 sim library implemented by - ®AN Software
Community (4.4.2), including some additional updates to make it work with ns®-ran-e2 ns-3
module.

1 ns3-mmWave,which is the ns3 module for the simulation of 5G cellular networks operating at
mmWavesgs. For the nsO-RAN there is a specified version of nsBimWave implemented bythe
University of Padova and NYU in order to make it work witthe ns3-o-ran-e2 ns-3 module2s.

1 ns-O-RAN?” A module which is an external module that can be plugged into +&and uses the e2sim
to create anSCTP connection with the RIC.

1 ns-O-RAN solution uses the E2APvV1 library of ®AN software community and the supported E2SM
are E2SM KPM monitoring and E2SRAN Control (RC).

The simulation platform is composed by more than one component, and therenst a single Dockerfile or
a HELM chart for deploying the full solution. In addition, xApps that can work with R®-RAN can be found
in public GitHubrepos?8. The architecture of the ngO-RAN platform is shown inFigure 44.

E2 Term m‘ Simulated environment ns-3
) E2 Term |Net Device
@
Real-world E2 Termination
________________ " E2 message | (LTE or mmWave) NetDevice
Nearreal. | || ipspaicher | [PDGP | [PDCP || RRC
g B e R e
RIC E2|| lsewieiissfoenss MAC Traces
A e2sim PHY Generator

Figure44: nsO-RANArchitecture
3.4.1.3 ONOS

t/ ./ 3 001 Edeki injplenieAtadidn of Open Network Operating Systen®) has implemented a
RAN simulator that can be found in a public rep®. Its architecture is shown inFigure 45. It offers the

capability of describing and configuring simulated RAN environments using YAML models at staih. There

is alsoagRPC API (RAN Sim API) available that can be used to induce changes duringtima. The gRPC
API capabilities are exposed via a ransim command line interface tool for tRANsimulator.

24 https://openrangym.com/tutorials/ns -o-ran

25 hittps://github.com/nyuwireless-unipd/ns3-mmwave

26 https://openrangym.com/tutorials/ns -o-ran

27 https://github.com/o -ran-sc/sim-ns3-o-ran-e2

28 https://github.com/wineslab/ns -o-ran-scpric-app-kpimoné& https://github.com/wineslab/ns -o-ran-xapp-rc
29 https://github.com/onosproject

30 https://github.com/onosproject/ran -simulator
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Figure45: ONOS RAHRimulator Architecture

The E2 agents of the E2 Node simulations suppdf2APv2 procedures and the supported E2SMare O
RAN E2SM KMP and ONOS MHO (Mobile Hand Over).

For deploying the RAN simulator, someone could use the HELM charts uploaded to the onosproject g&po
Similarly, xApps can be found in the same repository.

3.4.1.4 FlexRIC Emulators

As part of FlexRIC solutio?, there are GRAN alliance compliant E2 Node Agent emulators. These
emulators support E2APv1, E2APv2 and E2APv3. Regarding the E2SM support, E2SM KPM and E2SM RC
are supported. The agent emulator can be deployed using Makefile. Additionally, there is thation to
specify the type of E2 node, eitheby running a gNBmono option, splitting CU/DU gNB logicor an eNB
option.

3.4.1.5 Comparison Matrix

An overview of the capacities of the four opetsource E2 simulators introduced in this section is provided
in Table 9. It lists the supported protocolsand modelsfor each simulator, the deployable applications, the
deployment methods for simulators whetherthey support topology definitions, and their licensing details.

Table9: E2 Simulator Comparison Matrix

Feature O-RAN SC ns-O-RAN ONOS FlexRIC Emulators

Technical Aspects

Protocols/Models supported

E2AP versions supported E2AP v1 E2AP vl E2AP v2 E2AP v1

31 https://github.com/onosproject/sdran-helm-charts
32 https://qgitlab.eurecom.fr/mosaic5g/flexric
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E2AP v2
E2AP v3
E2SM KPM E2SM KPM
E2SM supported E2SM KPM E2SM KPM
E2SM RC E2SM RC
Custom E2SM

Applications

XApps available for testing

Deployment

VM image

Makefile

Docker container

HELM

Topology

Topology
Configuration

Commercial Aspects

Open Source

OS License Apache 2.0 GNU v2.0 Apache 2.0 OSA 1.1

3.4.2 Commercial E2 Simulators/Emulators

Two main products are available in the marketproviding a realistic and ORAN compliant simulation

AT GEOT T 1 AT O0d +3RAAIOKE CcE&)D660) 20 #DRAMPBodUEs Offer sirilar features and
allow the implementation of the Simulation Layer of the €RAN DT.

3421 + AUOECEOS6 O 2) #0A00

+ AU OE C E &8in RAN embidian@olution that enables testing of the NeRT RIC (and rApps) and the

Near-RT RIC (and xAppsunder different RAN configurations and traffic patterns, as illustrated irFigure
46. As described ir[31] , it enables the validation of four main aspects:

1 Performance: Determines NorRT and/or Near-RT RIC readiness for production load levels.

33 https://www.keysight.com/us/en/product/P8828S/rictest-ran-intelligent-controller-test-solutions.html
34 https://www.viavisolutions.com/en-us/products/teravm-ai-rsg
35 https://www.keysight.com/us/en/product/P8828S/rictest-ran-intelligent-controller-test-solutions.html
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1 Conformance: Assesses standards compliance for E2 and Al interfaces, followinRAN Alliance
specifications.

1 Interoperability: Enables validation of vertical integration involving RICs andrApps/xApps from
different vendors.

1 Use cases: Validates operations and performance of automateldsed loopsimplemented through
rApps and xApps targeting RANptimisations.
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Non-RT RIC F
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UEs

0
o
]
o
=3
r
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T
>
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-
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o
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=]
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Channel and :I'rafﬁc Models
(UEs, Mobility, Applications)

Keysight RICtest

Figure 46: Keysight RICtegArchitecture [31]

For the GRAN DT validation, the main focus is the validation of use cases, according to the developed
rApps/xApps by the experimenters. Additionally, the interoperability of these xApps/rApps will be
indirectly assessedbased on theresults. To this end, Keysight providesupport for the E2SM Key
Performance Metric (KPM), RAN Control (RC), and Cell Configuration and Control (CCC) service models,
which facilitate telemetry, network state, and network modification delivery. In the case of RAN
performance metrics, they are based on NR (TS 28.552) and HRA (TS 32.425) specifications.

Another key aspect for the DT is the design of RAN, UE mobility and traffic patterns. As showRigure 47,

the Keysight RICtest allowslefining sites and/or individual capacity (300 m) andcoverage @ km) cells.
Different parameters of the cells can be configured, such as the central frequency, the beam properties, the
number of slices, or the number of radio resources available per slice, among others. Regarding mobility,
stationery, line and circle movement are supported. When defining the UEs, the experimenter can select the
desired mobility pattern and speed, which willbe maintained throughoutthe entire simulation. For each
UE or group of UEs, the traffic pattern caalso be configured, allowing us to define the uplink and downlink
rates and the throughput gradient gteady, bellcurve, inverted bell curve). UEs can follow a timeline,
deactivating and activating different traffic pattern during the simulation.
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The scenario configuration can be applied via API following a JSON format, allowing thd(R@N DT to
dynamically applyit according to the defined experiment.

3422 6)!16)80 4A0A6- 2)# 4AO0O ¥ ') 23
6)!6)60 4A0OA6- 2)# 4A00 DPOT OEAAO A OEI EI AO Oil OOE
interoperability assessment according to GRAN specifications. lenables experimenters to test proposed

changes and assess their impact, ensuring threbust validation of RIC functions and rApp/xApps. The
available features of TeraVM are based on the activation of licenses, which incorporatious E2 service

models, Network Slice management support, energy efficiency information and operations, Qefated

control, and more Similarly, + AUOECE 06 O O1 T 1  Aihddhllows tebnind thefsimbl@lionsAT | 0)
configuration, enablingthe O-RAN DT to configure ibn demand
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The TeraVMRIC Test tool has recently been renamed by Viavi to TeraVM Al RSG, incorporating additional
features oriented toward generating datasets according to the performed simulations and validatingl-
driven rApps/xApps. Figure 49 illustrates the main features af this new product as defined in its web pagfe

==

THREE

App Validation & Test & RDT App KPI Yalldatlon {n cl.osed IoF)p, benchm.arkllng and
App goal fulfillment validation enriched by Al insights

Test effectiveness of x/rApp decisions and Validation (future)adjusted to real network conditions (future)

RIC output in Realistic network environment Englne & RDT

RIC Test Scenarios

TWO
RAN Scenario Generator RAN Scenario Rich RAN Scenario Generator with data
Train the ML & Al model of App with Generator Gen tool for Apps Al models training

real RAN scenarios and traffic

ONE GIS maps and RAN Topology
HDL-Hybrid Data Lakes Hyt;r:dtna:a Lakes import, Historical RAN and
Hetiaces RSG Data enriched with Real

Realism enriched by intelligence
RAN traffic/KPIs trends

Figure49: Viavi's TeraVM Al RSG
3.5 ONDT Northbound APIs
3.5.1 Interfaces

The ONDT interfaces can be spiibto two groups:

1. The SUNRISE6@Group that includes the APIs towards the SUNRISES Adaptation Framework,
2. Theinternal configuration APIs that have been covered in Sectid2.3,

All the NBI interfaces are summased in Table 10.
Table10: ONDT NBI overview

Interface ID Interface Description

SUNRISE6EEXxperiment Experiment-related operations (start/cancel/retrieve results)
SUNRISE6GTestbed Testbedrelated API calls (retrieve status, capabilities)
ONDT-Topologies CRUD operations on Topologies and their related Performance Metrics
ONDT-Applications CRUD operations on €RAN applications (x/rApps)

View/Monitor resource data on the infrastructure where ONDT, RIC,

ONDT-Infrastructure .
Simulators, etc. run

Subscription API for consumers to receive asynchronous notifications on

ONDT-Subscription CRUD event®n Experiments

36 https://www.viavisolutions.com/en-us/products/teravm-ai-rsg#overview
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3.5.2 OpenAPI Specs

The OpenAPI specs for the above APIs are available in the project repositoife two interface groups
considered, SUNRISEBG and ONDT, are presentdd Table11.

Table11: OpenAPI definitions for the ONDT

Interface group OpenAPI definition

SUNRISE6G The Adaptation Framework API is available at the internal project rept

Internal configuration APIs are available in the project's internal

ONDT repository3s,

3.5.3 Call Flows

Based on the OpenAPI specs, this section presents htire ONDT will handle these API callshrough
sequence diagrams.

3.5.3.1 SUNRISEGInterfaces

The SUNRISESG family of interfaces includes the API calls that will be sent by the Adaptation Framework.
The most important from a functionality perspective are those related to the Experiment execution
(Start/Stop). These are shown in the next two diagrams.

O030A00 %@b A OE I iditiatéioby 4 DA OE G2 fnient calf t& the ONDT API server. The exact call
flow is shown in Figure 50.

Start Experiment follows the sequence below:

9 Iltisinitiated by a POST request to the NBI API server [03Yn exampleof the POST payload can be
found in Section3.6.3
First, the request is validated for syntax or logical errors [01].
Once the experiment has passed initial validation, a success [15] or failure response [16, 17] is sent
back. In case of success, the experiment is stored in the internal DB with a status PENDING.
1 Aninfrastructure check occurs right after to verify readiness of the ONDT: for NeRT RIC [36034],
for Near-RT RIC [4044] and Emulator [50-54].
1 The status is saved in the DB [60] and notifications are sent:
0 Upon success, the experiment initiates executiomnd the RUNNING state is sent to the
callback URL [7073].
o0 Onfailure to initiate the experiment due to an infrastructure errorthe FAILED status is sent
to the callback URL.

Similarly, Stop Experiment follows the sequence as shown Figure 51:

1
1

1 The Stop Experiment is initiated by a DELETE request to the API server [00].
1 A check takes place for the operational status of the experiment based on its 1D {03].
T If accepted, the ONDT assets must stop execution:
o Emulator is the first one to stop generating traffic [1012]. Upon termination, the
experiment is marked as CANCELLED and the appropriate notifications are sent{13].
0 The NonRT RIC [2624] and NearRT RICs [3834] are cleared of any deployed r/xApps, to
prepare for the next execution.
1 In case of any error to the request, ONDT will send a 4&#atus code [6064].

37 https://github.com/SMARTECHSI-Athena/SUNRISEEG ORANNetwork-Digital-Twin/blob/main/docs/api/sunrise6qg -

testbed.yaml
38 https://github.com/SMARTECHSIF-Athena/SUNRISEEGORANNetwork-Digital-Twin/blob/main/openapi
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Adaptation Framework NBI APl Server | | NBI WebUl Server | Non-RT RIC | | Near-RT RIC | | Emulator |

[00] POST /sunrise6g/experiments

h
[Vaiidation error]

1 [16] 408 Bad Request
[Gther server efror]
. [171500 Internal Server Error

Async /

Infrastructure readiness Check /

[72] POST /sunrise6g/experimen

[73] 200 0K

[83] POST /sunrise6g/experimen:

status: FAILED )

[84] 200 0K

‘

Figure50: Start Experiment Sequence Diagram
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3.5.3.2 ONDTInterfaces

The ONDT interfaces areurrently under development and are intended folinternal management purposes.
One experimental API that has been used to upload filsedartefacts for topologies, xApps and rApps is
shown in Figure 52.

Please note that these APIs are subject to changed their final documentation will be included in D4.6.

i
)
Ly

Admin

O-RAN Network Digital Twin

‘ NBI APl Server| | NBI WebUI Server | (MQ|| | Experiment Manager| DB~ Minio
T T _l_“"l - ] ]

==

| [00] POST File Artifact

[01] Run validation

alt [Success]
| [10] File uploaded

y_

| [11] File upload request

[12] Store file

[13] File stored

[14] Save file and getID _ |
=

:< [15] File stored successfully

[16] File stored successfully
a3

i
I _[17] 2e@ 0K

[Validation error]
. [18] 206 Not Acceptable

h
[Other error]
|
' [19] 58@ Internal Server| Error
i

Adlfn\lm ‘ NBI APl Server | I NBI WebUI Server | (MQ| | Experiment Manager é %

Figure52: Uploading fileArtefactsthrough the ONDTManagement Interface

The internal File Upload ONDT API serves for uploading files that can be characterized as topologies, xApps
or rApps based on specific HTTP headers:

I The process is initiated by a POST request with the file attached as a multipart/fordata MIME
type [00].
Once the file is uploaded, it is stored in the internal Minio object storage [1P3].
The file isregisteredin the DB [1415] and if successfulan OK status code is returned [16L7].
o0 Otherwise, an error status code is sent back to the requester.

1
1

3.6 Initial ONDT Implementation

At the time of writing, an initial implementation of the ONDT is available. This section provides information
on the code locationand installation instructions.

3.6.1 Source Code and Build Instructions

SUNRISEBG ONDT has been implemented as a cloundtive application comprising multiple microservices,
both stateful and stateless. The project source code is hosted at ISI project github repo at:

https://github.com/SMARTECH-ISI-Athena/SUNRISE6G-ORANNetwork-Digital-Twin

The source code structure shown ifrigure 53 is as follows:

1 /common: contains code libraries that are common among microservices (data structures, etc.)
1 /docs: documents in the form of Markdown, Plantuml, OpenAPI, etc.
1 /openapi: OpenAPI files that have been used to generate golang specific code
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/samples: code or JSON samples, app descriptors, simulator topology samples, etc.

/services: contains all developed microservices (see below for exact contents)

ltools: deployment-specific scripts, helm charts and helmfile, etc. (see below for exact contents)
Dockerfile-*: Dockerfiles that are used for building the microservice container images

= =4 =8 =

common
— Dockerfile-initjob
Dockerfile-nbi-apiserver
Dockerfile-nbi-webui
Dockerfile-orchestration-manager
Dockerfile-sbi-ric
Dockerfile-sbi-sim
docs
go.mod
go.sum
LICENSE
openapi
README. md
samples
services
tools

Figure53: ONDTSource Code Structure

/services folder (Figure 54) consists of the microservicesprganisedin folders that denote the logical place
of the microservice. The structure is:

9 /data : contains services related to access and management of stateful services (databases, etc.). At

the time of writing, such services are not yet available

91 /nbi : North-bound services which contain the external and internal-facing API server, plus one
extra servicefor the ONDT Internal Management Web UlI.

9 J/orchestration : This contains the Experiment Managerwhich is the main componentthat
manages the LCM of the experiment.

1 /sbi : the folder that contains the Soutkbound services that handle the communication with the
ONDT components: NofrRT RIC, NeaRT RIC and RAN emulators. An extra service (infra) &
placeholder for the service that will collect infrastructurerelated metrics and will report its
readiness to execute experiments.

9 /utils : Utility folder, mainly with Initjob contains to execute oneoff tasks.

services
data

L README.md
nbi

apiserver

README . md
webui

orchestration

L— manager
shi

infra
README . md
ric

sim

utils
L init

Figure 54: ONDTMicroservicesCode Structure

ftools folder (Figure 55) contains various scripts and configuration files that are required for the
deployment of the SUNRISIEG ONDT:

1 /chartmuseum : some helper files to create a chartmuseu#tito host the project Helm charts
Chartmuseum is a lightweight repo for Helm charts that can be used in case a more
sophisticated artifactory solution is in place for Helm charts and container images (e.g. Jfrog).

39 https://github.com/helm/chartmuseum
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1 /deploy : contains the main deploymentrtefacts:
0 /charts :contains the ONDT microservice Helm charts.
o /helmfile : contains the Helmfile (see&ection3.6.2.]) configuration that synthesises
the ONDT deployment withits own and the opensource, third-party Helm charts.
9 /scripts : auxiliary scripts that carry out some development tasks, such as building the
project containers and the Helm charts.

tools
chartmuseum

ti: config.yaml
README. md

deploy

charts
containers
helmfile

scripts

F_: README. md

Figure55: ONDTTools Code Structure

3.6.1.1 Building Container Images of Microservices

1. Set the REGISTRY value ttbls/scripts/build_containers.sh as the container registry where the
images will be pushed.

2. Ensure that the URL of the REGISTRY is accessible from your system.

3. Set the TAG value imols/scripts/build_containers.sh to specify the image tag that will be pushed
to the REGISTRY.

4. Run /ftools/scripts/build_containers.sh for executing the script.

3.6.1.2 Building HELM Charts

1.

2.
3.

Set HELM_REPO valuetisvls/scripts/build_charts.sh , as the repo where the helm chart would be
eventually uploaded (e.g. ChartMuseum).

Ensure that the URL of the HELM_REPO is accessible from your system.

Run ./tools/scripts/build_charts.sh for executing the script

3.6.2 Initial ONDT Version Deployment

This subsection providesguidelines for deployingthe initial ONDT version described in this deliverable.
3.6.2.1 Helmfile

The ONDT is deployed by using helmfite tool. Helmfileis a declarative configuration management tool for
HELM. It simplifies the process of managing multiple HELM charts by allowing users to define their desired
state in a single YAML file Helmfile.yaml ). With helmfile, you can specify chart versions, values, and
dependencies, and thesynchroniseyour Kubernetes cluster to match the defined state. This eliminates the
need for manually running multiple HELM commands, making deployments more consistent and

repeatable.
3.6.2.2 Deployment Steps
For deploying the ONDTfollow the instructions below:

1. Change directory totools/deploy/helmfile
2. Run the command below, replacing the namespace and repo fields appropriately:

ONDT_NAMESPACE=sunrigmndt ONDT_REPO=atifactory.juniper.net/atom - docker -
fiveg/fiveg/eu/sunrise/6g ONDT_TAG=0.1 ONDT_CHART_REPO=http://localhost:6060 helmfile sync

40 https://helmfile.readthedocs.io/en/latest/#
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The parameters of the command in step 2 are defined rable 12: KeyParameterdor the ONDDeployment
If no value is specified for the parameter, then the default value is assigned to the parameter.

Table12: KeyParametersfor the ONDTDeployment

Parameter Name Description Default value

ONDT_NAMESPACE The namespace to deploy ONDT sunrise-ondt

The repository to pull container images s-artifactory juniper.net/atom -

ONDT_REPO from docker-
fiveg/fiveg/eu/sunrise/6g
ONDT_TAG Docker images container tag 0.1

The chart repository to pull HELM charts| http://localhost:6060 , local
from chart museum running

ONDT_CHART_REPO

The helmfile syncsynchronisesthe Helm releases defined in th&ools/deploy/helmfile/helmfile.yaml file.
It ensures that the specified charts are installed or updated in the Kubernetes cluster

3.6.3 Operation

This subsection provides basic operation guidelinefr using the initial ONDT implementation using some
raw CLI commands. It consists of Bain parts:

1 The preparation phase, where administrators configure the ONDT tool by adding the
experimentation infrastructure (Non-RT RIC, NeaRT RICs, RAN emulators).

9 The functional test exposure towards the Adaptation Framework, where the supporteskperiment
templates and their configurable parameters are advertised and eventually presented to the
SUNRISEBG portal.

1 The experimentation LCM, where experimenters can start/stop an experiment, get experiment
status updates, and finally retrieve the result datasets.

3.6.3.1 Preparation Phase

The first part of the ONDTinvolves establishinga connection to a RIC platform. There is an internal ONDT
API developed for that operation inthe nbi-apiserver microservice that can be easily exposed to local
environments by executing a portforward to a local port

kubectl port - forward svc/nbi - apiserver 8090:8090 |

Then someone could onboard and establish a ONRRIC communication using a curl command similar to:

curl -i -XPOST "http://localhost:8090/sunrise6g - odt - nbi/vl/infra?infraType=ricInfraType" \
-H"Content - Type: application/json” \
-d '{

"name": "myRIC",
"username": "uname",
"password": "passwd",
"host™ "11.11.11.11",
"port": 33333,
"vendor": "Juniper"

yi OEA AOOI AiTii AT A AAT OAh AAOAEI O OOAE AO 2) #6860

the port of the RIC deployment and the RIC vendor must be defined.

Similarly, ODNT should establish a connection to a simulation layer.
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curl -i -XPOST "http://localhost:8091/sunrise6g - odt - nbi/vl/infra?infraType=simE2InfraType" \
-H"Content - Type: application/json" \
-d

"name"; "KeySight - 1",
"username": "uname",
"password"; "passwd",
"host": "11.11.11.111",
"port": 8080,

"vendor": "Keysight"

y

A response of such operations with a successful outcome for both POST requests is:

HTTP/1.1 200 OK

Access- Control - Allow - Headers: Content - Type, Authorization, Accept - Encoding, Content - Length, Accept
Access- Control - Allow - Methods: GET, POST, DELETE, OPTIONS

Access- Control - Allow - Origin: *

Content - Type: application/json

Date: Mon, 28 Apr 2025 08:11:20 GMT

Content - Length: 88

"Infra myRIC with id 15775569 - 9dec- 4e5c- 8f4e - 182a9ce4fd91 created successfully”

3.6.3.2 Experiment Parameters

Experimenters should have knowledge of the available tests and the corresponding parameters for each
test. That knowledge is exposed bthe SUNRISEBG Adaptation Framework API:

curl -i -XGET "http://londt - hostname:<ondt - port>/sunrise6g/experiments” |

The status and parameters are provided in the following response. Using this information, an experimenter
can configure an experiment by making another request. Below is a simple example of a response containing
one available test with a single test paranter for an xApp descriptor, which should be in a basé4-decoded
format.

[
{

"test_name": "Experiment 01",
"status": true,
"parameters": [

"name": "descriptor - xapp",
"default_value": ",
"optional": true,
"value": "base64 - decoded- json",
}
]
}
]

The onboarding of the RAN emulator is in progress and will be described in the next phase.

3.6.3.3 Functional Test Exposure

Once ONDT has been configured with the necessary RICs and emulators, it is ready to expose the functional
tests towards the SUNRISEBEG Adaptation Framework, and eventually the SUNRISEES portal. At this early
phase, these test templates are hardcoded in ¢hcode andwill be considered configurable during the
initialisation of the ONDT tool, if use cases require.it

According to the SUNRISE6GG&estbed interface (per ONDT NBI Interfaces section), the endpoint to retrieve
these tests ishitp://<host>/sunrise6g/availability/tests

Example:
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curl -i -XGET http://localhost:8090/sunrise6g/availability/tests
HTTP/1.1 200 OK
Content - Type: application/json; charset=UTF -8
Date: Tue, 06 May 2025 11:49:29 GMT
Transfer - Encoding: chunked
[
{
"test_name": "Functional Test DEMO",
"status": "true",
"parameters": [
{
"name": "experiment_duration",
"default_value": "5",
"optional": "false",
"unit"; "seconds",
"min"; "1.000000",
"max": "1440.000000"
}
|
3
{
"test_name": "Single xApp with Keysight Topology",
"status"; "false",
"parameters": [
{
"name": "experiment_duration",
"default_value": "5",
"optional: "false",
"unit": "seconds",
"min"; "1.000000",
"max": "1440.000000"
h
{
"name": "xapp_descriptor",
"default_value": <omitted for brevity>
"optional": "false",
"unit": "b64_json"
h
{
"name": "topology_predefined",
"default_value": "small",
"optional": "false",
"unit": "selection”,
"predefined": [
"small",
"medium”,
"large”
]
}
]
3
{
"test_name": "Single xApp/Single rApp with Keysight Topology",
"status": "false",
"parameters": [
{
"name": "experiment_duration"”,
"default _value": "5",
"optional": "false",
"unit": "seconds",
"min"; "1.000000",
"max": "1440.000000"
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b
{
"name": "rapp_descriptor",
"default_value": <omitted for brevity>,
"optional"; "false",
"unit": "b64_json"
5
{
"name": "xapp_descriptor",
"default_value": <omitted for brevity> ,
"optional"; "false",
"unit"; "b64_json"
|3
{
"name": "topology_predefined",
"default_value": "small",
"optional": "false",
"unit"; "selection",
"predefined": [
"small",
"medium",
"large”
]
}
]
}
]

3.6.3.4 Experiment Lifecycle

For starting an experiment, ONDT supports the relevant call of the SUNRIG& Adaptation Framework API.
To illustrate the whole workflow, the first functional test (Functional Test DEMO ) is used which runs a mock
experiment, only for testing theNBI interactions.

To start the experiment:

curl -i -XPOST "http://localhost:8090/sunrise6g/experiments” -H "Content - Type: application/json" -d
1
"exp_id": "6de48d00 - 5dfc - 43c8- ba7d- 23¢32927a640",
"test_name": "Functional Test DEMQO",
"configuration": [
{
"name": "experiment_duration",
"value": "20"
}
1,
"data_url": "https://<callback_URL>/sunrise6g/experiment/data”,
"status_url": "https://<callback_URL>/sunrise6g/experiment/status"”

y
In the above curl command payload, we define:

1 exp.id AO AGPAOEI AT 0860 O1 ENOA EAAT OEEEAO

1 test_name as the name of thevailable functionaltest, exposed in the previous section
9 data_url as the URL to which the testbed should send experiment data
1
1

status_url  as the URL to which the testbed should send experiment status updates

configuration  as the list of configuration parameters used to start the experiment, that are exposed
for each specific test in the previous section. Please note that the definition of the exact configuration
parameters is still under discussion.

A response of such an operation with a successful outcome is:

| HTTP/1.1 200 OK |
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Content - Type: application/json; charset=UTF -8
Date: Tue, 06 May 2025 12:01:38 GMT
Content - Length: 3

{
7EAT OEAOA EO A AEAT CA ET Al AgobPAOEI AT 060 OOAOOO
requestOT A AAOOET AOEIT 52, OEAO EO EAO AAAT AAEEI]

experiment. These POST calls are currently performed by the ONDT Manager.

The mock experimentis first sending an update the set the experiment teENDINGtate, after 5 seconds it
sets it to RUNNINGand finally after the configurablenumber of seconds defined in theexperiment_duration
parameter (here, 20), test is set t@OMPLETE

To capture these messages, a test callback URL was provided, and it produces the following logs to show
the experiment progress:

time="2025 - 05- 06T12:01:39 Z" level=debug msg="Experiment Status Request: {Expld:6de48d00 - 5dfc - 43c8-
ba7d- 23c32927a640 Status:PENDING}"' module=experiment - manager version=0.1

2025/05/06 12:01:39 POST /sunrise6g/experiment/status ChangeExperimentStatus 2.782722ms

time="2025 - 05- 06T12:01:44 Z" level=debug msg="Experiment Status Request: {Expld:6de48d00 - 5dfc - 43c8-
ba7d- 23¢32927a640 Status:RUNNING}' module=experiment - manager version=0.1

2025/05/06 12:01:44 POST /sunrise6g/experiment/status ChangeExperimentStatus 226.922us

time="2025 - 05- 06T12:02:05 Z" level=debug msg="Experiment Status Request: {Expld:6de48d00 - 5dfc - 43c8-
ba7d- 23¢32927a640 Status:COMPLETED' module=experiment - manager version=0.1

2025/05/06 12:02:05 POST /sunrise6g/experiment/status ChangeExperimentStatus 140.566us

At the end of the experiment, the result datasets are sent back to the Adaptation Framework through the
data_url parameter. The mock experiment produced peseconds metrics for 2 sample KPIs. To capture the
dataset output from the logs, a test callback URL was used:

time="2025 - 05- 06T12:02:05Z" level=debug msg="Experiment Data Request: {
"experiment": {
"exp_id":  "6de48d00 - 5dfc - 43c8- ba7d- 23¢32927a640",
"source": "ONDT"
b
"data": [
{
"timestamp™: "2025 - 05- 06T12:01:44.643008129Z",
"moids™: [
{
"name": "cell_id",
"value™: "0001"
}
1
"kpis": [
{

"name": "cpu_usage",
"value": "92%",
"UNit™ "%

"name": "memory_usage",
"value": "1330MB",
"unit"; "MB"
}
1
A _TTEOOAA A& 0. AOAOEOU: A

"timestamp™: "2025 - 05- 06T12:02:04.654077689Z",
"moids™: [
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{
"name"; "cell_id",
"value": "0001"
}
1,
"kpis": [
{

"name": "cpu_usage",
"value": "62%",
"unit" "%%"

"name": "memory_usage",
"value™ "1121MB",
"unit"; "MB"
}
|
}
]

An experimenter can stop theexperiment using the DELETE call of thEUNRISESG Adaptation Framework
API.

| curl -i -XDELETE "http://localhost:8090/sunrise6g/experiments/ 6de48d00- 5dfc - 43c8- ba7d- 23¢32927a640" |

where the last endpoint parameter is theexp_id that was used in the Start Experiment section.

A response of such an operation with a successful outcome is:

HTTP/1.1 200 OK

Content - Type: application/json; charset=UTF -8
Date: Wed, 30 Apr 2025 08:59:55 GMT

Content - Length: 0

3.6.4 Reference Use Cases

The objective of the reference use case is to validate the core capabilities of the SUNRISEONDT, focusing
on an experimenter aiming to asseseptimisation strategies implemented through rApps and xApps prior
to their deployment in operational networks. To support this workflow, the ONDT must provide tools for
seamless onboarding of custom rApps/xApps and their associated optimization policies, enable the
generation of simulated scenarios based on realorld deployments, and facilitate the cokection and
exposure of relevant metrics for performance evaluation and Al/ML model training.

Particularly, the selected use case focuses on enhancing energy efficiency in the 5G RAN deployments by
Mobile Network Operators. Current operational networks typically rely on the provision of capacity and
coverage layers, implemented through cells configed with different carriers, bandwidths and RF chains.

For instance, in 5G NSA deployments, the 3.5 GHz 5G carrier often serves as the capacity layer, while 4G and
5G using Dynamic Spectrum Sharing (DSS) provide coverage. Although this approach ensurdficEnt
capacity to meet Quality of Service (QoS) expectations during peak hours, it can result in significant energy
inefficiencies during offpeak periods. Multiple studies indicate that 5G cells may consume up to five times
more energy than their 4G canterparts [32] . This trend is expected to continue in 6G, with higher carrier
bandwidths and more complex MIMO configurations further increasing power consumption pessS.

One of the most common approaches to address this challenge is the application of dynamic on/off
switching approaches exploiting low demand conditions. These strategies can be implemented at various
levels, by switching off specific components such as tiower Amplifier (PA), the Radio Unit (RU), the node,
or the entire BS, respectivelyf33] . Among these, carrier and cell on/off switching is a key eneregaving
use case promoted by the @RAN Alliance[34] . These dynamic strategies, often supported by Al/ML
algorithms, aim to reduce energy usage while maintaining QdS5] .
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