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1 Executive Summary

This deliverable, titled "Initial Report on Experimentation and Data Collection Plan and Intent-Driven
Management and Orchestration,” provides a comprehensive overview of the foundational components and
processes for the SUNRISE-6G Experimentation Plane. It outlines the design study and initial
implementation steps to establish the SUNRISE-6G Testing-as-a-Service (TaaS) and experiment with Intent-
Driven Lifecycle Management (IDLM) functionalities.

The report highlights the translation of requirements from Task 2.3 into detailed technical specifications. It
introduces the low-level design of the SUNRISE-6G Portal and the Lifecycle Management (LCM)
experimentation services. This report details UML diagrams, software technology choices, and a list of
adaptations required for existing assets, such as the Adaptation Framework and data management services,
including the MRS. The key functionalities include data collection, calculation of Key Performance Indicators
(KPIs), real-time data visualisation, experiment triggering and monitoring, alongside the implementation of
Single-Sign-On (SSO) capabilities to manage user identities and access rights. Moreover, the role of the
adaptation framework is outlined, which acts as a middleware layer that abstracts the testbed southbound
APIs for data collection and experiment triggering from the Portal and main Database. This greatly simplifies
the onboarding workflow for testbeds, regardless of the specific TaaS solution and experiment scheduling
tools each testbed may use.

The open data management framework is another key enabler of the SUNRISE-6G Experimentation Plane.
It supports carefully crafted metadata that adhere to open science principles, such as FAIR, to facilitate
human-/machine-readability and machine-actionability, and ensure compliance with legal and ethical
regulations. This framework handles data storage and annotation, utilising detailed metadata models to
facilitate easy publishing and retrieval. It also features a storage solution for collecting the data and
associated metadata. Finally, it is designed to be interoperable with EOSC. This solution benefits from the
initial design and deployment of a Data Management Infrastructure (DMI) composed of an MRS (Metadata
Registry System) and a Storage Service (S3-based API). The existing functionality will be extended, adapted
and hardened for security within the SUNRISE-6G context.

Finally, this deliverable provides an outline of the SUNRISE-6G's unique Intent-Driven Lifecycle
Management (IDLM) for experimentation. This approach provides immense benefits in terms of lowering
the barrier of entry to experimentation in 6G. SUNRISE-6G will provide the ability for experimenters to
simply express their desired experimental intents and consequently steer the conducting of experiments
with natural language as they interact with a Chatbot interface. This deliverable provides implementation
details for the chatbot agent and its risk assessment system, as well as the implementation of IDLM agents
that are deployed on the testbed side. These are responsible for automating its TaaS systems via high-level
experimentation intent while providing feedback to the experimenter.

©SUNRISE-6G Page | 8
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2 Introduction

This deliverable is related to Work Package (WP) 3 “Open Federation and Experimentation Framework”.
More specifically, it provides an initial report on experimentation and data collection plan and intent-driven
management and orchestration, activities developed in:

e Task 3.3: Experimentation and data collection plane [M03-M24]
e Task 3.4: Distributed Intent-driven Lifecycle Management (IDLM) and Orchestration of Experiments
Infrastructures [M01-M20-M24]

It will provide evidence for Milestone (MS) 6, “Initial Version of Intent-Based LCM and Orchestration.” The
objective of Task 3.3 is to design and develop software adaptations for the SUNRISE-6G portal and the
lifecycle manager. It includes the functionality of the data collection and management framework
(Adaptation Framework), KPI calculations, front-end visualisation, and graph data presentation (Portal).

Task 3.4 complements the above by implementing IDLM and orchestrating the experiment. In particular, the
task should support the automatic generation of the optimal infrastructure configuration given the Machine
Learning (ML) pipeline or microservices workflow configuration, as well as creating (MLOps) configurations
based on the experimental setup and generating corresponding queries for data extraction, aggregation, and
transformation.

Overall, this report provides a comprehensive description of the implementation and processes related to
the foundational components of the SUNRISE-6G Experimentation Plane as introduced in D2.2, i.e., the
Portal, ODMF, Adaptation Framework, and the IDLM Experiment orchestrator.

2.1 Mapping SUNRISE-6G Outputs

This section aims to map SUNRISE-6G Grant Agreement (GA) commitments within the formal Deliverable
and Task description against the project’s respective outputs and work performed.

Table 1: Adherence to SUNRISE-6G GA Deliverable & Tasks Descriptions
SUNRISE-6G Respective

Task No. and SUNRISE-6G GA Task Description Document Justification
Title Chapter(s)

After translating requirements from TZ2.3
into detailed technical specifications, this
task will develop the detailed low-level
design of the SUNRISE-6G Portal and the
Lifecycle Management experimentation

- X . Chapter 3 Introduces the Ilow-level
services, as well as 'thelr constituent design of the SUNRISE-6G
components. These are implemented as a Portal desian and

Task T3.3 fully integrated system, which delivers the K g

Experimentati | SUNRISE-6G Testing as a Service workflow.

on and data capabilities. As a first step the task will

collection produce the design of the TaaS solution, to | chapter 5 Introduces the Adaptation

plane be expressed in UML diagrams, while Framework and offers the
detailing software technologies to be used in key  functionalities and
its development, and list adaptations needed deployment packages.

to existing assets (e.g., SLICES-RI portal and
data collection and storage frameworks).
Then the task will develop the necessary
software adaptations to produce the
SUNRISE-6G Portal and Lifecycle Manager.

©SUNRISE-6G Page | 9
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This involves the functionality from the data
collectors, EOSC storage APIs (i.e., the EOSC-
IF), the data parsers, the KPI calculations,
real-time graph data presentation, and the
web-based graphical front-end visualisation
environment for each of the parameters that
must be visualised within use-case scenarios.
Moreover, single-sign-on (SSO) capabilities
for keeping track of experimenters’identities
and access rights to all facilities will be
offered. Finally, this task will create the
necessary packages for container-based
system deployment.

Task T3.4
Distributed
Intent-driven
Lifecycle
Management
(IDLM) and
Orchestration
of
experiments
infrastructure
s

This task implements the IDLM functionality,
as an extension to the Lifecycle Management
service, which is implemented in T3.3. This
task initially defines the declarative intent
format (e.g., as an Extension to the RMF 921
model) that will be leveraged by
experimenters, testbed owners, and other
stakeholders of the facility, aiming to
supplement and eventually replace the
imperative configuration formats currently
used by the testbeds. The Intent APIs
connecting the IDLM Service with the
testbed are also delivered by this task.
Moreover, this task will implement the new
real-time experimentation steering
workflow, as well as the advanced capability
of natural language steering which be
offered as an option, supplementing the
proven approach of declarative intents. To
this end, the task will adopt IBM’s
Foundation Models and other emerging
open source LLMs (e.g., Pythia) that will be
finetuned several specific tasks such as:
automatically generate the optimal
infrastructure configuration given the ML
pipeline  or  microservices  workflow
configuration; create MLOps configuration
given experimental setup; create
corresponding queries for data extraction,
aggregation, transformation. The finetuned
FM will then be leveraged for the auto-
generation of the declarative intents. Finally,
this task will deliver new explainable FMs
using neuro-symbolic Al to address
traceability and interpretability.

Chapter 6

The IDLM framework is
introduced. Its principles
and solutions are presented
and discussed in the context
of the SUNRISE-6G Taas.

Deliverable Description
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Deliverable D3.2: Initial Report on Experimentation and Data Collection Plan, and Intent-Driven
Management and Orchestration.

Initial report on experimentation and data collection plan and intent-driven management and orchestration
of experimentation infrastructure.

2.2 Deliverable Overview and Report Structure

This deliverable details all foundational components of the SUNRISE-6G experimentation plane in the
following chapters:

Chapter 3 outlines the SUNRISE-6G portal as a one-stop shop for experimenters. It offers seamless
access to resources, intuitive workflows, and advanced tools, including SSO, dynamic dashboards,
and container-based deployment, which support efficient experiment management and integration
with Findable, Accessible, Interoperable, and Reusable (FAIR) data and Europe’s Open Science
(EOSC) initiatives.

Chapter 4 presents the Open Data Management Framework (ODMF), a key enabler of the project. It
supports the extraction and storage of metadata from experiments, making them available in a
public repository that follows the FAIR open science principles.

Chapter 5 presents the Adaptation Framework, an important component of the SUNRISE-6G's
experimentation plane. It provides the communication channel between the experimenter and the
underlying testbeds to support and control their experiments.

IDLM is introduced in Chapter 6 as a novel approach to experiment management to translate user
intent into automated test execution.

Chapter 7 concludes the deliverable.

©SUNRISE-6G Page | 11
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3 SUNRISE-6G Experimentation Portal

The SUNRISE-6G portal serves as a comprehensive and indispensable hub for experimenters, offering
seamless and user-friendly access to the project's diverse services and resources. Designed to streamline
and enhance the experimental process, the portal provides researchers with tools to conduct experiments
efficiently while maintaining full oversight and control. It supports every stage of the research journey, from
experiment planning and execution to data analysis and visualisation of experimental results.

Central to its design is the commitment to FAIR data principles, ensuring that all data are Findable,
Accessible, Interoperable, and Reusable. Researchers can leverage a wealth of digital resources and
advanced tools for managing and analysing experimental outputs. The portal also features an open data
directory, empowering users to explore and share data easily. Moreover, it will be seamlessly integrated
with the EOSC, fostering collaboration across the research community and enabling the smooth sharing of
resources on a broader scale.

The SUNRISE-6G portal simplifies the complex experimentation workflows inherent in the execution of
functional tests supported by SUNRISE-6G testbeds, allowing users to customise and execute them based on
their specific needs. In what follows, the Portal's individual components, previously introduced in D2.2, are
presented in detail.

3.1 Single-Sign-On Component

SSO is a key feature of the SUNRISE-6G portal, enabling users to access all necessary resources more easily
and quickly. With just one set of credentials (username and password), users can log in (Figure 1) once and
get instant access to all the services and resources available on the platform, eliminating the need to
remember multiple logins!

SUNRISE
Welcome to SUNRISE-6G

Figure 1: SUNRISE-6G Experimentation Portal Login Page

©SUNRISE-6G Page | 12
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This saves time and keeps everything secure by managing access through a single login system. The SSO
feature ensures a hassle-free and seamless experience, allowing users to focus on their research without
worrying about technical barriers.

3.2 Visualisation and Dashboard Tools

The SUNRISE-6G portal’s visualisation and Dashboard tools make it easy for users to monitor, analyse, and
understand their data. With interactive charts, customisable widgets, and real-time updates, users can track
important metrics and stay on top of project activities at a glance. This straightforward and user-friendly
interface helps users make informed decisions while keeping everything organised and accessible.

The web-based Dashboard is designed to streamline the workflow for starting and managing experiments.
After logging in (Figure 1), users are greeted with a clean and straightforward layout that highlights key
options like “Initiate Experiment,” “History Records,” and the “List of Reports” (Figure 2). These features are
easy to navigate and are designed to save time.

= Welcome Back, User P ®
SUNRISE

Main Menu

A TestBeds

B Functional Tests Initiate Experiment
B Reports

Usetul Links

&  Help & Support

& Settings

Reports

[

History Records List of Report

] Name Date Status Action

09:30 Testing of the Al-Driven Threat Mitigation
Framework 1783 My Testi 11 Jan 2025 Completed
10:00 am NTN Experiments with Emulated Sateliite 1224 FunctionalTestRun3 0 Aug 2022 Failed
Nodes

1936 MyTestd a Complatad
B Logout 12.00am ICAS with RIS

Figure 2: SUNRISE-6G Experimentation Portal's Homepage

When users select “Initiate Experiment,” the portal automatically updates the testbed page using real-time
data to show all available options (Figure 3). From there, users can pick a testbed, review the tests it offers,
and confirm availability through the system. Once a test is chosen, the portal provides the necessary
parameters, allowing the users to set up and launch their experiment with just a few clicks (Figure 4).

This seamless process, powered by advanced API integrations, ensures real-time accuracy and smooth
navigation. By simplifying the management of experiments, the SUNRISE-6G portal enables researchers to
focus more easily on their research and results.
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University of OULU Testbed

UNIVERSITY
'oF 0ULY

KU Leuven 6G Testbed

EURECOM Testbed

EURECOM

UTH SLICES GR Node

T

Figure 3: SUNRISE-6G Experimentation Portal: Testbed’s Page

Welcome Back, User

Home / TestBed / eBOS Testbed / Functional Test11

® Functional-Test-11:

Testing of the Al-Driven Threat Mitigation Framework

Select Types of Attacks:

Test will run on eBOS testbed

@  Heip & Support

& Settings

B Logout

(D

(e
‘@

Information gathering I Man in the middle [ Injection [ Bruteforce (FTP + SSH) ‘ Dos [ DDoS. ‘ I Infiltation (Nmap + poriscan)
[ Botnet (remote shell + file upload/download + capturing) ‘ [ Web Application (XSS + Brute-force)
Select Traffic Emulators (filtered based on above selection):
[ Emulated malicious Traffic #1 [ Emulated malicious Traffic #2 ] [ Emulated malicious Traffic #3

@ Readytorun  Waiting response @ Not available

Figure 4: SUNRISE-6G Experimentation Portal: Parameter’s Page

Initiate Experiment
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3.3 Testbed & Experiment Selection Component

When initiating an experiment, users first select a testbed from the available options (Figure 3). The system
verifies that the testbed is ready for use. Once a testbed is chosen, the portal automatically shows the list of
tests it supports (Figure 5). The users then select their desired test to run, as offered by their chosen testbed,
and the system retrieves all the necessary settings and configurations to proceed.

The portal will have the flexibility to add more experimental setups from the current testbeds and to
incorporate additional testbeds, such as those established through hackathons or other SNS projects.

Welcome Back, User 2o D user

List of Functional Tests

Functional Test #1 Functional Test #2 Functional Test #3
O-RAN Network Digital Twin Energy Framework Showcasing NTN experiments with emulated satellite nodes
B Reports.
Useful Links
& reps oot Functional Test #4 Functional Test #5 Functional Test #6
& Settings EZ2E testing tool for measurements via Android phones Near-Field RIS experiment BG Self-configuration and self-deployment for Public Safety
Functional Test #7 Functional Test #8 Functional Test #9
Joint Communication and Sensing in cell-free test ICAS with RIS Distributed Compute Continuum tests among SLICES nodes
Functional Test #10 Functional Test #11 Functional Test #12

Al plane federation and Natural Language prompting within 3 Testing of the Al-Driven Threat mitigation framework Testing of cell-free enabled Near-RT RIC
testbed:

Functional Tests with cooperating testbeds (Coop-UC)

Coop-Test #1 Coop-Test #2
Showcasing Federation with Non-EU testbed Showcasing Federation with at least 2 EU cooperating testbeds

Figure 5: SUNRISE-6G Experimentation Portal: List of Functional Tests

3.4 SUNRISE-6G Experimentation Portal Workflow

The SUNRISE-6G portal’s web-based interface simplifies experiment management by consolidating all
necessary tools and components into a single, easy-to-use platform.

Users begin by accessing the portal through its URL (https://sunrise6g.eu/portal/) and logging in with their
credentials using the SSO feature. Credentials are verified by Keycloak (https://www.keycloak.org/),
ensuring secure access. Once logged in, users are forwarded to the portal’s homepage, where they can
initiate an experiment, check statistics or download the reports of completed tests (Figure 2). Upon initiating
an experiment, users can view the list of available testbeds (Figure 3), which are dynamically updated in
real-time using API calls.

To initiate an experiment, users can configure their settings directly through the portal’s graphical interface.
The Adaptation Framework (Section 5) translates these settings into specific configurations for the selected
testbed and sends them via the APIL. During the experiment, users receive continuous updates and can
monitor its progress in real time. If needed, they can stop the experiment through the interface, thus
maintaining full control. All experiment data is securely stored in the Portal Database for later analysis and
reporting.
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This integrated, API-driven workflow (Figure 6) ensures a seamless, efficient, and user-friendly process. By
seamlessly connecting the portal, the Adaptation Framework, the Portal Database, the testbeds, and the
SUNRISE-6G repository, the SUNRISE-6G Experimentation portal provides a responsive and reliable
environment tailored to the needs of experimenters.
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Figure 6: SUNRISE-6G Experimentation Portal: UML Diagram
3.4.1 Key Steps in the Workflow

Figure 6 illustrates the step-by-step process, showing how users log in, select a testbed, configure the
experiment, and monitor results. The system ensures real-time responsiveness, secure data handling, and
seamless experiment closure upon completion.

1. User Access and Authentication

a. Log in to the portal using the provided URL (Figure 1).

b. Credentials are verified, and access is granted.
2. Testbed Availability

c. Testbeds are dynamically retrieved and updated in real time.
3. Experiment Setup and Initiation

d. Select a testbed and configure the settings (Figure 4).
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e. The Adaptation Framework forwards these configurations to the testbed and starts the
experiment.
4. Data Management and Monitoring
f. Data is continuously collected and stored in the Portal Database.
g. Users can monitor progress and stop the experiment if necessary.

This streamlined and automated approach ensures a hassle-free experience for experimenters, making it
easier to set up, run, and analyse experiments, all in one centralised platform.

Figure 6 illustrates how the SUNRISE-6G Experimentation plane simplifies the process of running
experiments across different testbeds. The process begins when a user logs in, selects a testbed, and chooses
an experiment to run. Then, the Adaptation Framework (Section 5) takes over by initiating the experiment,
sending it to the selected testbed, and collecting the results. These results are then securely stored in the
Portal Database and can be accessed and reviewed directly through the portal’s user-friendly interface.

For a deeper understanding of the portal’s architecture and integration, refer to D2.2, "Initial SUNRISE-6G
Overall Architecture,” submitted in March 2025.

©SUNRISE-6G Page | 17



A= m—

D3.2 “Initial Report on Experimentation and Data Collection Plan and Intent-Driven Management and Orchestration” SUNRISE

4 FAIR Data Management, Metadata Extraction and Storage Service

SUNRISE-6G serves as a unifying framework for the participating testbeds, promoting seamless scientific
data-sharing in alignment with EOSC policy. The ODMF is a key enabler of the project. It facilitates the
repeatability and reproducibility of experimental results by supporting the extraction and storage of
metadata from experiments and making it available via the SUNRISE-6G public repository. ODMF deploys
carefully crafted metadata that adhere to open science principles, such as FAIR, to facilitate human-
/machine-readability and machine-actionability, and ensure compliance with legal and ethical regulations.
To support efficient experiment data collection and reproducible experimentation with the SUNRISE-6G
resources, an architecture for data collection, storing, and metadata annotation has been devised. There are
three main pillars for supporting data collection over the SUNRISE-6G resources:

1. An ODMF that allows data storage, data annotation, using detailed metadata models, and easy
publishing and retrieval,

2. A storage solution for storing the collected data and associated metadata,

3. Compatibility with EOSC and the FAIR principles.

4.1 Open Data Management Framework

The ODMF used in SUNRISE-6G aims to provide an interoperable framework among its family of test
platforms. The main objective is to extract the metadata from an experiment and make it available to a public
repository, in alignment with guidelines from the Test Measurement and Validation Working Group (TMV
WGQ).

4.1.1 Open Data Management Framework Baseline Implementation

ODMF's mission is to enable efficient data and metadata management, as well as the discovery of experiment
outputs (e.g., datasets, models), ensuring findability, accessibility, interoperability, and reusability in
accordance with the FAIR principles. To accomplish this, ODMF orchestrates several components that are
briefly described below:

e Metadata Models: Describe the types, versions, and structures of digital objects, such as datasets,
models, and services, utilised within experiments, supporting extensibility and adaptability over
time.

e Metadata Registry System (MRS): This system serves as a centralised platform for managing and
retrieving metadata on digital objects, with a focus on interoperability within and outside the
project.

o MRS Backend: Provides a RESTful API for metadata operations, supports authentication AAI, and
ensures versioned API compatibility.

e Web-based front end: A user-friendly interface that enables users to interact with MRS, perform
searches, manage metadata, and create statistical reports.

e Storage Service: Options for MRS deployment include local testing environments and production-
like setups with reverse proxies, which support scalability and flexibility across different
infrastructure setups. The storage service is described in Section 4.2.

The initial implementation of the ODMF is derived from SLICES-RI [1], which has been updated and deployed
within SUNRISE-6G to address and strengthen the overall Findability, Accessibility, Interoperability, and
Reusability of the collected experimentation data. Details on the model and the choices that led to the design
of the MRS (shown in Figure 7) are provided in the SLICES-DS D4.1 and D4.3 deliverables [3], [4]. In short,
the ODMF architecture consists of several layers:

e Database Layer: A robust relational database stores metadata records and ensures consistency. This
includes a schema that supports complex relationships among metadata elements.

e Application Logic: It implements rules for metadata management, including validation, versioning,
and compliance with standards such as Dublin Core or ISO 11179.
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e User Interface: A user-friendly web interface facilitates interaction with the MRS, including the
browsing, searching, and editing of metadata records.

— SLICES MRS Portal

L SFDO Core Additional info Attributes Statistics

Field Value
Identifier exp_expauth.ilabt.imec.be_01jbyaksqrf8zaq5v?zyjl45ba
System creation date 11/06/2024 12:44:31 +00:00
Internal identifier 127
Alternate identifier
CIRalor First name Mikos
Last name Makris
Email
Phone Nikos
Position
Organization
ORCID
Website
MName exp2
Description Experiment orchestrated through the dashboard
Subjects
Keywords
Created at 11/06/2024 12:44:21 +00:00
Version v0.1
Metadata profile Slices_V0_2
Contributors
Access type Remote
Access mode FreeConditionally

Required objects

[ Lrmbn

Download Data

Figure 7: MRS Template
4.1.2 The SUNRISE-6G ODMF

The existing MRS implementation will be leveraged within the SUNRISE-6G Repository to provide long-term
storage and findability to datasets generated through testbed experimentation. The existing functionality
will be extended, adapted, and hardened for security within the SUNRISE-6G Repository, providing a clear
distinction between data generated by SLICES experimenters and data generated through the SUNRISE-6G
portal.

Moreover, the existing solution is currently being packaged to facilitate easy deployment and adoption at
other sites, running with a cloud-native approach. Such an approach will enable the deployment of the MRS
to other infrastructures that are dedicated to the SUNRISE-6G operation (e.g., ISI/ATH infrastructure).
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Within the context of SUNRISE-6G, an additional layer of security will be implemented, enabling
experimenters to select which data will be made available as Open Access and which will remain private.
Moreover, the existing MRS will be linked with the SUNRISE-6G Adaptation Framework to automatically
store the outcomes of experiments as structured digital objects, including both data and metadata.

Currently, the data and metadata storage are set up in a disaggregated way to allow for different types of
storage backend. Within the SUNRISE-6G context, various options for storage will be explored, as well as the
method for serving data back to the SUNRISE-6G portal (data only or digital object).

4.2 Storage Service

The storage service for managing the different SUNRISE-6G generated data will certainly require a huge
capacity. Different types of storage can be implemented, allowing for distributed storage, to enable storing
data closer to where it is consumed and potentially served with higher bandwidth links (e.g., 10Gbps links
to nodes that access the storage for supporting ML experimentation with large datasets). There are different
types of storage that can be used for serving such purposes. We use the implementation of storage within
the SLICES-RI infrastructure as an example, which provides a distributed storage solution within a single
site and serves as a playground for handling SLICES pre-operation. It utilises an Amazon S3-based API for
object storage, but this can be changed at a later step. The storage is implemented using the widely adopted
min.io tool and is integrated with an Open ID Connect (OIDC) service. Users who access the infrastructure
gain access to the respective storage, which includes a dedicated space for storing data related to their
experiments.

This is enabled by an extension to the core min.io code, in order to allow the propagation of experiment
Identifier (IDs) (or project/username ids) as storage identifiers. The S3 object storage (with the same API
as Amazon S3 storage) allows users to store and retrieve any amount of data at anytime, anywhere on the
web, using the commands that are commonly used when interacting with the Amazon Web Services. It
provides a simple web services interface (shown in Figure 8) that can be used to store and retrieve any
amount of data. It provides developers with access to a highly scalable, reliable, and fast data storage
infrastructure that is easy to use.

User E ilabt.imec.be-project-test-onderstreep Refresh ¢

%\l Object Browser

B testfile.txt

Access Keys

A~
« Name Last Modified Size Actions:
Documentation

B testfile.txt Today, 23:58 2008
Administrator

¥  Buckets

Figure 8: Storage Service associated with MRS
The storage service has two key components:

1. Buckets: A bucket is a container in the storage where data is stored. Consider buckets as the top-
level folders to organise your data and control access according to your requirements.

2. Objects: Objects are the fundamental entities stored in S3, analogous to files in file systems. Each
object in a bucket is identified by a unique, user-assigned key.

4.3 Ensuring the EOSC Compatibility of the Solution

The EOSC is a major European initiative aimed at creating a unified, open, and collaborative environment
for researchers to store, manage, and share data and services. It is a digital platform that supports open
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science practices by providing seamless access to research data and resources across disciplines and
borders. To date, the EOSC projects have laid the groundwork for research data interoperability and
integration across European Research Infrastructures (RIs). The EOSC Strategic Research and Innovation
Agenda (SRIA) provides a roadmap for achieving the EOSC vision and objectives, delivering an operational
“Web of FAIR data and services” for science.

The Minimum Viable EOSC (MVE), achieved by the end of 2021, created a starting point for future EOSC
development generally coordinated by the EOSC Future project. The MVE defines EOSC Core, which is
designed to provide a federated data exchange environment for research projects and communities where
data comply with FAIR principles. Past developments have aimed to provide a customisable research
environment for researchers and research projects utilising services offered by the EOSC Portal Catalog and
Marketplace.

However, EOSC recently redesigned and launched the EOSC EU Node (as the central node) but lost most of
its previous services, notably the EOSC Marketplace. SUNRISE-6G will consider connecting to and utilising
EOSC community services to establish a hybrid data management infrastructure [5] that may encompass
both its own data storage within the private cloud and external data storage provided by the EOSC and EGI
communities.

As the overall Data Management infrastructure should be interconnected with the EOSC Scientific Data
Infrastructure for data sharing and access, converters could be developed. ODMF enhances interoperability
by allowing stored metadata to be compatible with external platforms and systems:

e Converters: Built-in converters enable seamless interoperability with platforms like EOSC and
support future expansion to other systems.

e Export and Import: Selected metadata can be exported to the EOSC catalogue (e.g., services,
datasets) and may be expanded to other platforms. Additionally, the MRS supports importing
metadata, facilitating cross-platform integration.

e Mapping Maintenance: To support interoperability, the system maintains mappings between the
metadata model and other models and supports exporting to standard formats, including Dublin
Core, DataCite, and RDA.
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5 Adaptation Framework for Experiment Triggering and Data
Collection

The Adaptation Framework is a key software component of the SUNRISE-6G's experimentation plane. It is
responsible for the abstraction of already existing TaaS solutions coming from the participating testbeds
while exposing a unified API towards the Portal and the Database. More specifically, it is responsible for
triggering an experiment, interpreting the conditions and translating them into the appropriate
configuration, collecting data from the respective data sources, performing the necessary calculations, and
ultimately storing this data in the database. Moreover, the adaptation framework can create datasets from
time-series data stored in the database and upload them to the SUNRISE-6G repository for long-term
storage.

After an extensive analysis regarding the required southbound APIs, the Adaptation Framework, which is
based on an existing NHAP software asset, was extended with additional support for (previously
unsupported) Experiment Triggering APIs, as reported in Section 5.2. When a user selects an experiment to
initiate, the Adaptation Framework communicates with the testbed to determine whether the experiment is
available. The SUNRISE-6G Experimentation Portal will retrieve, visualise, and export this data. The high-
level flow between the Adaptation Framework and the other main components is presented in the Figure 9
below.

Experimentation Portal

Adaptation Framework

i@t-s::::.::...\—- DS #’5 ¢ i

Siart'Stop Store Results Receive
: XPCTIm nter l'\|\:l ment Results I xperiment

Experiment Sclection
=y

Retrieve Results

Experimentation Infrastructure

| , ]

Results Visualisation

Testbed #1 ‘ Testbed 42 Testbed #N

Figure 9: High-Level Flow between Adaptation Framework, Testbeds and Experimentation Portal

The Adaptation Framework is responsible for:

e Receiving a START request and experiment parameterisation from the Experimentation Portal.
Triggering an experiment and verifying its availability.

e Translating the content of the received requests into the necessary configuration and sending the
configuration and experiment information to the testbed.

e Receiving data from the testbed along with the corresponding experiment information.

e Receiving a STOP request from the portal and issuing the necessary stop command to the testbed,
including all the needed configuration.

e Performing necessary calculations and storing the data in the Portal’s database.

Figure 10 shows the detailed flow between the Adaptation Framework, the testbeds, and the
Experimentation portal, including the portal’s database and the SUNRISE-6G repository. This has been fully
implemented and is currently being integrated with all SUNRISE-6G testbeds within WP5 to support the
execution of test cases as defined in D2.1.
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i

Adaptation Framework

User Portal Adaptation Framework ‘ Testbed ‘ ‘ Portal Database ‘ SUNRISE 6G Repository
Open portal URL
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Start an experiment
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Export file
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Figure 10: Experiment Management Workflow

5.1 Adaptation Framework Technologies

The Adaptation Framework (experimentation SDK) is a custom application that incorporates new
functionalities within the scope of SUNRISE-6G. It is a JAVA-based application utilising the Spring Boot
framework, and it is containerised for easier deployment and management via a Kubernetes cluster.

e Spring Boot: Spring Boot is an open-source Java-based framework that enables developers to create
standalone applications, known as microservices, efficiently and quickly. It provides configuration
on different levels, such as Java Beans, and offers out-of-the-box integrations, including database
integrations. It features an integrated, dedicated application server (Jetty by default), enabling easy
containerisation through Docker. Accompanied by the large Spring community, it is suitable for
producing real-time, production-ready applications. Being part of the Spring framework, it has many
components embedded by default, allowing more to be added on demand. Within the scope of this
project, the following components are utilised:

o Spring Security: This is the de facto framework for securing Spring-based applications. It
provides customisable authentication and authorisation functionalities, as well as protection
from attacks such as cross-site request forgery and clickjacking.

o Spring Web: Spring framework for quickly creating and customising REST APIs.

e Docker: The Spring Boot application will be containerised into Docker containers for easier
deployment and management. The container will be based on the eclipse-temurin:17-jre-alpine
docker image and will be accompanied by Java version 17 to support its running.
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o Swagger: Swagger describes and triggers REST APIs in a human-readable (or machine-readable)
manner through an easy-to-use graphical interface. Within the project's scope, it is used for
development purposes to facilitate the integration of the use case applications with the data collector
REST APIs.

Within WP5, testbed owners are provided with the aforementioned Swagger files and leverage Swagger
codegen tools to automatically generate server stubs, client SDKs, and API tests. This helps speed up
development and ensures consistency across different testbeds and test cases.

5.2 Integration APIs

This section describes the REST API endpoints provided by the Adaptation Framework, as shown in the
following Tables (Table 2, Table 3, Table 4). It enables communication with the portal, allowing the
Adaptation Framework to receive experiment configurations from the Experimentation Portal and
communicate with testbeds to retrieve data.

Table 2: Adaptation Framework Integration APIs
START an Experiment

Endpoint

URL
HTTP Method

/adaptation-framework/experiment

POST

Description Used to START an experiment

Parameter name Type Description

(Endpoint
e
|
|
Headers

Authorisation String The user’s authorisation token is in
Bearer format.
Content-Type String application/JSON
Parameter name Type Description
Request Body confieuration _ This JSON will contain the testbed
& JSON Object configuration of each testbed.
Parameter name Type Description
Response Body
exp_id String The experiment ID.

Success HTTP Response Codes
200

Failure HTTP Response Codes
400, 401, 403, 404, 500

Table 3: STOP Experiment API
Endpoint STOP an Experiment

URL /adaptation-framework/experiment/{exp_id}
HTTP Method DELETE

Description Used to STOP an experiment

Headers Parameter name Type Description
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Authorisation String The user’s authorisation token is in
Bearer format.
Content-Type String application/JSON
Parameter name Type Description
PATH Parameters
exp_id String The experiment ID.
Parameter name Type Description
Response Body =
exp_id String The experiment ID.

Success HTTP Response Codes
Failure HTTP Response Codes
400, 401, 403, 404, 500

Table 4: Receive data API

Endpoint Receive Data

URL

/adaptation-framework/data

HTTP Method

Descrlptlon Used to push Data to the adaptation framework

Parameter name Type Description

Headers Authorisation String The user’s authorisation token is in
Bearer format.
Content-Type String application/JSON
Parameter name Type Description
] AJSON object that contains
Request Bod test JSON Object information regarding the
1 y (Test_Info Model) experiment executed.
data JSON Array A JSON array contains various JSON
(Test_Data Model) | Objects with the Data information.
Parameter name Type Description
Response Body
status String The status of the transmission.

Success HTTP Response Codes
200
Failure HTTP Response Codes
400,401, 403, 404, 500

Sample of JSON Object
{

"test": {
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"exp_id": "Experiment_ID",
"source": "Testbed_Alias"

b
"data": [
{
"timestamp": "2024-05-22T15:21:42.000Z",
"moids": [

{" "o "
name": "ip",
"value": "10.40.330.23"

b

{

"name": "cell_id",
"value": "5631"
}
I
"kpis": [

{

"name": "cpu”,
"value": "0.4487",
"unit": "MHz"

b

{ll nmon n
name": "ram",
"value": "0.448",
"unit": "GB"

}

]
}
]
}

5.3 Workflow Integration

This section illustrates the interactions between the Adaptation Framework and other SUNRISE-6G
modules, including the experimentation portal, portal database, testbeds, security components, and the
SUNRISE-6G repository (see Figure 11).
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Figure 11: SUNRISE-6G Adaptation Framework Connectivity with the Experimentation Plane Modules

Specifically, the Adaptation Framework component facilitates communication between the other
components of the experimentation plane.

Acting as a set of HTTP REST interfaces, it serves as a middleware layer that notifies the testbeds about new
experiments, collects data from the testbeds, persists experiment data in the portal database, and exports
data to the SUNRISE-6G repository. In addition, the Adaptation Framework also manages user
authentication and authorisation via Keycloak, ensuring that only authorised users can make requests and
access relevant data. This module not only provides the data required to the experimentation portal but also
ensures the system's security and integrity by enforcing proper authentication and authorisation protocols.

The Adaptation Framework flowchart shown in Figure 10 depicts the process of triggering an experiment
through the experimentation portal, how it is persisted in the portal database, and how it can be exported
to the SUNRISE-6G repository.

User: The user interacts with the Experimentation Portal.

Experimentation Portal: The experimentation portal was previously discussed in Chapter 3.

Adaptation Framework: The Adaptation Framework receives requests from the experimentation
portal and forwards them to the testbed, triggering an experiment. It also persists the data in the
portal database and exports it to the SUNRISE-6G repository.

SUNRISE-6G Repository: The SUNRISE-6G Repository serves as storage for exporting data from the
Testbeds and Experiments.

The workflow below outlines the main functionalities of the adaptation framework between the
experimentation portal and the SUNRISE-6G repository. The processes for user login to the experimentation
portal will be skipped, as they have already been described in Chapter 3.

5.3.1 Start Experiment

1. User Accesses the Portal
e Enters the portal URL
e Logsin (login flow not shown)
2. User Sets Up the Experiment
e Configures experiment conditions
e Sends a START Request to the Adaptation Framework
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5.3.2

1.

5.3.3

5.3.4

Adaptation Framework

Processing the Experiment Request

o The Adaptation Framework interprets the conditions

o Translates them into the appropriate configuration

o Sends the configuration and experiment information to the Testbed
Forwarding Data and Configuration

o Sends experiment configuration and data to the Testbed
Continuous Data Retrieval

o Receives experiment data throughout the experiment

o Retrieves data and experiment information
Data Processing

o Performs necessary calculations

0 Persists data at the Database

Stop Experiment

User Stops the Experiment
o Sends a STOP Request

Export Data

User Requests Data Export

o Sends arequest to export data to the SUNRISE-6G Repository
Data Export Process

o The system exports the data

o Datais stored in the SUNRISE-6G Repository.
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6 Distributed IDLM and Orchestration of Experiments
Infrastructures

IDLM is a novel approach to experiment management that prioritises user intent over the more traditional
TaaS approaches explored in previous initiatives. By infusing Large Language Models (LLM) models to
translate user intent, IDLM enables experimenters to express their experimentation needs with
unprecedented speed and accuracy. This intuitive, human-centric approach empowers teams to focus on
high-value tasks while automating routine experimentation workflows.

6.1 IDLM Architecture
Three main components of IDLM, presented in detail within D2.2, are considered as part of this project:

e Chatbot interface for translating experimenters' natural language prompts into experimentation
intent, integrated into the Global Model and Model in Figure 12.

e Risk identification and corresponding guardrails are required to make IDLM reliable and robust,
which are integrated into the Orchestration layer in Figure 12.

e IDLM agents deployed at the testbed side to handle experiment steering at the local infrastructures
while providing feedback to the experimenter.

SUNRISE-&G

Experimen

e
QUNEISF- 60 Chat |
SUNRISE—-bG _ Orchestration
1 Interface

LIM Router Glcbal Medel

]
1
t

—>

LocIDLM Agent (testbed 1 ocIDLM Agent (testbed n
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Figure 12: IDLM Components

6.2 IDLM Chat Interface

The IDLM Chatbot serves as a single interface for expressing experimenters, enabling them to manage
distributed testbeds through conversational interactions powered by a Global LLM. The IDLM portal
features a user-friendly chat interface that abstracts the complexities of remote infrastructures.
Experimenters specify their goals in plain language, and the Global LLM interprets the requests and classifies
them to forward to the appropriate testbeds for deployment and orchestration. Figure 13 illustrates the chat
interface where experimenters describe their requests in the IDLM portal, providing a unified environment
for experimenters to manage complex, distributed experiments across heterogeneous 6G testbeds.
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Hi, I'm a Bot. How can | help you?

what is the functionality of this chatbot (IDLM portal)?

The chatbot is a central service for deploying, managing, and migrating Kubernetes
workloads across edge and cloud environments.

Figure 13: Chat Interface of the IDLM Portal

The Global LLM interprets and validates requests, while the Orchestrator coordinates deployment and
monitoring across the appropriate testbeds. The main goal is to deliver TaaS capabilities using declarative
intent formats and natural language interactions to replace legacy imperative configurations. Figure 14
illustrates the overall procedure of the IDLM architecture and the interaction between the experimenter and
the testbed infrastructures, which is then detailed in four steps.

Users Portal Agent Testbeds
X ® ® o FO FO RO
User Chat Interface Global LLM Orchestrator Testbed 1 Testbed 2 Testbed n

Submit Request (Natural Language)
Forward User Request

Interpret & Validate Intent

1) Check if requested service is supported
2) Check sufficient details provided
3) Determine feasibility

alt [Request Incomplete / Unsupported]
Ask for More Details or Notify Unsupported

User refines request

Provide Additianal Info
Send Updated Request

Re-validate

Service is offered
Proceed to orchestration

Pass Standardized Command (intent, parameters)

Request Valid]

Translate Request into Actionable Commands

1) Orchestrate service deployment &y

2) Monitor testbed activity
3) Retrieve experiment outcomes
4) Manage errors/ rerouting if needed

alt [Route to Appropriate Testbed]
Execute Commands (if T1 is best match)

Return Experiment Outcome / Status

(77375 best match]
Execute Commands

Return Experiment Qutcome / Status

Tif Tn is best match]
Execute Commands

Return Experiment Outcome / Status

Format / Sanitize Testbed Response

Reformats responses into I
user-friendly feedback

Send Processed Result / Status

Provide Feedback (Status / Results)

Cycle repeats if user refines or continues

User Chat Interface Global LLM Orchestrator Testbed 1 Testbed 2 Testbed n

T { ® [ KO O KO

Figure 14: IDLM Portal Workflow Diagram Showing Interactions, Validation, and Orchestration
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6.2.1 Step 1: Cyclical Process Interacting with an Experimenter

Implementation begins at the IDLM Portal, where experimenters securely log in via a SSO system that keeps
track of user roles and access rights. After logging in, users are presented with a conversational chat
interface, which serves as the primary means of communicating high-level objectives or specific requests,
such as “Deploy an anomaly detection pipeline” or “Set up a multi-site streaming test on Testbed A and
Testbed B.”

This chat interface is powered by the Global LLM (e.g., GPT-4, IBM’s Foundation Models, or Open-Source
LLMs fine-tuned for network orchestration), which listens for each user's query. Behind the scenes, these
requests flow through the Chat Interface into the Global-LLM. The result is a natural language conversation
that removes the need for extensive domain expertise: experimenters simply state their goals, and the
system manages testbed selection, resource allocation, and status monitoring.

6.2.2 Step 2: Monitor the Risk of Al Interactions

As part of the SUNRISE-6G chatbot, a Usage Governance Advisor identifies and prioritises risks according to
user intent, recommends appropriate models, provides benchmarks and risk assessments, and, most
importantly, proposes mitigation strategies and actions, thereby acting as a guardrail to protect the system
from malicious use.

Determining the safety of an Al system requires gathering information from a broad set of heterogeneous
sources, including safety benchmarks and technical documentation for the models used in that system.
Responsible use is encouraged through mechanisms that advise the user to take mitigating actions when
safety risks are detected.

The system's outputs are designed to assist them in communicating this to other non-technical stakeholders
within their organisation. The user inputs their use-case to the system as an intent, and the system auto-fills
a model usage compliance questionnaire, using a Chain-of-Thought, LLM-as-a-judge approach to connect
question/answer pairs to risks and identify an Al task. The user inspects the questionnaire output and is
asked to confirm the system’s suggestions for the Al tasks (“Anomaly detection” in this case) or select
alternate tasks.

6.2.3 Step 3: Continue Interacting until you have a Full Experiment

Upon receiving an initial request through the Chat interface, the Global LLM parses the natural-language
description to identify the user's intent and validate whether the requested services are offered by the
Testbeds. If the services are not supported or have incomplete details, it prompts the user for clarification
and initiates a cyclical process of refinement. The Portal converses with the experimenter in this cycle,
collecting essential parameters and constraints (e.g., test duration, resource limits, QoS targets).

6.2.4 Step 4: Route Request to the Testbed

Then, the Orchestrator takes over and manages the transition from intent specification to experiment
deployment. This component is typically implemented as a microservice, such as FastAPI in Python or a
Node.js service. Specifically, the orchestrator directs user requests to the relevant testbeds:

e Global Perspective: The orchestrator uses metadata from the Global LLM to determine which
testbeds can fulfil the requested service. For example, if the request involves an advanced ML
pipeline, the Router might favour a testbed specialised in MLOps workflows.

e Message Formatting: Once a target testbed is selected, the Router adapts the declarative intent
already validated by the Orchestrator into the testbed’s specific API call format or resource schema.
This often involves custom JSON structures or specialised scripts.

o Dispatch and Feedback: The orchestrator sends the request to the designated Local LLM Agent at
the testbed site, then listens for responses, error codes, or requests for additional parameters.
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6.3 IDLM Experimentation Agents

The IDLM architecture translates user requests into the specific intent formats required by each testbed,
handling diverse operational details such as resource allocation, service orchestration, and real-time
monitoring. These testbed-specific experimentation intents are further processed by local agents that run
directly on the testbed’s infrastructure. When a request arrives at each testbed:

o The Local agent interprets the high-level intent in the context of that testbed’s capabilities.
e [t generates the final set of instructions or configuration files for microservices, network functions,
or ML tasks.

e [texecutes tasks and reports any necessary metrics or logs for real-time steering and KPI calculation.

Each Local IDLM Agent (LocallDLM) can also serve as an LLM; due to its smaller scope, IDLM agents can be
implemented using open-source LLM models with a smaller number of parameters (e.g., fine-tuned versions
of Llama, Falcon, or Pythia with 8 billion parameters). All results and relevant metrics are continuously
forwarded to the experimenter through the Chat Interface, allowing for real-time adjustments or
termination of the experiment when desired.

In what follows, 4 such agents are introduced that are already supported by 4 of the southbound testbeds:
The ISI cognitive continuum experimentation agent (Section 6.3.1), The EUR NFV MANO experimentation
agent (Section 6.3.2), the KUL MLOps Model selection agent (Section 6.3.3) and the SLICES-RI Orchestration
agent (Section 6.3.4). More such agents are expected to be developed and deployed at SUNRISE-6G testbeds
by the second cycle of this deliverable.

6.3.1 IDLM Agent for Compute Continuum Experimentation at ISI/ATH Testbed

The ISI/ATH compute continuum experimentation agent is implemented as a Local LLM specialised for tasks
such as deploying microservices, migrating workloads between edge and cloud nodes, or providing detailed
diagnostics. This agent was built using the GPT-4.0 API to orchestrate Kubernetes-based deployments across
cloud and edge resources. It will eventually be replaced with an open-source local LLM (e.g., Mistral 8b). The
local agent receives commands from the IDLM Portal, decomposes them into the necessary Kubernetes
manifests, and makes real-time decisions regarding resource allocation based on current testbed conditions.
Figure 15 illustrates a simple deployment request for services on the remote testbed, where the user
receives feedback about the request status via the chat interface.
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Figure 15: Service Deployment using the IDLM Portal on Remote Testbed

When constraints arise, the system can reroute lower-priority services or suggest alternative nodes to
ensure that deployment requests are accurately translated into actions while incorporating fault tolerance
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mechanisms to handle node failures or network disruptions. Figure 16 illustrates that when a resource
constraint exists on the remote testbed, the experimenter will have possible options for the next steps.
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(b) Remote Testbed
Figure 16: Migrating Services from Edge to Cloud in case of Resource Constraints

The contributions so far demonstrate E2E orchestration and lifecycle management for service deployments
and remote testbed management. This reduces manual effort, lowers the barriers to managing complex
testbeds, and improves the overall productivity of teams that rely on large-scale distributed environments.
Experimenters can concentrate on designing, running, and analysing their experiments without managing
low-level configuration details. As a result, the approach brings tangible benefits to real-world domains such
as media streaming, Internet of Things (IoT), and edge computing, where efficient service orchestration,
resource utilisation, and rapid deployment cycles are critical.

6.3.2 IDLM Agent for NFV Experimentation at EUR Testbed

The EUR locIDLM agent comprises a local model and two tools: the API Caller and the Blueprint Generator.
The local model, an open-source LLM, is trained using ICL to translate a natural language intent into a set of
API calls that can be executed sequentially to fulfil the initial intent. The task here is a planning task, where
the local model plans all the API calls. These planned calls are then executed by the API Caller tool, which
interacts with the testbed’s API. However, some API calls related to service or experiment creation and
instantiation require injecting an experiment manifest into the request body. This manifest, in EUR, follows
the NSD format, a standardised structure defined by ETSI to describe a set of applications in a declarative
manner [6]. A specialised tool that generates this structure from natural language must create the manifest.
Therefore, we implemented our Blueprint Generator tool, called the NSD-expert. This tool is based on an
LLM specialising in creating NSDs from natural language. This tool is invoked whenever the local model
plans an API call that requires generating the manifest before calling the API Caller tool.

For example, if the user sends, “Create an experiment in the freest cluster,” this request will be forwarded to
the locIDLM agent by the portal agent. The locIDLM agent may plan tasks, including sending a GET request
to find the most available cluster, followed by a POST request to create the experiment. The API Caller will
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execute the first task directly, while the second task will involve calling the NSD expert to generate the
experiment manifest. This manifest will then be used as the API Caller's POST request body.

The NSD-Expert tool is an LLM specialised in generating NSDs from natural language. To train this tool, two
main steps were crucial:

(i) dataset generation, and
(ii) LLM training.

Dataset generation posed a significant challenge because no open dataset contained natural language intents
paired with their corresponding NSDs. To address this, we developed a scratch dataset containing examples
that map natural language inputs to their respective NSD representations. Another challenge was adapting
existing open-source LLMs through fine-tuning without compromising their general ability to generate
coherent text and respond to human queries. The goal was to create an LLM capable of generating NSDs
when required while still understanding and responding to natural language in a chatbot-like manner. This
capability is essential for use cases where users might need to modify a generated NSD via natural language
interactions. To achieve this, a method was required to inject the specialised knowledge of NSD generation
into an existing LLM without erasing or degrading its prior knowledge. This was accomplished using the
LoRa technique [7], which enabled us to train a small language model, namely Llama3.2 3B, to become an
expert in generating NSDs.

6.3.3 AutoML Model Selection Agent at KUL Testbed

Many SUNRISE-6G testbeds have adopted MLOps to ensure streamlined, repeatable Al experimentation
workflows. Model selection is a key aspect of MLOps, which is being automated via Auto-ML. Remarkable
progress has happened in post-hoc model selection, with increasingly sophisticated libraries capable of
identifying the most effective models for a given dataset.

The AutoGluon algorithm, trained on a vast number of open-source datasets available on OpenM [8],
represents a major study on the efficiency of model selection [9]. However, these approaches often rely on
extensive computational resources to perform exhaustive searches, posing significant barriers to efficiency
and accessibility. Pre-hoc prediction emerges as a transformative alternative, offering the promise of
bypassing exhaustive search through intelligent pre-selection of model type, family, and configurations.
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Metrics
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config: Zero/Few-shot 2. Model selection

\

v

Figure 17: Auto-ML Agent

To address the aforementioned limitations, we developed an Auto-ML agent (see Figure 17) that supports
experimenters in selecting a suitable model. This agent from IBM will be deployed and tested at the KUL
testbed. To this end, we explore the intersection of Auto-ML and pre-hoc model selection by leveraging
traditional models and LLM agents to reduce the search space of Auto-ML libraries. To make accurate
predictions, the LLM was ensured to have a good understanding of each of the available models and their
respective pros and cons in a real-world context. Inspired by [10] and [11], the model metadata statistical
variables are as follows:

e the number of samples,
e the number of features,
e the number of numerical and categorical features,
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the average skewness,

the average kurtosis,

the average variance,

the number of missing values,
the class imbalance,

the target entropy, and

the number of outliers.

To enhance the knowledge of each LLM, a RAG agent using Llama-70b was implemented. This is used to
retrieve information about available models and additional insights on their usage from the documentation
of each library. To test different configurations, models are inferred using Zero-Shot or Few-Shot strategies.
In the Few-Shot strategy, one metadata example is added for each available model, corresponding to its best-
performing label.

6.3.4 Experiment Orchestration Agent at SLICES-RI

SU, in collaboration with UTH, is developing an LLM-based agent to ease experimentation with the resources
provided for beyond-5G experimentation. The framework is responsible for converting user-written natural
language instructions into commands suitable for creating experiments compatible with the SLICES RI post-
5G blueprint format. For this purpose, a RAG system is developed and specifically parameterised to achieve
the functionality mentioned above. In general, RAG systems are developed to enhance the functionality of
LLMs by incorporating information retrieval from external data sources, thereby expanding the knowledge
of an LLM beyond the information with which it was trained.

The external database consists of the SLICES-RI documentation enriched with information about the 5G
architecture in general, the available resources from each node-partner, and a thorough description of all
the variables of the 5G blueprint that can be parameterised. The first step in developing the system is to pre-
process the data fed to the RAG system. In our pre-process step, we transform the external database into a
PKL format to speed up the reading process, reduce file size, and improve RAG retrieval speed.

The next step is indexing in an external database using HuggingFace’s [12] embeddings. Specifically, we
leverage the BAAI/bge-large-en-v1.5 model to generate high-dimensional vector representations of
documents, which are then stored and managed in ChromaDB [13], an efficient vector search database
optimised for fast similarity retrieval. The RAG system utilises the vector index to retrieve relevant
documents based on user input, thereby enhancing LLM responses.

The aforementioned RAG system is based on utilising the widely used open-source LLM, namely Llama-3.3-
70B-Instruct-Turbo. This model can track the chat history and ensures that the model only relies on the
provided documents. The LLM offers JSON Configuration Updates, and a controller is specifically developed
to update the JSON representation of a SLICES-RI post-5G Blueprint experiment based on the LLM user's
interaction and conversation. After configuring the experiment, the experimenter can instruct the LLM to
execute the configured experiment automatically. In this context, the RAG system represents a chatbot that
enables natural language interaction for experiment configuration within the SLICES-RI portal.

To succeed, a gRPC server is deployed as a service to provide seamless connectivity between the front end
and the RAG system. This gRPC-based architecture enables efficient bidirectional communication, ensuring
that user queries and experiment instructions are transmitted from the SUNRISE-6G Portal to the chatbot.
At the same time, LLM-generated responses and configuration files are sent back in real-time. The general
principles and workflow of this system are illustrated in Figure 18.
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7 Conclusions

In conclusion, the SUNRISE-6G represents a comprehensive facility designed to empower experimenters
with seamless access to a wide range of resources and services. One of its key components includes the
Tenant Portal, including SSO, dynamic visualisations, real-time workflows, and API-driven interactions,
simplify experiment management while delivering an enhanced user experience.

Moreover, the principal components and technologies of the SUNRISE-6G Adaptation Framework and IDLM
functionalities have been introduced and described. Emphasis has been placed on managing the complexity
of the different underlying test facilities, supporting FAIR principles and authentication, and reducing the
time to experimentation by leveraging LLMs. The main workflows have been described and illustrated.

The SUNRISE-6G Experimentation portal ensures efficient, secure, and reliable operations by supporting the
entire experiment lifecycle, from setup to data collection and analysis. Additionally, its alignment with open
data standards and readiness for integration with the EOSC establishes its role as a future-proof research
tool.

The next step is to enhance the SUNRISE-6G environment and make it fully operational with all 14 testbeds.
This integrated and user-focused approach establishes SUNRISE-6G as an advanced research and
experimentation platform that will be further developed throughout the project.
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